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Release Notes

4 1 Attention!
When planning the installation of a new version of Co:Z, you should always review the release notes
from all of the intermediate releases. Pay specific attention to MIGRATION ACTION and DEFAULT
CHANGE notifications as these changes will affect the way the software runs in your installation
unless you take specific action to retain the original behavior.

Co:Z Toolkit 8.1.1 [Enter prise | Community] - January 10, 2025

» Enterprise License users should download the software from the "Resources' tab in the Enterprise Support
System. Community License users are required to fill out a request form to download the software. This
Community License version expiresin two years.

Co:Z SFTP enhancements and fixes:
» Removed the very old RUNSFTPx sample JCL members that didn't use the Co:Z sample scripts.
» Added a SFTPTEST JCL sample that can be used to quickly test the installation of the Co:Z SFTP client.

* increased the maximum path length for the COZ installation directory that is used to tailor the JCL samples
during the installation process.

 Fixed a bug when the filetag=use option is set: If the file is untagged, then mode=text will be used properly
if set.

Co:Z Toolkit 8.1.0 [Enterprise] - May 29, 2024

» Thisis currently an Enterprise only release. Enterprise License users should download the software from the

"Resources' tab in the Enterprise Support System.

Co:Z SFTP enhancements and fixes:

» The utfbom option was added to Co:Z SFTP to support remova of UTF-8 Byte Order Marks (BOM) if
present.

» Fixed a bug in the filetag option that was released in version 8.0.0 where an error could occur if file tagging
is active and the source and target code pages are the same.

» Fixed a bug in the handling of mfrdw records where small records were not being padded to the 8 byte
minimum length. This problem was also fixed in the Dataset Pipes and utility commands.

» Corrected an issue in the Co:Z SFTP server startup script when SFTP_LOG_KEEP_DAYS is set and
SFTP_LOG _DIR is set to the user's home directory.

Co:Z Toolkit 8.0.0 [Enterprise | Community] - October 29, 2023

» Release 8.0.0 contains fixes and changes for Z/OS V3R1 compatability. Users should install thisrelease
prior toinstalling ZOSV3R1.
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 Enterprise License users should download the software from the "Resources" tab in the Enterprise Support
System. Community License users are required to fill out a request form to download the software. This
Community License version expiresin two years.

Co:Z SFTP enhancement:
» Thefiletag option was added to Co:Z SFTP to support ZZOS UNIX file tags.
Co:Z Batch enhancement:

» CoZBatch is enhanced to alow file tagging of DD:STDIN input in order to be compatible with shells built
with "Enhanced ASCII", such as bash See: Co:Z Batch example

Co:Z z/OS Utilities fix:

» Fixed file tagging issues in the getpds command: allow existing UNIX files to be retagged and disable
redundant autoconversion if files are being tagged.

Co:Z Toolkit 7.2.0 - March 22, 2023
Co:Z SFTP fixes and enhancements
* Fixed an issue that could cause an ABEND during data set close after a put command.

» Added anew option nkdi r dsn that controls whether or not issuing amkdir or Imkdir will cause a PDS(E)
to be created in the data set space. The original/default behavior is to create a PDS(E); NOmkdirdsn may
now be set to do nothing.

» Enhanced the BPXWDY N dsntype option to allow for library.2 for creating PDSE V2 libraries. Also added
anew option maxgens for PDSE V2 creation.

» Enhanced the ssh-socket-info program to more accurately determine the local and remote connection
information for the underlying ssh client.

Co:Z Launcher fixes and enhancements:

e Added a new setting ssh-t unnel - | oopback which provides more control over which loopback adapter
(IPv4 or 1Pv6) is used when ssh-tunnel is set to true. The legacy behavior has not changed.

Co:Z Toolkit 7.1.1 - May 9, 2022
Co:Z SFTP fixes and enhancements

 Fixed a compatability bug introduced in 6.0.0: If GDGNT is set and a GDG relative reference is made to an
existing generation, but the generation is cataloged on a migration volume that is not "MIGRAT", then it
failed to be found. The code has been changed to be compatible with Co:Z release 5.x.x and earlier, so that in
this case an attempt to open the dataset will be made anyway.

e Added a new featuree The COZ_MIGRATED_VOLSER LIST environment variable can be used to
configure a comma separated list of pseudo VOLSERs that are to be considered as migration volumes. The
default is "MIGRAT" only. If used, sites should export this in both /etc/ssh/sftp-server.rc and
[etc/ssh/cozsftp_client.rc. For example:
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export COZ_M CRATED_VOLSER LI ST=ARCI VE, M GRAT # al | ow ei t her

Co:Z Toolkit 7.1.0 - May 2, 2022
Co:Z Instalation fixes and enhancements:

» Changed the installation script to guard against vendor implementations of sed and other utilities in $PATH
that do not work properly.

Co:Z SFTPfixes:

» Fixed a problem in the cozsft p client where an error would occur when issuing the lcd with a relative
directory when the local CWD isthe top level data set space (//).

Co:Z z/OS Utilities fixes and enhancements:

» Fixed the getpds command so that new stats will not be generated in the output statsfile when the
corresponding member has no | SPF statistics.

Co:Z Toolkit 7.0.2 - January 11, 2022
Co:Z SFTPfixes:

* Fixed aproblem in the Co:Z upgrade to OpenSSH version 8.4 sftp-server code related to the realpath support
of symbolic links.

Co:Z Batch and Co:Z SFTP documentation:

» Updated the documentation to clarify that when the program executed by Co:Z Batch isashell, STDIN isthe
input to the shell, i.e. a script subject to normal shell processing.

Co:Z Toolkit 7.0.1 - October 14, 2021
Co:Z SFTP fixes and enhancements:

» The message "CatalogSearch[W] dsn - no volumes - skipping Datasetinfo" was changed to a Debug level
message. This condition is not a problem in many cases, and should not have been awarning.

» Added a new option: gdgplusstat=dir | file | notfound. This option allows you to indicate how status (e.g. "Is"
command) is reported for a//MY.GDG(+n) data set.

Co:Z Toolkit 7.0.0 - September 28, 2021
Co:Z SFTP fixes and enhancements:

» The Co:Z sftp client and server have been refreshed to use OpenSSH version 8.4 code as a base. Co:Z is
compatible with IBM OpenSSH 7.6 and earlier.

» Added a conditional execution feature for cozsftp subcommands. See Conditional command processing for
more information.

» Changed the behavior of conddisp=delete so that DALCDISP=DELETE is now added when dynamically
dlocating data sets for writing. This will request the operating system to delete the data set if the job is
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abnormally terminated.

» Enhanced the dsput and dsget commands to force HSM recall on migrated data sets (unless NOr ecal | is
active). Previously, migrated data sets could not be used with these commands.

 Enhanced the dsput and dsget commands and data set DD: allocations to show progress during transfer.
Co:Z Batch enhancements:

« Add CEE_REALLOC CONTROL=32K,25 to COZBATCH invocations (if not already specified) to
increase the amount of here-document space available.

Co:Z Toolkit 6.2.3 - July 9, 2021
Co:Z SFTPfixes:

* Fixed the notification message variable %bs to support bytes transferred values that exceed a 32 bit number.

» Fixed a problem where the remote ip address and port humber are not properly presented on the exit
interface. This issue only occurred when an option that drives an exit is set using the SFTP_Z0OS OPTIONS
variablein the /etc/sshisftp-server.rcfile.

» Cleaned up various variable initialization and memory management issues that could potentially cause
protection exceptions (0C4 ABEND).

Co:Z Toolkit 6.2.2 - February 02, 2021 (not released - items below areincluded in all subsequent releases)
Co:Z SFTPfixes:

» Cleaned up error handling in cases where the ssh-socket-info program fails to return accurate ssh client
connection information.

Co:Z Toolkit 6.2.1 - January 15, 2021
Co:Z SFTPfixes:

* Fixed possible signal handling race condition in Co:Z SFTP client, which can be serious for customers who
run the Co:Z SFTP client with UID=0 (which is strongly discouraged).

* Fixed aproblem where full 1023-character z/OS UNIX path names were not supported in some cases.
Co:Z z/OS Utilities fixes and enhancements:
» Enhanced the putpds command to support | SPF-compatible ENQs with the new -S option.

* For the getpds and putpds commands: corrected extended | SPF stats creation, fixed a parsing problem with
the -M option alowing single quoting of data set names, and fixed a problem when comparing member stats
to statsfile stats.

Co:Z Toolkit 6.2.0 - November 09, 2020
Co:Z Launcher fixes and enhancements:

» Updated LE storage options to avoid "out of memory" conditions that occur in some customer environments
on zZ/OSV2R4.

* Fixed a problem in the Co:Z Launcher where continuation linesin/ et c/i ni t. opti ons were not being
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processed properly.
Co:Z SFTP fixes and enhancements:

» Updated LE storage options to avoid "out of memory" conditions that occur in some customer environments
on zZ/OSV2RA4.

» Updated the dsget and dsput commands to support individual members of partitioned data sets (both PDS
and PDSE). The previous version of these commands only supported the transfer of a entire data set. For
more information, refer to the command reference: cozsftp. For an example, see Transfer a single PDS
member between Co:Z systems.

Added the - t option to the dsput and dsget to "trim" extra space all ocation after transfer.

e Added the i spf stats option which, when combined with the i spf enq option will update member
statistics on write. See Dataset allocation options for more information.

Co:Z z/OS Utilities enhancements:

» Added new getpds and putpds utilities to read/write contents of PDS(E) member(s) to/from a unix system
servicesfile system.

» Added new copypds utility. This utility uses the IEBCOPY COPY GROUP operation to copy an existing
PDS(E) to anew or existing PDS(E) with optional member selection.

e The pdsdir command now displays extended statistics if present.
Co:Z Ingtallation fixes and enhancements:

» Changed the installation script to guard against users who have defined aliases that override common
commandslikel s

Co:Z Toolkit 6.1.3 - October 28, 2020
Co:Z SFTP fixes and enhancements:

* Fixed a problem where an OC4 could occur when processing file patterns during session initialization. This
fix affects both the Co:Z sftp-server and cozsftp.

Co:Z Toolkit 6.1.2 - October 21, 2020
Co:Z SFTP fixes and enhancements:

» Changed the Co:Z sftp-server to interact better with IBM's LE Heap management behavior.

Co:Z Toolkit 6.1.1 - June 12, 2020
Co:Z SFTP fixes and enhancements:

» Corrected a bug that can prevent opening existing GDG tape and migrated data sets when referenced via
relative generation numbers. This defect was introduced in V6.0.0.

» Fixed a bug related to setting the exit return code in the sample sftp_cat.sh batch script (instaled in
<COZ_HOME>/sampleg/sftp_batch). For additiona information on the sample batch scripts, see Using the
Co:Z SFTP client in batch.
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e When running on z/OS 2.4 or later, the saf-ssh-agent utility will no longer be used when the cozsftp - k
option is specified. Instead, the IBM OpenSSH | dent i t yKeyRi ngLabel optionis used.

e The cozsftp script has been updated to export CEE REALLOC CONTROL=32K,25. This change
addresses a scenario where fragmentation and running out of memory may occur. One symptom is; Can't Is:
Too many matches for ...

* Fixed the dsget and dsput commands to assign the correct default target path when the target is not specified.
Co:Z Batch enhancements:

e The SHELL environment variable, if set in DD STDENV, will be used to override the user's default login
shell.

Co:Z Toolkit 6.1.0 - May 01, 2020
Co:Z SFTP fixes and enhancements:

 Corrected a bug that can prevent opening existing tape and DFHSM migrated data sets. This defect was
introduced in V6.0.0.

» Fixed a bug related to setting the initial zZ/OS directory with "export SFTP_ZOS INITIAL_DIR=//". The
change allows this setting to correctly set the initial directory to "//userid" when the userid is 8 charactersin
length.

» Enhanced support for tape data sets. The following BPXWDY N allocation options will now be used when
opening existing cataloged tape data sets if the label option is set: recfm, Irecl, blksize, label, trtch, unit. This
can be useful for overriding DCB attributes or reading non-labeled tapes.

» Improved the log messages written when the i nt er i m oggi ng option is set. Specifically, a single log
message will display "100%" for the "percent transferred" of a sucessful transfer. See the Miscellaneous
options section for information on the log message format.

» Enhanced the exit code returned by the cozsftp client to indicate more clearly where afailure occurred. When
anon-zero return code is set, it will be one of 8 (failurein SFTP), 12 (failure starting an SSH connection), or
16 (the SSH connection failed after starting SFTP).

¢ MIGRATION ACTION

! Because this change represents a different default behavior, existing Co:Z SFTP job steps will
have different non-zero/failing return codes. We recommend that users examine their
requirements for specific non-zero exit/return codes before deploying this version. If the old
behavior is required, add: export CQOZ _SFTP_EXI T_CODES=0OLD to your
[etc/ssh/cozsftp_client.rc or user-specific cozsftp_client.rc script.

Co:Z Toolkit 6.0.0 - February 14, 2020
Co:Z SFTP enhancements:

* The gdgnt option is now active by default. This is a change from previous versions of Co:Z SFTP where
NOgdgnt was the default. For many releases, we have recommended that users activate gdgnt in their site
configuration files, as it provides the preferred behavior in nearly all cases. Starting with this release, this will
be the default setting. For example;
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GDGNT : (0) awaysrefersto the latest generation

NOGDGNT : If job creates (+1), then later (+1) refersto it

1 DEFAULT CHANGE
As this change represents a different default behavior, we recommend that users examine their
requirements for this setting before deploying this version. If the old behavior (NOgdgnt) is
required, it can be specified in the default section of the site configuration files
[etc/sshicozsftp_config and /etc/ssh/cozsftp_server_config. gdgnt means that relative
generation references will use the current state for resolution; only users who use the same
GDG more than once in the same job might be affected by this change.

* A new setting i spf eng can be used when writing to PDS and PDSE members so that they will be allocated
with DISP=SHR and ENQ semantics that are compatible with ISPF. The default is NO spf enq. For more
information, refer to the Dataset allocation options section of the User's Guide.

» The Co:Z SFTP dsget and dsput have been enhanced to support the transfer of partitioned data sets.
Using this feature makes it possible to transfer Program Objects between z/OS systems, something that is not
possible with the standard SFTP get and put commands. This feature includes support for both PDS and
PDSE. For more information, refer to the command reference: cozsftp.

e SFTP base upgraded from OpenSSH 6.4p1 to 7.6p1 adding the following:
e removed -1 and -2 cozsf t p command options. Protocol 1 isno longer supported.

e added -a and -f options to the cozsft p put subcommand. When specified, the -a option attempts to
resume partial transfers of existing files. When specified, the -f flag will request that the server call fsync
after the file has been transferred. These options may not be used with zZ/OS data sets on a remote Co:Z
SFTP server, athough the di sp=nopde setting may be sent to the remote server for appending to data
sets.

 added new subcommand, r eput , which is equivalent to put with the -aflag set
« added new options to sftp-server: -p, -P and -Q. These options support blacklist and whitelist features.
For more information on these new features, refer to the command reference: cozsftp and sftp-server.

» Fixed abug in the error checking on data set write.

* Fixed abug when processing data separated with the nf r dwlinerule.

Co:Z Toolkit 5.6.0 - August 20, 2019
Co:Z SFTP enhancements:

» Enhanced the cozsftp client get subcommand to receive data packets out of order. This fixes a problem when
downloading S3 objects from the Amazon AWS SFTP server.

» Fixed a bug in the base OpenSSH code for the - R option. The option has been changed to support the
configuration of a maximum of one outstanding request at atime.
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Co:Z Dataset Pipes enhancements:

e The Co:Z Dataset Pipes server script has been enhanced to enable automatic session log file cleanup. If the
environment variable DSPIPES LOG_KEEP DAYS is present, session log files older than the specified
value will be deleted when the current session terminates. For additional information, see Logding
Configuration for Dataset Pipes in the Co:Z Dataset Pipes - User's Guide.

Co:Z Toolkit 5.5.0 - January 15, 2019
Co:Z SFTP enhancements:

* A new option j essubm t has been added to the sftp server. When this option is active (the default),
submission of jobs via Co:Z SFTP through the internal reader is allowed. When this option is set to
NG essubni t, job submission is disallowed. For additional information, see JES related options in the
Co:Z SFTP - User's Guide.

* A new option eattr has been added to support the BPXWDYN EATTR keyword which may be used
during data set alocation. For additional information, see Dataset allocation options in the Co:Z SFTP -
User's Guide.

e Ther epl ace option has been enhanced to support a new mode (r eal | oc), which will cause an existing
target data set to be deleted and reallocated prior to writing. For additional information, see General transfer
optionsin the Co:Z SFTP - User's Guide.

» Two new commands have been added to the cozsftp client: dsget and dsput . These commands simplify
the transfer of a sequential (PS) z/OS data set between the local zZ/OS system and a remote z/OS system
running the Co:Z SFTP Server. When these commands are used, the allocation characteristics of the source
data set are used to create the target data set. See cozsftp in the Command Reference section of the User's
Guide for more information. For an example, see Transfer data sets between Co:Z Z/OS systems.

» The Co:Z SFTP server script has been enhanced to enable automatic sftp session log file cleanup. If the
environment variable SFTP_LOG_KEEP_DAYS is present, session log files older than the specified value
will be deleted when the current session terminates. For additional information, see Co:Z SFTP Server
logging in the Co:Z SFTP - User's Guide.

» The messages logged from Co:Z SFTP at various logging levels have been significantly reduced.

» The optional CZCHKCMD exit, chkemd_homedir, has been enhanced to support a Global Configuration
File. By default, when this exit is configured, users are restricted to their home directory. With this change an
optional global configuration file can be defined to configure user's access to posix files in other directories.
For additional  information, see chkemd homedirREADME in  the instal  directory
(<COZ_HOME>/hin/exits).

Co:Z Launcher enhancements:

e The Co:Z Launcher now attempts to determine the fully qualified hosthname of the z/OS system that it is
running on when it initializes the Co:Z Agent on the Target System. This change will make it easier for
remote systems to connect back to z/OS when running in ssh-tunnel=false mode.

Co:Z Dataset Pipes enhancements:

e The Co:Z DatasetPipes Server now attempts to determine the fully qualified hosthame of the z/OS system
that it is running on. This change will make it easier for cozcont r ol and client Dataset pipes commands to
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send messages back to z/OS when a durable session has been established. This option is not used for tunneled
connections.

Co:Z Toolkit 5.1.1 - June 1, 2018
Co:Z SFTP enhancements:

» Fixed a bug in catalog search (IGGCSI00), which was changed in 5.0.0 to support dataset aliases. Affects
catalog searches for GDG base entries with a large amount of associated catalog data.

Co:Z Dataset Pipes enhancements:

» Fixed a bug in catalog search (IGGCSI00), which was changed in 5.0.0 to support dataset aliases. Affects
catalog searches for GDG hase entries with a large amount of associated catalog data.

Co:Z Toolkit 5.1.0 - May 17, 2018
Co:Z SFTP enhancements:

* Fixed problemsrelated to trand ating data sets using multibyte codepages such as UTF-8.

» Added error handling to skip individual catalog entries returned with errors by z/OS catalog search
(IGGCSI00).

» Enhanced Co:Z SFTP client's read_passwd_dsn.sh script to ignore line numbers in columns 73-80 when
reading ssh connection passwords from z/OS data sets.

» The sftp-server will no longer be linked with AC(1). This program was never distributed with the APF
extended attribute enabled, and we do not advise that Co:Z sftp-server be run APF authorized. Customers that
have user exits that require APF will need to relink with AC(1). Enterprise support customers should please
open aticket so that we can discuss your regquirements.

Co:Z Target System Toolkit 1.3.1 - May 29, 2018

 Fixed the cozcontrol agorithm for selecting an ephemeral port for use in a cozcontrol tunneled durable
connection.

e Updated the default for the environment variable COZ_CONTROL_PATH (removing :%p). Enables the
cozcontrol command to use the tunnelling option (- t ) when connecting to a SSH server that is not running
on port 22.

Co:Z Toolkit 5.0.0 - February 21, 2018 - Updated

e The minimum z/OS release level has been updated for Co:Z 5.0.0. This change has been captured in the
original 5.0.0 release notes below. Community license users running machine architectures lower than z10 or
a z/OS release lower than V2R1 should use release 4.5.1. See the Co:Z downloads page to download this
older release. Commercial support customers that do not meet these requirements should contact us for
custom build information.

Co:Z Toolkit 5.0.0 - January 10, 2018
Co:Z Toolkit installation changes:

» Updated compiler TARGET, ARCHITECTURE and TUNE settings. In order to run this release of Co:Z, a
minimum z/OS release V2R1 is required, along with a minimum machine architecture of z10. Enterprise
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customers that do not meet these requirements should contact us for custom build information.

» Enhanced the installation process to automatically tailor the following component specific members in the

Co:Z Sample JCL and PROCs PDS: COZCFGD, COZPROC, SFTPPROC and SFTPIND. Additionally, the
PAX deliverable is now compressed reducing the size of the binary installation file.

Co:Z SFTP enhancements:

» Added support for referencing datasets by an alias.

» Updated the CZCHKCMD exit interface to allow transfer options to be set for GET and PUT commands. See

the Co:Z SFTP Exits Guide for additional information.

Co:Z Dataset Pipes enhancements:

» Enhanced the catalog search function, adding support for dataset aliases.

Co:Z Toolkit 4.5.1 - October 9, 2017
Co:Z SFTP enhancements:

» Fixed amemory leak detectable when transfering hundreds of files to a dataset within the same session.

Co:Z Dataset Pipes enhancements:

Fixed a problem with detection of logfile redirection in the WTO command.

Co:Z Toolkit 4.5.0 - July 26, 2017
Co:Z Launcher enhancements:

Enhanced the Co:Z Launcher and Co:Z Dataset Pipes server to alow the execution of cozclient commands
that must run in a separate OMV S address space.

Co:Z SFTP enhancements:

Added acozsftp append command which uploads alocal-path and appends it to the end of aremotefile
on the remote machine. See cozsftp append in the Command Reference section of the User's Guide for more
information.

Updated the Co:Z SFTP Server to support clients that send/receive multiple concurrent files.

Updated the chkemd_homedir and chkemd_dsonly optional user exits to address severa issues. See the
README filesin <CQZ_| NST>/ bi n/ exi t s for more information.

Added atemplate cozsftp_server_user_config file to the samples.

Added support for: Using SMF type/subtype specific permissions.

Co:Z Dataset Pipes enhancements:

Significant enhancements have been made in this release to Co:Z Dataset Pipes when used as a z/0S Remote
Service. See Co:Z Toolkit Installation and Release Notes, the Co:Z Launcher User's Guide, and the Co:Z

Dataset Pipes User's Guide.

Added a new client command, cozcontrol, to start and stop a durable connection to the Dataset Pipes
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subsystem on az/OS server.

e Enhanced logging for the dspipes subsystem to be similar to Co:Z SFTP logging. Additionally, the
[ etc/ ssh/sshd_confi g subsystem has been changed to use a shell script, dspi pes. sh. See ZOS
Remote Services Configuration in the Co:Z Dataset Pipes User's Guide for more information.

* In order to use the new Co:Z Remote Service functions, remote systems must be upgraded to Co:Z Target
System Toolkit 1.3.0.

Co:Z Target System Toolkit 1.3.0 - July 24, 2017

» Added z/OS Remote Services durable sessions with the new cozcontrol command. In order to use this new
function, the Co:Z Toolkit must be release 4.5.0 or later. Older versions of the Target System Toolkit will
continue to work with Co:Z Toolkit 4.5.0.

» 32 hit executables are no longer available on the website download page. If needed, they can be built from
Co:Z Target System Toolkit source code.

Co:Z Toolkit 4.2.0 - January 10, 2017
Co:Z Launcher enhancements and fixes:

 Fixed a problem in the way data set ant ¢ was being collected. In some cases, useful error information was
being lost prior to logging.

Co:Z SFTP enhancements:
» Added support for the BPXWDY N keywords EXPDL and EXPDT

» Enhanced the sftp nkdi r command so that if it isissued in the data set space it will create a PDS (or PDSE
if dsntype=library). The mkdir command will fail if adataset already exists with the specified name.

» Fixedthechkcnd_homedi r exit so that the Co:Z SFTP error.log can be retrieved.

Co:Z Toolkit 4.1.0 - October 4, 2016
Co:Z SFTP enhancements:

» A new Co:Z SFTP Server logging option may optionally be configured, enabling redirection of Co:Z SFTP
logging output to a SYSOUT spooal file. For additional information, see Co:Z SFTP Server logging in the
Co:Z SFTP - User's Guide.

» Two optional CZCHKCMD exit modules have been added:

* chkcnd_dsonl y - restricts remote SFTP clients from accessing posix files. Access to the zZ/OS dataset
and JES space is permitted.

e chkend_honedi r - restricts remote SFTP clients to only access files within the user’s home directory.
Access to the Z/OS dataset and JES space is permitted.

For additional information, see chkcnd_homedi r. READVE and chkcnd_dsonl y. READMVE in the

install directory (<COZ_HOME>/hin/exits).

e A change was made to alow the jesincsysin option to be set with a pattern matching
/1 -] es/nnnnn/ ALL. Additionally, the sample cozsftp_server _confi g file has been updated to
define this pattern as follows:
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correct options. The pattern matches the foll owi ng comuand:
get //-jes/nnnnn/ ALL j obl og. t xt

The jesincsysin option includes SYSIN spool files to the concatenated spool
This option is a convenient way to download all job input and output.
pattern: //-JES.*.ALL

node=t ext, j esi ncsysin

H o HHH R

Co:Z Toolkit 4.0.0 - July 14, 2016

Note

Our product support covers the newest release of the Co:Z toolkit software, plus the prior release
for nine (9) months after general availability of the next major release. This will be extended for
this release by an additional 7 months. This means that support for 2.x.x releases will end on
November 14, 2017. The Co:Z release 3.0.0 has been available since November 2014.

Co:Z SFTP enhancements:

* A new Co:Z SFTP Server timeout option, ser vert i neout , may optionally be specified to limit how long
an inactive client remains connected. See the Co:Z SFTP options Appendix in the Co:Z SFTP - User's Guide
for more information.

Co:Z Launcher enhancements:

» Thedefault values for two key Co:Z Launcher options are changed with this release:
e server-portsisnolonger arequired option.
e ssh-forward-dynam c- port defaultsto true.

The intent of this change is to enable an ephemeral port to be used on z/OS by default, eliminating the need
for reserved port ranges. Refer to the documentation in the COZCFGD parmlib member for additional
documentation. In order to use this default:

« the ssh-tunnel option must be set to true (the default)
« IBM Ported Tools OpenSSH v1.3 or later is required
e Thetarget ssh server must support dynamic reverse port forwarding (e.g. OpenSSH version 5.3 or later)

Note: Existing configurations using the ser ver - por t s option will continue to function without changes;
however, we recommend enabling dynamic port forwarding when tunneling, if possible.

For additional information, see Co:Z Launcher Properties and Configuration Best Practices.

» Two new environment variables have been added to enable long running Co:Z Launcher jobs to continue
without termination due to inactivity:

e COZ_SERVER_TCP_KEEPALIVE - If set, interval in seconds Co:Z Server sets the TCP_KEEPALIVE
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socket option. Note that this setting must be lower than the time that any firewall(s) may time out the
connection.

e COZ_SERVER_KEEPALIVE - If set, interval in seconds Co:Z Server sends a NOOP packet. This option
sends out actual data packets at the application level for situations where TCP_KEEPALIVE does not
work due to firewall configuration.

Dataset Pipes enhancements and fixes:

* A new option, - f has been added to the todsn and tofile commands. With the option set, the command will
not wait until receiving an entire buffer before writing data to the output data set. This is the default if used
with atunneled socket or if the output isa SY SOUT data set.

Co:Z Batch enhancements:

* A set of "ssh" sample scripts and a JCL PROC have been added, similar to the "sftp" samples shipped with
Co:Z. The ssh_connect.sh script connects an ssh client to a remote system running sshd and preparesit to run
commands. The ssh_pubkey.sh sample script connects to a remote system and appends a public key to a
user's authorized keysfile.

Co:Z Target System Toolkit 1.2.2 - July 14, 2016

 Supports the NOOP command sent when the COZ_SERVER_KEEPALIVE environment variable is set on
the server. Messages similar to the following are no longer written to the log: todsn-client(nnnnn)[W]:
unknown command packet->code=8, len=nnn ignored.

Co:Z Target System Toolkit 1.2.1 - May 20, 2016

 Fixed a problem where a Co:Z client program (fromsdn, todsn, fromfile, tofile, etc...) could fail to work
correctly if one of the standard handles (stdin/stdout/stderr) was closed by the target system prior to its
invocation.

 Improved SIGPIPE error handling and diagnostics in CoZAgent and CoZClient.

Co:Z Toolkit 3.6.3 - May 15, 2016
Co:Z Launcher enhancements and fixes:

» Added a new property to the Co:Z Launcher: ssh- f or war d- dynami c- port - wai t which can be used
to change the amount of time the Launcher will wait for a dynamic port assignment from the target system.
The default is 30 seconds, which has been increased from the original wait time of 10 seconds.

* Increased the time to wait for the Co:Z Launcher to establish the saf-ssh-agent from 5 to 30 seconds. The
original wait time was sometimes not sufficient on heavily loaded z/OS systems.

 Fixed a problem in the way the Co:Z Launcher parsed / et ¢/ i ni t. opt i ons, which could in some cases
result in an incorrect setting of the timezone used for message timestamps.

Co:Z Toolkit 3.6.2 - (not released - items below areincluded in all subsequent releases)
Co:Z SFTP enhancements and fixes:

 Fixed a problem with the Co:Z sftp-server's implementation of posix-rename which could result in an SFTP
packet D mismatch.
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Co:Z Launcher enhancements and fixes:

» Modified the saf-ssh-agent termination process to shutdown more cleanly. This change eliminates unsightly
but harmless BPXP023l messages in the job log.

Co:Z Toolkit 3.6.1 - January 25, 2016
Co:Z SFTP enhancements and fixes:

 In order to prevent a potential recursive logging error, the console natifications function has been updated to
disable WTO messages when the Co:Z SFTP server log file has been redirected to / dev/ consol e. Setting
SFTP_LOGFI LE=/ dev/ consol e is not recommended. Refer to Co:Z SFTP Server logging in the Co:.Z
SFTP User's Guide for additional information.

Co:Z Launcher enhancements and fixes:

 Fixed a problem with the ssh- f or war d- dynam c- port option. In the previous release, if this option
was not specified, or explicitly set to f al se, an ephemeral port on z/OS was allocated and this port number
was also sent to the target system for its reverse port forwarding port. This release ensures that a port from
the supplied port range isused if ssh-f or war d- dynanmni c- port =f al se

Dataset Pipes enhancements and fixes:

* In order to prevent a potential recursive logging error, the wto command will not write a message when
logging has been redirected to/ dev/ consol e.

Co:Z Toolkit 3.6.0 - December 8, 2015
Co:Z SFTP enhancements and fixes:

» Added afeature to optionally write console notifications on command completion. Notifications are written
following the call to the Post Processing Exit, if one exists, for the following commands: put, get, rm and
rename. Notifications are supported for the Co:Z SFTP client and server. The message format is configured
in the sitewide server and client configuration. See the Session config files Appendix in the Co:Z SFTP -
User's Guide for more information. Once configured, the notification feature is enabled using the Co:Z SFTP
option, noti fy. See the Co:Z SFTP_options Appendix in the Co:Z SFTP - User's Guide for more
information. This option can be set globally for all usersin the site-wide configuration or can be enabled on a
per user basis. This option can aso be enabled using file patterns in either the sitewide server/client
configuration or user configuration.

* Enhanced the saf-ssh-agent utility to support more ssh multiple authentication combinations. The
saf-ssh-agent utility is used when the - k option is specified on the cozsftp command. This fix also applies to
the Co:Z Launcher when the saf-cert property is specified.

 Fixed a problem where the specification of BPXWDYN keywords on Dataset Allocation might not be built
correctly and in some cases, could cause an 0C4 ABEND. Thisfix also appliesto Dataset Pipes.

» Changed the behavior of the Co:Z Trandator when a codepage user t echni que option is specified (0-9),
but the associated custom table is not found. Previously, an Informational level message was written, but this
was possible to overlook. The Translator now throws an exception. This fix also applies to Dataset Pipes.

Co:Z Launcher enhancements and fixes:

» Enhanced the ssh-forward-dynamic-port option to use an ephemeral port on zZ/OS. Now, when this option is
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set to true, reserved port ranges on z/OS are no longer required.

» Modified the Co:Z Launcher to work around a race condition in the z/OS Unix System Services socket
listen() call. Under this race condition, two Co:Z Server processes could to bind and listen on the same
localhost:port pair.

Co:Z Toolkit 3.5.1 - October 9, 2015
This release makes the following minor changes to the 3.5.0 (Beta) release, and is no longer considered "Beta".

Co:Z SFTP enhancements and fixes:

» Changed a dataset write seek error message to warning

 Fixed aproblem in the cozsftp client preventing the listing of a symbolic link for a directory target.

» Fixed a problem where log messages generated by setting the i nt eri m oggi ng option were incorrectly
written on completion of commands that did not result in atransfer.

Co:Z Toolkit 3.5.0 (Beta) - July 7, 2015
Note: We recommend that you use this release if you are evaluating or testing Co:Z outside of a production
environment. We expect to provide production support for this release level within 60 days. If you are a
commercia customer and have specific support requirements, please contact us.

Co:Z SFTP enhancements and fixes:

» SFTP base upgraded from OpenSSH 5.0p1 to 6.4p1 adding the following:

recursive file transfer in adirectory tree (get/put -r)
sftp server read-only mode

sftp “df” command - displays file system attributes
improved performance of directory listings

“Is-h" option - human readable file attribute units

» OpenSSH 6.4 changes sftp so that non-error messages are not printed to stdout if running a batch file (-b). In
effect, the -g (quiet mode) option is turned on with -b and cannot be turned off. This has been changed so that
-b does not force -g. The -q option can be specified in addition to -b.

* Fixed rename and remove to write an SMF record when the check command exit rejects the user's request.

» Fixed the status code reported when "no file or directory" was the cause of error. Status code 552 is now
reported rather than 550 in these cases.

» Added manpages for the cozsftp and sftp-server commands. See the Command Reference in the Co:Z SFTP
User's Guide.

Co:Z Toolkit 3.1.2 - August 13, 2015
Co:Z Launcher fixes:

» Fixed a problem occurring with ssh-forward-dynamic-port set to true. There were some scenarios where
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pthread cond_timedwait was called with an invalid time argument.

Co:Z Toolkit 3.1.1 - July 6, 2015
Co:Z SFTP enhancements and fixes:

* Fixed aproblem where an |s command issued from cozsftp could encounter an error, but not cause a non-zero
return code to be set.

» Changed the logging level of the message that reports a failure to read a Co:Z SFTP config file (either
cozsftp_config or cozsftp_server_config) from warning to informational .

Co:Z Toolkit 3.1.0 - May 1, 2015
Co:Z SFTP enhancements and fixes:

» Added "false" statements to the beginning of sftp-server.sh and cozsftp shell scripts. This is a workaround
suggested by IBM so that shell scripts do not silently fail with exitCode=0 when a fork/spawn error occurs.

Co:Z Launcher enhancements and fixes:

* Fixed a problem where a Co:Z Dataset Pipes command from the target system caused a network reset during
very large transfers. Both the Co:Z server version 3.1.0 and the target system toolkit version 1.2.0 updates are
required for this fix. These can be installed and run in any order, but both need to be installed in order to see
thefix.

Co:Z Target System Toolkit 1.2.0 - May 1, 2015

* Fixed a problem where a Co:Z Dataset Pipes command from the target system caused a network reset during
very large transfers. Both the Co:Z server version 3.1.0 and the target system toolkit version 1.2.0 updates are
required for this fix. These can be installed and run in any order, but both need to be installed in order to see
the fix.

Co:Z Toolkit 3.0.1 - March 16, 2015
Co:Z SFTP enhancements and fixes:

* Fixed a problem where a system symbol in the VOLSER of a data set's catalog entry failed to be resolved,
causing the data set to not be usable by Co:Z.

» Fixed a problem where the number of bytes transferred was incorrectly reported in SMF records on an
unsuccessful file transfer. This error only occurred when a write error was detected on the first write to a
dataset

» Added anew informational log message listing the optionsin effect for atransfer. While this information was
available with debug logging in prior releases, many customers do not have debug logging enabled in
production. This new message will improve our ability to address common transfer questions. The following
is an example message (note that the asterisk indicates a setting from a matching pattern that overrides a
current setting):

ZosSettings[I1]: Tr ansfer options:
clientcp=l SOB859- 1, *conddi sp=cat | g[catl g], *I recl =62, *node=t ext [ bi nary],
*recf mef b, servercp=I BM 1047,tri m

e Added support to automatically convert 1SO-8859-nn to 1SO8859-nn because z/OS does not support the
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format, 1SO-8859-nn, which contains two dash characters.

» Several Translate Exception error log messages have been updated to report reason codes as hex rather than
decimal.

e Added HEAP=, , ANYWHERE to the Co:Z SFTP client option ssh-le-options in the sample cozsftp_config.
'ANYWHERE' is the IBM default, and this setting will prevent failures if a customer were to override this
defaultin PARMLIB.

Co:Z Launcher enhancements and fixes:

e Added a new optiona property, ssh-f orwar d- dynam c- port, that alows the target ssh server to
dynamically assign the target port. In order to enable this option, IBM Ported Tools OpenSSH v1.3 or higher
isrequired and thessh-t unnel option must besettotr ue.

e Updated the sample COZCFGD member, setting an additiona environment variable:
server-env-COZ_TRSUB_ANSI_X3.4-1968=1S08859-1. This eliminates cozagent warnings stating that
"ANSI_X3.4-1968" is not a codepage recognized by z/OS.

* Added HEAP=, , ANYWHERE to the sample COZCFGD ssh-le-options setting. '"ANYWHERE' is the IBM
default, and this setting will prevent failuresif a customer were to override this default in PARMLIB.

* Fixed a problem where an 0C4 ABEND could occur when using the properties exit to set a new property
rather than overriding an existing property.

Co:Z Target System Toolkit 1.1.4 - March 16, 2015
» Minor changes to package structure.

Co:Z Target System Toolkit 1.1.3 - November 14, 2014 (not released - items below are included in all
subsequent releases)

» Added anew cozagent option, - n, which runsthet ar get - conmand without a shell.
Co:Z Toolkit 3.0.0 - December 12, 2014 - Correction

» Theoriginal release notes incorrectly listed the minimum machine architecture. This has been corrected in the
original 3.0.0 release notes below. Community license users running machine architectures lower than z9 or a
Z/OS release lower than 1.12 should use release 2.4.5. See the Co:Z downloads page to download this older
release. Commercia support customers that do not meet these requirements should contact us for custom
build information.

Co:Z Toolkit 3.0.0 - November 12, 2014

Note

Our product support covers the newest release of the Co:Z toolkit software, plus the prior release
for nine (9) months after general availability of the next major release. This means that support
for 1.x.x releases will end on September 12, 2015. The Co:Z release 2.0.1 has been available
since January 2012.

Co:Z SFTP enhancements and fixes:
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e Modernized compiler TARGET,ARCHITECTURE and TUNE settings. In order to run this release of Co:Z, a
minimum z/OS release 1.12 is required, along with a minimum machine architecture of z9 and above.
Commercial support customers that do not meet these requirements should contact us for custom build
information.

* Thesftp-server binary is now built with the AC=1 link option in order to make it easier for customers
that reguire the Co:Z server to be APF-authorized for their exits. In order to run APF-authorized, the
extattr +a sftp-server command must be executed after installing this release.

» Enhanced the snf option to support an optional parameter that identifies which user exit is called when an
SMF record is written: IEFU84 or IEFU83. If no parameter is provided the default is IEFU84 (asin the prior
release).

Note

Migration consideration: If the customer has modified Co:Z SFTP server to be APF-authorized,
then the IEFU83 exit is required. The site wide configuration must be updated to include
snf =u83.

* Added a new | i nerul e option, L4. When transferring binary files with this option, each record is
delimited (preceded) by afour byte length of the record that follows. See the Co:Z SFTP options Appendix in
the Co:Z SFTP - User's Guide for more information.

» Enhanced error logging for the TranslateException message capturing the offset of the last successfully
tranglated byte.

The following is an example message showing that an error occurred writing a text file to a dataset with
different client and server code pages:

ZosDat aset [ E]: Transl at eExcepti on: Exception occurred during translation,
RC=4, Reason=0xc, input offset=10250005

The following is avariant of this message reported by the fromdsn command:

fromdsn(HLQ TEST. DATA) [ E] : caught Transl at eExcepti on: Exception occurred
during translation, RC=4, Reason=0xc, record/offset=13/7

» Added support for logging interim (in-flight) file transfer records to the Co:Z log and/or real-time SMF
Interface (only). Co:Z SFTP supports real-time SMF type 119 records that are compatible with the following
IBM FTP records:

* Subtype 100 - FTP server transfer initialization record
¢ Subtype 101 - FTP client transfer initialization record

In addition to the standard real-time FTP initiaization records, Co:Z SFTP creates the following real-time
SMF 119 record subtypes:

e Subtype 194 - Co:Z SFTP server interim transfer record

e Subtype 195 - Co:Z SFTP client interim transfer record

Co:Z Toolkit Installation and Release
Co:Z Co-Processing Toolkit for z/OS Notes XX


http://coztoolkit.com/docs/sftp/options.html

Release Notes

Thisfeature isenabled by thenew i nt eri ml oggi ng option.

See the Co:Z SFTP options Appendix and the SMFE Information Appendix in the Co:Z SFTP - User's Guide
for more information.

» Updated the sample C++ program, CoZSmfServer.C, to output a text summary of each SMF record received
on a Unix datagram socket. This sample demonstrates how to use the Real-Time Co:Z SMF Interface. See the
SMF Information Appendix in the Co:Z SFTP - User's Guide for more information.

» Corrected the following two environment variables in documentation and the sample site cozsftp_client.rc
file:

« COZ_SFTP_USER CLI ENT_CONFI G - > COZ_SFTP_USER _CONFI G
+ COZ_SFTP_USER CLI ENT_RC -> COZ_SFTP_USER RC

See Configuring the Co:Z SETP Client in the Co:Z SFTP - User's Guide for more information.

Co:Z Launcher enhancements and fixes:
» Added additional debugging information to the saf-ssh-agent.

Co:Z Toolkit 2.4.5 - May 29, 2014

Note

This is planned to be the last 2.x release of the Co:Z Toolkit. Barring any high severity defect
fixes, the next release of the toolkit will be labeled 3.0.0

Co:Z SFTP enhancements and fixes:

 Fixed abug introduced in 2.4.0 by a new feature enabling wild-card uploading to new generations of a GDG
when the gdgnt option is enabled. Co:Z server was responding to real path with the GDG base filename only,
dropping the new version indicator of (+1). Some clients, such as PSFTP, require the returned path to contain
(+1) in order for the subsequent open request to work.

Co:Z Launcher enhancements and fixes:

 Fixed atiming issue that was causing port forwarding failures in scenarios where several Co:Z Launcher jobs
were running concurrently (or close together).

Co:Z Toolkit 2.4.4 - March 18, 2014
Co:Z Instalation:

* A new IBM Ported Tools OpenSSH - Quick Install Guide is available. This guide will help you ensure your
IBM Ported Tools OpenSSH installation is configured and tuned properly. For more information see: 1BM

Ported Tools OpenSSH - Quick Install Guide.

Co:Z SFTP enhancements and fixes:

» Added an informational message to cozsftp and sftp-server to record the remote and local |P addresses. This
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message is emitted once per session.

» Modified read password_dsn.sh to ignore new password prompts like "user@host's new password: " Thisis
to prevent an endless loop calling this script for old/new password changes. To disable this filter, export
SSH_ASKPASS PROMPT_IGNORE=false

e Added the SFTP_LOGDI R environment variable which allows configuration of the directory name (without
trailling slash) where log files will be created, rather than /tmp or $TMPDIR. This variable is ignored if
SFTP_LOGFI LE is set.

» Fixed GDGNT support to pass the BPXWDYN GDGNT keyword on all alocations for read and write
operations. In prior releases, GDGNT was only passed when creating new generations. This had the potential
to cause some read operationsto retrieve the wrong generation when GDGNT was set.

* Fixed a problem with translate table support where multiple simultaneous access to the trand ate table dataset
might result inaDATA SET <dsn> ALREADY IN USE error.

* Fixed the FTP command passed to the CHKCMD exit when |s /+nogdgnt is executed. In prior releases, SITE
SFTP-GDGNT was passed rather than SITE SFTP-NOGDGNT. Refer to the Co:Z SFTP Exits Guide for
additional corrections to the documentation.

 Fixed a problem where the exit status code was not set correctly when a dataset write error occurred getting a
very smal file using the Co:Z SFTP client. This change addresses an issue running cozsftp from
COZBATCH where the exitcode was not set to 1 when a dataset write error occurred.

» Changed SFTP Server to always treat a dataset name with atrailing slash (/) as adirectory.

» Fixed a problem that occurs when using GUI clients to put a file C in directory (folder) //HLQ.A.B when
//[HLQ.A.B is an existing sequential dataset. The GUI client sends //HLQ.A.B/C causing the Co:Z SFTP
Server to overwrite the existing sequential dataset //HLQ.A.B with the contents of file C. This problem was
occurring due to a misinterpretation of the slash (/) in the path by the Co:Z SFTP Server. The error does not
occur when the path contains a period (.) in place of the slash (/). This problem was originally reported with
release 2.3.2.

* Added a Microsoft Windows 64 bit version of the Co:Z Target System Toolkit. This is for use with the
Cygwin 64 bit version.

Dataset Pipes enhancements and fixes:

e Changed todsn behavior: if -b is specified with -I (except -I none), then -w wrap is made the default. This
allows commands such astodsn -b -l rdw to work as generally expected.

Co:Z Toolkit 2.4.3 - December 2, 2013
Co:Z SFTP enhancements and fixes:

* Fixed the server-path passed to the CZCHKCMD exit on a wild-card put to a GDG with the gdgnt option
enabled.

Co:Z Batch enhancements and fixes:

e For z/OS 2.1 or later, JES Symbols are automatically exported as environment variables to the target shell or
program with JES _prefixes on the symbol names. See an example in the Co:Z Batch User's Guide.

Co:Z Toolkit Installation and Release
Co:Z Co-Processing Toolkit for z/OS Notes XXii


http://coztoolkit.com/docs/cozbatch/examples.html#example-jessym

Release Notes

Dataset Pipes enhancements and fixes:

e For zZ/0S 2.1 or later, the jessym command is available, a command line interface to the JES Symbol Service.
See the jessym section of the Co:Z Dataset Pipes Command Reference for more information.

» Added a new option, -i jobid, to the I§ es command which displays a single line listing for the specified job.
See the |§es section of the Co:Z Dataset Pipes Command Reference for more information.

» Modified todsn to add support for the special dataset-name / /| NTRDR. If specified, the system internal
reader is automatically allocated with a default RECFM=F and LRECL=80. Additionally, the new pseudo
BPXWDYN option syni i st () may be specified in order to pass one, or more JES system symbols to the
internal reader. See the example in the Co:Z Dataset Pipes Command Reference.

Co:Z Launcher enhancements and fixes:

 Fixed abug in the automatic buffer size increase feature introduced in version 2.3.1. Larger send and receive
buffers will now be used in al cases unless otherwise specified.

Co:Z Toolkit 2.4.2 - July 12, 2013 (not released - items below areincluded in all subsequent releases)
Co:Z SFTP enhancements and fixes:

» Added afeature to allow the user versions of cozsftp_confi g and cozsftp_server_confi g files
to have adef aul t : section. In prior versions, the default: section was only allowed in the site versions of
these files. If the same option name is specified in both the site and user config files, then the option value in
the user config file has precedence.

Co:Z Launcher enhancements and fixes:

» Added a feature where code page translation exceptions are relaxed when writing to a printer, terminal or
DUMMY DD. Prior to this release, if the source codepage had an invalid sequence, a translation exception
would be thrown terminating the Launcher process. Now a substitution character is written and the process
continues. The behavior is unchanged when writing to anything other than a printer, terminal or DUMMY dd
(e.g. regular datasets).

* Fixed a problem with code page trandation viai conv where some Unicode Services error codes were being
ignored.

Co:Z Toolkit 2.4.1 - June 24, 2013
Co:Z SFTP enhancements and fixes:

 Fixed a problem where an 0C4 ABEND could occur after issuing an "Is' command in the dataset space that
returned more than 512 entries. Thisis an issue that was introduced in release 2.2.0.

Co:Z Toolkit 2.4.0 - June 10, 2013
Co:Z SFTP enhancements and fixes:

» Added a feature to override the location of the user level Co:Z configuration files sft p- server.rc,
cozsftp client.rc, cozsftp server _config and cozsftp_config. This feature is
particularly useful if individual SFTP users do not have Unix System Services home directories. For details
please refer to the following sections of the SFTP User's Guide:

» Stewide server defaults
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« Stewide client defaults

» Enhancements to improve the ability to distinguish whether a non-existent data set name is to refer to a new
data set or an existing (pseudo) directory. As before and by default, a non-existent data set name is reported
asa"directory" if other data sets exist at lower levels.

¢ Added a new option: maxdsndirlevels, which can be used to specify the maximum number of levelsthat a
data set name can have before it is always considered as a new file rather than a (pseudo) directory.

e The'!" character may now be specified anywhere in a data set name to force a non-existent data set name
to be considered as afile rather than a directory.

See: Dataset Name Determination Co:Z SFTP - User's Guide for more information.

» When downloading compressed datasets on EAV volumes with aremote SFTP client, Co:Z SFTP server will
now use catalog information to provide a better estimate of the uncompressed data set size. In some cases this
may significantly improve the performance of downloading these data sets, since many SFTP clients will
only queue one read at a time after the estimated file size has been reached. This feature is only available on
z/0S 1.12 or later systems

 Corrected error handling for an invalid sequence detected during conversion from UTF-8 to IBM-1047 on a
put to a data set.

* cozsftp client get command wild-card enhancements:

e Allow get * //DD:MYDD if the given DD was allocated with DISP=MOD.

e Allow get * //HLQ.GDG.BASE(+1) if the gdgnt option is enabled.

¢ Aswith all wild-card get commands, filtering of source files (e.g. get abc*) is supported.
* cozsftp client put command wild-card enhancements and fixes:

e Allow put //HLQ.GDG.BASE(*) <dir> - to upload all generations to aremote directory.
For compatibility, put //HLQ.GDG.BASE.* is also supported.

e Allow put //HLQ.PDS(*) <dir> - to upload all members of a PDS to aremote directory.

Note: Previoudly, the command: put //HLQ.PDS <dir> would also work, but the target directory was
ignored and all files were written to the current working directory. This has been corrected.
The preferred syntax is: put //HLQ.PDS(*) <dir>

 Fixed an problem where put //HL Q.DSN tar getdir failed.
The put command will now upload the dataset to "t ar get di r/ hl q. dsn" . If the target is a zZ/OS data
set name, then that data set name will be used as the target.

* Filtering of membersis not currently supported when uploading a PDS or GDG. Only a single member or
the"*" pattern isallowed.

e Co0:Z SFTP server enhancements and fixes:

« Allow wild-card uploading to new generations of a GDG. If the gdgnt option is enabled, then a remote
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client may upload multiple files/generations with: put abc* //HLQ.GDG(+1)

« Fixed an issue where download of a specific GDG GO00VQ0 failed with error: "Cannot download
non-regular file".

* Addendum to Co:Z Toolkit 2.3.2 release notes:

* In release 2.3.2, fixed a timing issue causing occasional failures when retrieving spool files for a job
submitted using Co:Z. These failures were occurring even with the jesobwait option set which ensures
that Co:Z SFTP server wait until the job completes before listing or transferring the jobs spool files.

SFTP Sample Scripts enhancements:

» Changed scripts to ensure that a zero exit code does not result if the ZOS UNIX shell is unable to fork a new
process.

Co:Z Launcher enhancements and fixes:
* Fixed azero-return code bug from launcher if the agent process failed to run.

» Fixed (again) ssh process time message to appear only as a debug level message. Addresses unwanted
ICH408I audit messages for some installations.

Co:Z Toolkit 2.3.2 - March 21, 2013
Co:Z SFTP enhancements and fixes:

« A new option, jesincsysin, is available for transferring JES spool files. When this option is enabled, spool file
listings and concatenated output will contain SY SIN spooal files, including JESJCLIN. Refer to Transferring
JES spooal filesin the Co:Z SFTP - User's Guide for an example.

» Added an appendix, Creating a Custom Unicode Table from the IBM FTP Translate Table, to the Co:Z SFTP
User's Guide. The appendix provides condensed instructions for creating a custom unicode table which can
be used by the Co:Z SFTP clientcp, servercp and technique transfer options. Refer to IBM's Unicode
Services User's Guide and Reference (SA22-7649) for complete information on the IBM supported method
for adding new conversion tables to Unicode Services.

* Increased the saf-ssh-agent wait time to a maximum of 5 seconds (from 2 seconds). This wait time is related
to the cozsftp -k option (SAF key authentication)

* Fixed aproblem where the cozsftp put command could fail but not set the exit code appropriately.

» Fixed a problem where the def aul t: section of cozsftp_server_config could be ignored if the final
patt ern: sectionin thefile was skipped.

» Fixed atiming issue causing occasional failures when retrieving spool files for a job submitted using Co:Z.
These failures were occurring even with the jesjobwait option set which ensures that Co:Z SFTP server wait
until the job completes before listing or transferring the jobs spoal files.

Dataset Pipes enhancements and fixes:

» A new option, -S, is available on the |5 es command. The |5 es command is used to display JES job and spool
file status. When the -S option is specified, the listing of spool files will also include SY SIN files, including
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JESICLIN. Refer to the Command Reference for additional information.
Co:Z Target System Toolkit 1.1.2 - March 21, 2013

» Fixed anissuein abuild from source for Solaris. On Solaris, the Co:Z Agent was terminating early resulting
in a SIGINT when using fromdsn/todsn and fromfile/tofile. This issue was related to the way Solaris
handles timer signals.

Co:Z Target System Toolkit 1.1.1 - January 24, 2013 (not released - items below are included in all
subsequent releases)

 Fixed an issue with the LSB package for s390x (System z Linux) where an installation error could occur if
attempting to install on an earlier generation distribution than the one used to build the LSB RPM.

Co:Z Toolkit 2.3.1 - January 3, 2013 (not released - items below areincluded in all subsequent releases)
Co:Z Launcher enhancements and fixes:

» Changed the default send and receive buffers from 16K to 180K. These default values can be modified in
COZCFG DD asfollows:

server - env- COZ_SERVER_SNDBUF=184320
server - env- COZ_SERVER_RCVBUF=184320

The SNDBUF is used when fromdsn/fromfile is called from the target system; the RCVBUF is used when
todsn/tofileis called.

Additional performance improvement may be achieved on z/OS r1.13 or later by using IBM's
INET_FASTPATH feature. To activate this, add the following to your COZCFG DD:

server-env-_BPXK | NET_FASTPATH=*

Co:Z Toolkit 2.3.0 - December 18, 2012
Co:Z SFTP enhancements and fixes:

» Added option uni x| s. When enabled, Co:Z SFTP server returns a Unix format listing of data sets to the
client. Many clients incorrectly depend on this listing format in order to function correctly. This option is not
enabled by default. Refer to the following sections of the Co:Z SFTP User's Guide for additional information:;

 Client Compatibility for general client information

* Miscellaneous Options for uni x| s information

» Updated support for the SFTP_ZOS | NI TI AL_DI R environment variable which can be used to override
the home directory on the server. When set to / / , the user's z/OS top level qualifier is used. As part of the
enhancements in this release related to SFTP client compatibility, the string / -/ is also recognized, setting
theinitial directory to the user's zZ/OStop level qualifier prefixed with/ -/ .

 Fixed a problem where the directory attribute was not set correctly when listing //-JES output. This change
improves the usahility of SFTP GUI clients when navigating JES spool files.

» Fixed a problem in PDS directory listings (issued by the pdsdir command and Co:Z SFTP PDS 'Is
commands) where the modified date was incorrectly displayed when the date was equal to the last day of the
month.
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e Fixed a problem in the sftp connect.sh shell script (used by sftp get.sh and sftp_put.sh) where userids
beginning with a "$' were not being used correctly. These scripts are located in
$COZ_HOVE/ sanpl es/ sft p_bat ch.

» Changed the level of the child SSH process times log message from (I)nfo to (D)ebug.

» Added support for FTP style trandate tables when transferring files. The new optiont r t ab can be specified
inlieuof servercp andcli ent cp. Seethe Co:Z SEFTP General Transfer Options for details.

Dataset Pipes enhancements and fixes:

» Added support for FTP style translate tables to fromdsn, fromfile, todsn and tofile. A trandate table is
specified viathe - T option on these commands in liu of the - s (source code page) and - t (target code page)
options. See the Dataset Pipes Command Reference for details.

Co:Z Launcher enhancements and fixes:
e Changed the level of the child SSH process times log message from (I)nfo to (D)ebug.

Co:Z Toolkit 2.2.1 - October 16, 2012
Co:Z SFTP enhancements and fixes:

» Updated the sample sftp _connect script to export the following two variables: BPX SHAREAS=YES and
_BPX_SPAWN SCRI PT=YES. This avoids problems that can happen when a user or installation login
profile sets BPX_SHAREAS=NO. Please update scripts that have been modeled after the sample Co:Z
Batch SFTP scripts distributed with the Co: Z Toolkit.

 Fixed an error (0C4 abend) occurring with SMF enabled and Co:Z SFTP encountering an error writing SMF
records. The error was occurring when Co:Z SFTP logged an error message about the SMF write failure.

» Improved the storage alocation algorithm to better support listing (Is) of very big directories (several
hundred thousand files). Depending on the configuration of LE HEAP runtime options, Co:Z SFTP was
running out of LE HEAP storage with a"xrealloc() error".

* Fixed aproblem where SFTP readlink processing was failing when working with the z/OS settings directory.
* Fixed aproblem where the Co:Z SFTP server error.log could not be transferred in some cases.

» Updated initial directory processing to support a high level data set qualifier with no alocated data sets. This
change provides a fix for some SFTP clients that failed to connect when the initial remote directory was
[luserid and the userid did not have any data sets.

» Updated the Using the Co:Z SFTP client in batch section of the Co:Z SFTP User's Guide. The changes
describe the recommend way of using Co:Z SFTP with Co:Z Batch. The SFTPPROC and batch scripts,
provided as samples with Co:Z SFTP, simplify and improve the maintainability of Co:Z SFTP batch jobs.

Co:Z Launcher enhancements and fixes:

* Cleaned up authorization token generation and fixed a problem where the generated authorization token was
not being properly verified in some cases.

Co:Z Batch enhancements and fixes:
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* Fixed a problem where an 0C4 abend occurred when the SAVEARGS DD was defined asaDUMMY device
and environment variables were also defined as parameters to Co:Z Batch.

Co:Z Toolkit 2.2.0 - September 1, 2012
Co:Z SFTP enhancements and fixes:

 Fixed a problem where MicroFocus style RDW record lengths (fromdsn and todsn "mfrdw" line separator
option) were being calculated incorrectly.

* Fixed a problem where submitting a job to the internal reader failed if the Irecl and/or recfm options were set.
Job submission relies solely on the values (or default settings) of jeslrecl, jesrecfm and
j esbl ksi ze (which isanew option added in this release). All other BPXWDY N options are ignored.

» Fixed a problem where the values accepted for dat acl as, ngnt cl as and st orcl as were too
restrictive. The change allows any alpha or national as the first character and any aphanumeric or national as
characters 2-8.

* Fixed a problem where a member might not be selected on a get command when the current directory is a
PDS and another dataset exists whose name is pdsname.member.

* Increased the performance of dataset name lookups in some cases.

» Updated the following section of the Co:Z SFTP User's Guide: Client Authentication Mechanisms.
Co:Z Launcher User's Guide significant updates:
» Updated the Client Authentication Mechanisms section.

* Updated the Windows Target System Installation section.

Co:Z Toolkit 2.1.3 - July 20, 2012 (not released - items below areincluded in all subsequent releases)
Co:Z SFTP enhancements and fixes:

» Changed the cozsftp client to report an error if it is run in batch mode (via the -b switch) and no commands
are found on STDIN. This fix is intended to work around an issue with IBM's handling of shell "here
documents' when no temp spaceis available.

» Changed log message to report the actual, rather than relative name when a GDG is written.

* Added z/OS support for the SFTP fstat and fsetstat functions. Previously, only stat/lstat and setstat were
supported.

Co:Z Toolkit 2.1.2 - July 12, 2012 (not released - items below areincluded in all subsequent releases)
Co:Z SFTP enhancements and fixes:

» Added the option maxcscnt to provide a way to increase/decrease the number of CatalogSearch entries
returned for a given dataset level search. The default is 2000.

» Fixed a problem in file pattern matching related to data set names: The DSN pattern is now automatically
folded to uppercase and patterns without a// prefix are ignored.

» Added an informational level message to report the amount of time spent in the child SSH process.
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Co:Z Toolkit 2.1.1 - March 16, 2012
This release makes the following enhancements and fixes:

Added two new dspipes commands fromfile and tofile. See the Co:Z user's guide for more information.

Added the - x option to the catsearch which sets the exit code based on the number of entries found: (0O=no
entries, 1=one entry, 2=more than one entry).

Changed the saf-ssh-agent utility to respect digital certificate expiration. Note that this change may cause
existing Co:Z programs to fail if the certificates used for authentication have expired. The old behavior can
be retained by setting the environment variable COZ_STRI CT_CERT_CHECK=f al se. The default is
true.

Added a man page has been added for the cozclient command.

Extended the use of thet echni que option (for Unicode Services codepage trandation) to the dataset pipes
commands fromdsn, fromfile, todsn, and tofile. The technique option was added to Co:Z SFTP in release
1.10.0

Added pat t ern- get : andpatt ern- put: sectionsto the config filesto provide directional control over
file transfer.

Fixed a problem where ssh-socket-info might not run correctly when called from COZBATCH. A
workaround (for the previous release) isto export _ BPX_ SHAREAS=YES to your script or profile.

Fixed a problem where config file patterns were not always matching PDS member names correctly.

Modified the Co:Zz SFTP server subsystem sftp-server.sh  script to  export
_BPXK_JOBLOG=STDERR which provides additional logging information when certain errors occur.

Changed the sftp_batch sample scripts (sftp_connect.sh, sftp_get.sh, sftp_put.sh, etc.) to export LC_ALL=C
to ensure proper shell script and C runtime library behavior. Please note that this change will cause the
default client code page (for cozsftp) and server code page (for sftp-server) to the zZ/OS platform default of
| BM 1047. To set a different default codepage for file transfers, place the desired codepage in the
defaul t: sectionof cozsftp_confi g andlor cozsft p_server confi g filesrespectively. See the

"Session Config Files' appendix of the SEFTP user's guide for more information.

Changed the sft p_opt s settingsin the SFTPI ND sample JCL member to set defaults for ConnectTimeout
and ServerAlivelnterval

Co:Z Target System Toolkit 1.1.0 - March 16, 2012
This release makes the following enhancements and fixes:

Added remote support for the new dspipes fromfile and tofile commands. Note: To use these commands, the
Co:Z Toolkit for ZOS version 2.1.1 or later must be installed.

Added new local command toasa which converts POSIX files to ASA carriage control format. This
command is useful for converting fileswith ASCII form feed charactersinto a dataset RECFM=A format.

Fixed a problem where logging is not properly set up when using the COZ_SSH_OPTS environment variable
in place of the - ssh command line option.
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Co:Z Toolkit 2.1.0 - January 24, 2012
This release makes the following enhancements and fixes:

Added two new dspipes commands fromfile and tofile. See the user's guide for more information.

Changed the Co:Z Launcher to alow different DD names for SYSOUT (Co:Z Log messages) and
SYSPRINT (Co:Z Agent output). In the new sample JCL (COZPROC), these are now named COZLOG and
COZOUT respectively.

Co:Z Toolkit 2.0.1 - January 14, 2012
This release makes the following minor changes to the 2.0.0 (Beta) release, and is no longer considered "Beta".

Fixed a problem in Co:Z SFTP JES support - jobs submitted to //-JES.INTRDR may now be listed after they
are submitted.

Corrected an issue in Co:Z SFTP where writing to a zZ/OS dataset using a source file with a line longer than
128K would fail with an error "InputBuffer will not hold xxxxx bytes of new data".

Enhanced the sample sftp_batch scripts to support SAF keyrings with private keys stored in hardware. See
the commentsinsanpl e/ scri pts/sftp_batch/ sftp_connect. sh for moreinformation.

Co:Z Toolkit 2.0.0 (Beta) - December 1, 2011
Note: We recommend that you use this release if you are evaluating or testing Co:Z outside of a production
environment. We expect to provide production support for this release level within 60 days. If you are a
commercial customer and have specific support requirements, please contact us. This release makes the
following enhancements and fixes:

Extended Access Volume (EAV) support has been added to Co:Z SFTP.

Enhanced the Co:Z SFTP client and server to write log message records (INFO level and above) to SMF 119,
using new subtypes 192 (client) and 193 (server).

Added a utility program ssh-socket -i nf o which is invoked by the Co:Z SFTP client to get more
accurate socket information for SMF records. This program uses the IBM EZBNMIFR network management
API, which reguires the ssh-socket-info program to be APF authorized. The Co:Z installer will attempt to set
the "+a" extattr bit on this program, but will only succeed if the installing userid has READ access to the
BPX.FILEATTR.APF SAF resource. If for some reason, this program is not APF authorized, Co:Z SFTP will
operate properly, but the SMF socket information is not guaranteed to be accurate.

Support for hex pad characters has been added to Co:Z SFTP.

Changed the cat sear ch utility to automatically show user catalog entries. Added an option (- e) to alow
for a custom selection of entry types.

Co:Z Toolkit 1.10.1 - November 7, 2011
This release makes the following enhancements and fixes:

The Co:Z Launcher now makes the SY SIN DD available for application use.

Added severa sample shell scripts and JCL to simplify the use of cozsftp in batch jobs. See the
$COZHOME/sample/scripts/sftp_batch and the new SFTPPROC, SFTPIND, and SFTPSAMP JCL members
in the installation's SAMPJCL PDS.
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Changed the Co:Z SFTP server to provide FTP style confidence indicator in the CZPOSTPR exit.

Fixed a problem in the cozsf t p shell script where command line arguments were not being transparently
passed to the Co:Z SFTP client. This problem could affect the use of the -oldentityKeyRingLabel option,
which requires quoting. This bug was introduced in release 1.9.0. Contact us if you would like alocal fix for
releases 1.9.0 through 1.10.0.

Fixed a problem where BPXWDY N dataset options were not being properly overridden when associated with
afile pattern.

Fixed a problem in dataset code where aread error might not be detected.

The LOGNAME feature introduced in the previous release was not working properly. This has been fixed.

Co:Z Toolkit 1.10.0 - September 15, 2011
This release makes the following enhancements and fixes:

Added a feature to Co:Z SFTP that alows file transfer settings to be associated with POSIX filename and
7/OS Dataset patterns. See the updated Co:Z SFTP documentation for details

Added the t echni que option to Co:Z SFTP. This option is used to specify the Unicode System Services
Technique used when trandlating between the client and server codepages

Co:Z Batch now automatically sets the LOGNAME environment variable to the current z/OS userid. Thisis
in addition to the existing behavior of setting the HOME environment variable to the current user's home
directory.

Co:Z Launcher now automatically setsthe LOGNAME and HOME environment variables.
The pdsdir command has been enhanced (viathe -n option) to display only member names.
Fixed a problem with dataset pipes handling of hex character line terminators (Oxnnnn).
Fixed a problem with cozsftp where a non latin locale caused the client to not work properly.

Added the sample program CoZSnf Ser ver which demonstrates how SMF records may be received in real
time from CoZ client and server. See the documentation and build instructions in
$COZ_HOVE/ sanpl es/ snf api / CoZSnf Server. C

Co:Z Target System Toolkit 1.0.14 - June 7, 2011
Enhanced Co:Z Agent to track the parent sshd process and detect if it has terminated abnormally (e.g. dueto the
Job Step being cancelled by the operator). If this condition is detected, the Co:Z Agent will terminate its process
group, which will prevent orphaned processes from continuing to run on the target system.

Co:Z Toolkit 1.9.0 - May 16, 2011
This release makes the following enhancements and fixes:

Co:Z SFTP now returns the "last referred date” (midnight) from the VTOC for datasets as last changed time.
While not accurate, this is a reasonable substitute and better than the base UNIX epoch date of 1969-12-31

The cozsft p command is now a shell script. The executable has been renamed to cozsft p_cnd. This
should be a transparent change to existing jobs. However, it adds a new capability to allow customization of
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the cozsftp command line arguments. See cozsftp_client.rc for more information.
* Fixed aproblem with long (>256) character unix file pathsin Co:Z SFTP
* Cleaned up formatting of long dataset name listingsin Co:Z SFTP

 Fixed a problem where di sp=nod was incorrectly being added to bpxwdyn allocations of new datatsetsin
Co:Z SFTP

 Fixed aproblem with the - p option on the get subcommand of cozsftp.

» Added subcommands ascii and binary to cozsftp. These operate as synonyms to the option settings Izopts
mode=text and |zopts mode=binary respectively.

* Added a new option - Nto COZBATCH to respect digits in columns 73-80 in STDI N rather than stripping
them out, which is the default behavior.

Co:Z Toolkit 1.8.0 - February 3, 2011
This release makes the following enhancements and fixes:

A new Co:Z SFTP client option ssh-le-options can be used to set LE options for IBM Ported Tools
OpenSSH. This option can be set in /etc/ssh/cozsftp config to simplify the process of
implementing IBM APAR OA34819.

e The ssh-le-options settings in the sample configuration files for both Co:Z Launcher and the Co:Z SFTP
client were updated to reflect IBM APAR OA34819.

« A new configuration opton properties-exit was added to the Co:Z Launcher which alows properties to be
dynamically provided by a user-supplied exit program or script. T

» Fixed abug in Co:Z SFTP that can cause an 0C4 when querying JES spool jobs using a jobname or owner
longer than 8 characters.

e Fixed abugin Co:Z SFTP that caused the "mode=text" setting to be treated as binary if "mode=TEXT" was
given.

Co:Z Toolkit 1.7.8 - January 17, 2011
This release fixes a potential OC4 exception when the 'noreplace’ option is used.

Co:Z Toolkit 1.7.7 - January 14, 2011
This release fixes several problems:

» InCo:Z SFTP, listing dataset levels that contain GDGs may cause aloop/hang condition.
* An 0C4 exception can occur in Co:Z SFTPif there is an open error on az/OS dataset.

* In Co:Z SFTP, a Z/0OS-formatted dataset listing displays January "Last Referred" dates with a day that is one
less than the actual LastReferred date.

* A debug-level log message was added to Co:Z SFTP client and server to print out the requested and actual
REGION size.
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Co:Z Toolkit 1.7.5 - December 13, 2010
In addition to the changes made in the 1.7.4 beta release, the following enhancements and minor fixes are
included in this production release:

A memory leak was fixed in Co:Z SFTP that caused out-of-memory errors if many Unix files were
transferred using a small REGION size.

A fix to Co:Z SFTP job submission which sometimes prevented the display of job handles if multiple jobs
were submitted in the same session.

Theread_passwd_dsn_sh script was changed to allocate the dataset with DISP=SHR.

Thelges z/0S Unix command was added to Dataset Pipes to support listing the status of jobs and spool files.
Thanks to John McKown for the utility name and the idea of offering this feature as a standalone utility.

The Dataset Pipes fromdsn command was enhanced to support reading JES spool files.
The Co:Z safauth has been enhanced to add DSA key support.

Some of the JCL members in the SAMPICL PDS have been renamed for clarity. See the @@README
member for details.

Co:Z Target System Toolkit 1.0.11 - December 13,2010
Production version of the previous (beta) 1.0.9 release. This version has a minor change to the target program
child I/O process wait / cleanup.

Co:Z Target System Toolkit 1.0.9 - September 30,2010 (Beta Release)
Note: This release of the Co:Z Target System Toolkit should only be used with version 1.7.4 or later of the
Z/OS Co:Z Launcher. Previous versions are still compatible with Co:Z Launcher 1.7.4.

CoZAgent changed to emit a "Waiting for completion..." message every five minutes. This may be helpful to
keep the ssh session alive in some environments where the connection may otherwise timeout.

CoZAgent changed to detect cleanup errors with the stdin/stdout/stderr handlers and to exit with RC=103 if
one of these child processes did not complete successfully.

CoZClient and the fromdsn/todsn clients changed to support a new environment variable: COZ_SSH_OPTS.
This environment variable can be set in a client-initiated ssh connection to set user @ost and any other ssh
option defaults. This variable should not be set when running under the Co:Z Launcher.

Co:Z Toolkit 1.7.4 - September 28, 2010 (Beta Release)

Co:Z SFTP - significant enhancements to JES support:

 Support for submitting jobs to internal reader A handle/name can be used to refer to submitted jobs. New
settings jesrecfm and jeslrecl can be used to control format of internal reader dataset.

* A new setting jes obwait allows for waiting for job completion before listing or downloading spoal files.
 Support for downloading concatenated spool filesfor ajob.

 Selection of spool files by either dsid or [step.[procstep.]]ddname.
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17.2-

171-

1.7.0-

16.1-

« New setting jesstatus can be used to filter job listing by status.

e sftp-server. sh changed to remove empty log files on completion.
* Fixed bug where fixed options could be overridden.

Co:Z Launcher

e Added ssh-1| e-options to property to allow setting of RUNOPTS for ssh child process. Set the
default in COZCFGD so to set the initial HEAP size for Ported Tools OpenSSH to avoid storage allocation
problem.

» Fixed a timing bug that sometimes results in not cleaning up child processes. Before this fix, target
fromdsn/todsn commands occasionally do not get cleaned up properly.

Enhanced to safauth command to allow volser option.
Fixed bug in genlines command in processing -I rdw option.
July 23, 2010

Made the Co:Z toolkit compatible with IBM Ported Tools for zZ/OS version 1.2. Specifically, componentsin
the toolkit that spawn the ssh client have been changed to spawn with a default setting of
_BPX_SHAREAS=YES (the old default value was MUST). This accomodates IBM's change to ssh that
requiresit to run in a separate address space.

Added creat e-sym i nks. sh script in the Co:Z install directory. This script can be used to add or
replace the symbolic links to the commonly used Co:Z executables.

<not released - items below are included in all subsequent releases>
Added new option (no)replace.

Changed the way the sftp-server log filenames are calculated to eliminate a potential race condition on the
name.

June 8, 2010

Added support for new / et ¢/ ssh/ cozsftp_config and/etc/ssh/ cozsftp _server_config
site configuration files.

Fixed a problem traversing from/ + to its parent (root).
Enhanced sf t p- ser ver . sh towrite amessage to the console if the log fileor / t np isfull.
Sample configuration and .rc files are now packaged in asanpl es directory.

Changed product to use a more corporate-friendly free Community License and made Co:Z FTP-SSH Proxy
an add-on component. See the FAQ for more information.

April 16, 2010
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16.0-

153-

152-

151-

15.0-

Fixed a problem in Co:Z SFTP server where certain options set viathe SFTP_ZOS OPTIONS environment
variable can cause aloop.

Fixed a problem in Co:Z SFTP client and server where SMF records were not being cut for transfers to
SY SOUT datasets.

March 30, 2010
Fixed apraoblem in the Co:Z SFTP where dataset write errors might not be reported correctly.

Fixed a problem in the Co:Z SFTP server where no error was being reported if too many catalog search
entries were being read during a client listing request. The client will now report a directory read error and
the error log will contain a message.

Fixed aprablem in the Co:Z SFTP server which can prevent uploading to a SY SOUT dataset.

Fixed saf-ssh-agent so that it reports the exit code of the command run under the -c option. Also fixed a
potential race condition where the agent might not start in time for the ssh client to useit.

Changed cozsftp and CozClient to retry fork() when receiving EAGAIN on z/OS. Thisisin response to IBM
USS DOC APAR OA30943 (Problem #1).

Added anew z/OS shell command "safauth” which can be used to check the current user's authorization for a
SAF resource.

January 19, 2010

Enhanced saf-ssh-agent with a new option (-c) that accepts a command (such as ssh) to run as a child process
so that it can authenticate via SAF RACDCERT digital certificates.

Enhanced Co:Z SFTP to provide an interface to zZ/OS JES job status and spool files. Future releases of Co:Z
will also support enhanced job submit, cancel, and purge facilities

December 8, 2009

Minor fix to Co:Z SFTP for the space=bl k setting. This will cause the BPXWDY N keyword bl ock( n)
to be used, wheren is either the value on the bl ksi ze keyword or 0 if the bl ksi ze keyword is not set.

December 2, 2009

Minor fix to Co:Z SFTP FTP-compatible user exit support so that check-command exits are properly called
when setting the uni t and ucount options.

November 2009

Support added to enable the use of RACF RSA Digital Certificates for OpenSSH client authentication. This
feature can be exploited by both the Co:Z Launcher and the z/OS SFTP client (cozsftp).

Co:Z Launcher MV'S console communication has been enhanced to automatically fold input to lower case.
The underscore (') escape character can be used to force the character that follows to upper case.

Thet odsn command - X option has been enhanced to allow the BPXWDYN DD or FI keyword to alow the
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use to specify a specific DD name to dynamically allocate rather than using a default system-assigned DD
name.

» Fixed aproblemincozsft p with large buffers (-B option) that was causing hangs and or poor throughput.

 Fixed a problem in Co:Z SFTP so that when processing HFS/ZFS files, ASCII linefeed characters (x'0a) are
properly substituted for ASCII NEL characters (x'85"). This problem had affected some users who requested
I'i nerul e=crl| f with codepages that by default converted EBCDIC linefeed to ASCII NEL (x'85').

1.4.1 - October 2009
This release includes the following changesto Co:Z SFTP from the prior GA release:

» Support for IBM FTP compatible user exits.

» minor bug fixesto several fieldsin SMF 119 records that were not produced the same as IBM FTP.

the CONDDISP=DELETE option will now delete MV S datasets or HFS/zFS files that are being written to by
either the SFTP client or server in the case of an incomplete or interrupted file exchange.

Corrected MV S dataset name handling with repect to "./* and "../" appearing in file names.

 Corrected an 0C7 that occurred when processing PDS directories with old SPF format statistics

1.3.2 - July 2009

Reworked Target System Toolkit to build on more *nix platforms, including FreeBSD.

» Added anew dataset prefix //!xxx.yyy which forces the dataset xxx.yyy to be treated as a dataset rather than a
"directory" even if datasets xxx.yyy.zzz exist.

Fixed dataset estimated size calculation so as to avoid under estimating, which could cause performance
problems with some SFTP clients.

The file permissions for non-resident datasets were being reported as 000. This has been fixed so that these
datasets have a mode of 0666.

1.3.0 - June 2009

e Co0:Z SFTP has been enhanced to allow for aninitial directory (or dataset qualifier) to be configured.

SMF 119 records with failure codes are written when cozsftp or sftp-server terminates unexpectedly during
file transfer.

The software license has been simplified. The Co:Z components available in source form are now distributed
under a more permissive license (no longer GPL).

 In some cases, dataset estimated size was not being properly estimated. This has been corrected.

e The alowmount keyword has been renamed mount to be consistent with current BPXWDYN
implementations.

1.2.5- April 2009
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e Co0:Z SFTP has been enhanced to allow for the recall of migrated datasets.

e DTLSPAWN has been improved and renamed COZBATCH.

1.2.4 - March 2009

e The Co:Z Launcher can now launch process on not only Windows, *nix, etc, but also another z/OS machine.
The target zZ/OS must also have the Z/OS toolkit installed. A new "-local" option is available on the zZ/OS
fromdsn and todsn commands that allows a remotely launches z/OS process to use local dataset /0.

e Co0:Z SFTP has been corrected to allow group and generic unit names on the BPXWDY N "unit=" setting.

1.2.1 - January 2009
This release has some minor fixesto Co:Z SFTP.

» Navigating alias dataset levels as a "directory” now works better.

e SMF recording can be completely disabled by setting the "nosmf" option in the SFTP_ZOS OPTIONS
environment variable.

« fixed aproblem with date formatting in long directory listings while using certain locales.

1.2.0 - December 2008
e Co0:Z SFTP added to the Co:Z Toolkit.

» A Betarelease of Co:Z FTP-SSH Proxy has been added.

1.0.8 - June 2008

» Changed todsn command so that binary or unterminated source lines properly flow to fill up output recordsto
their maximum size. Previously, short records could result on 128kb boundaries when the output records
were variable length.

» Change the todsn command so that the fopen() option "recfm=*" is added if recfm is not specified. This
causes the DCB parameters on existing output datasets to be used if not explicitly overridden.

1.0.7 - May 2008

» Changed CoZL auncher to terminate app when STOP command received.

 Changed todsn and fromdsn to honor switches that override -b.

e Changed CoZLauncher and DTLSPAWN to report region size with DEBUG level logging.

» Added the ssh-shareas property to allow the ssh client to be spawned in a separate address space if desired.
1.0.6 - March 2008

» Added the server environment variable COZ_FORCE_ICONYV to force the use of iconv for trandation, even
if Unicode System Servicesis available.

* Increased performance of single byte character set trandations.
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1.0.5 - February 2008
Changed the -b option on fromdsn/todsn to disable all trandation, even if a source or target codepage was
specified.

1.0.0 - December 2007
Co:Z Toolkit initial release
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1. Introduction

The Co:Z Co-Processing Toolkit for z/OS consists of the following components:

Co:Z SFTP: OpenSSH SFTP extended to support Datasets, SMF logging, FTP compatible user exits, and
SAF/RACEF Digital Certificate authentication. See the Co:Z SFTP User's Guide.

Co:Z Batch: An improved replacement for BPXBATCH. This utility is often used in conjunction with Co:Z
Dataset Pipes, Co:Z z/OS Utilities or Co:Z SFTP. See the Co:Z Batch User's Guide.

Co:Z Dataset Pipes. The Dataset Pipes commands provide flexible conversion between z/OS data sets and byte
streams. These commands may be used locally or over an ssh connection. See the Co:Z Dataset Pipes User's
Guide.

Co:Z Launcher: The Launcher is a batch utility which remotely launches a process on a distributed system,
redirecting input and output from that process to traditional zZ/OS datasets or spool files. Remote processes are
securely launched using proven SSH (Secure Shell) technology to the target platform, which may be Linux, AlX,
or other Unix/POSIX environments. See the Co:Z Launcher User's Guide.

Co:Z z/0S Utilities: The Co:Z z/OS Utilities are Z/OS Unix System Services commands that can be used to
access avariety of z/OS artifacts and services. See the Co:Z Z/OS Utilities User's Guide.

1.1 Packaging

The Co:Z Toolkit consists of two packages.

Co:Z Toolkit for z/OS

Installed package elements:

e Co:Zingal directory (zFS- 20MB)
e Co:Z SFTP (client and server)
* Co:Z Dataset Pipes
» Co:Z Z/OS Utilities
» Sample scripts
* man pages

e Co:Z LOADLIB (PDSE - 3cyl)
* Co:Z Batch
¢ Co:Z Launcher

+ Co:Z SAMPICL (PDS- 1 cyl)
e Sample JCL and PROC

Z/OS Host requirements:
¢ V2R2 or later, with a minimum machine architecture of z10 and above
e 7/OS OpenSSH

See our ZOS OpenSH - Quick Install Guide for additional information.
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Introduction

Co:Z Target System Toolkit

Note

The Target system toolkit is only required by the Co:Z Launcher and / or remote Dataset Pipes
components. All other toolkit components (e.g. Co:Z SFTP) run on z/OS and do not require target

system toolkit installation.

The Co:Z Target System Toolkit is supported on a wide variety of distributed platforms, including Linux, AlX, and

other Unix/Posix platforms.
» Package Contents:
e Co:Z Launcher Agent
¢ Co:Z Dataset Pipes client commands
e Target System Toolkit requirements:
¢ OpenSSH sshd
« sshd_config Al | owTcpFor war di ng=yes for target userid

» Source codeis available for the traditional conf i gure, make, make install process.
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2. Installation
2.1 Co:Z Toolkit for z/OS

This section explains how to install the Co:Z Toolkit on zZ/OS. Once the toolkit is installed, individual components
can be configured for use. For component configuration details, consult the user's guides (referenced in Chapter 1,

[ntroduction).

For questions, please visit the Dovetailed Technologies Co:Z Forum

1

2.

Download the Co:Z z/OS self-extracting installer file (download available from coztoolkit.com).

Upload coz-vv. rr. nm . bi n file to the zZ/OS zFS file system. Make sure you transfer the file with a binary
mode transfer option.

In a Z/OS UNIX shell, verify that the cksum command (cksum coz-vv. rr. mi . bi n) results match the
checksum values provided.

The installation script requires a small amount of temporary space to run successfully. Ensure that your / t nmp
file systemisnot full.

The installing userid should be either UID=0 or have BPX.SUPERUSER authority or have both
BPX.FILEATTR.APF and BPX.FILEATTR.PROGCTL authority. These permissions are required in order to
enable APF authorization on the ssh- socket - i nf o utility and to mark Co:Z SFTP programs as program
controlled. If these permissions are not available during installation, the product will still install but may not
work properly if SMF recording is enabled. See the Enabling SMF recording section in the Co:Z SFTP User's
Guide for additional information.

Make the installer file executable:

chnod +x coz-vv.rr.md . bin

Run the installer:

$ ./coz-vv.rr.mml . bin

This software is |licensed under the Co:Z Community License Agreenent avail able
for review at https://coztoolkit.com docs/coz/licenses.html or as part of this
install package in file LICENSE (the "License").

Pl ease read the License carefully. The License sets forth the terms on which
Dovet ai | ed Technol ogies, LLC, a U S. Mssouri limted liability conpany, makes
avail abl e the Co:Z Co-Processing Toolkit for z/OS at no charge for downl oad
installation and use by the comunity.

THI'S COWUNI TY LI CENSE DCES NOT PERM T OQUTSOURCERS TO | NSTALL, NMANAGE, OPERATE,

OR SUPPORT THE SOFTWARE.

By downl oading, installing, or using the software, you acknow edge that you
have read, understand and agree to be legally bound by the License
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Installation

Are you installing, nanaging
of an outsourcing custoner or other third party? (yes or no)

no

operating, or supporting this software on behal f

W Il an outsourcer or other third party be installing, managing, operating, or
supporting this software on your behal f? (yes or no)

no

Do you agree to the above ternms and the License? (yes or no)

yes

Enter hone directory (/usr/local/coz) : O

(Enter)

/usr/local/coz is not an existing directory, create it? (y/n)

y

Enter new or existing target PDSE | oad nodul e |ibrary name (SYS1.COZ LOADLIB): O

(Enter)

The PDSE | oad nodule library ' SYSL. COZ. LOADLI B does not exist, create it? (y):

y

/usr/ | ocal / coz/| oadnodul es/ COZBATCH -> //' SYS1. COZ. LOADL| B( COZBATCH) ' : execut abl e
/usr/local /coz/| oadnodul es/ COZLNCH -> //' SYS1. COZ. LOADLI B( COZLNCH) ' : execut abl e

Enter new or existing PDS for Co:Z Sanple JCL and PROCs (SYS1.CQOZ. SAMPJCL): O

(Enter)

The PDS ' SYS1. COZ. SAMPJCL' does not exist, create it? (y):

y

/usr/|ocal / coz/ sanpj cl / @GAREADME -> //' SYS1. COZ. SAMPICL( @AREADME) ' @t ext
[usr/local / coz/ sanpj cl / COZCFGD -> //' SYS1. COZ. SAMPICL( COZCFGD) ' : text
/usr/ | ocal / coz/ sanpj cl / COZPRCC -> //' SYS1. COZ. SAMPJCL( CQOZPRCC) ' : t ext

Enter PATH directory in which to create command sym inks or 'none' (/usr/local/bin): O

(Enter)
creat ed
created
creat ed
created
creat ed
created

created
creat ed
creat ed
creat ed

FOWVF030

* k%

sym i
symli
sym i
syml i
syml i
synmli

syml i
sym i
syml i
sym i

nk
nk
nk
nk
nk
nk

nk
nk
nk
nk

[ usr /| ocal / bi
[ usr/ 1 ocal / bi
[ usr /| ocal / bi
[ usr/ 1 ocal / bi
[ usr /| ocal / bi
[ usr/ 1 ocal / bi

n/ catsearch -> /usr/local/coz/ bin/catsearch
n/ cozserver -> /usr/local/coz/bin/cozserver
n/cozsftp -> /usr/local/coz/bin/cozsftp
n/fromdsn -> /usr/local/coz/bin/fronmdsn

n/ pdsdir -> /usr/local/coz/bin/pdsdir

n/ read_passwd_dsn. sh

-> [usr/local/coz/bin/read_passwd_dsn. sh

[usr/ 1 ocal / bi
[ usr /| ocal / bi
[ usr /| ocal / bi
[ usr /| ocal / bi

n/ saf - ssh-agent -> /usr/local/coz/bin/saf-ssh-agent
n/safauth -> /usr/local/coz/bin/safauth

n/todsn -> /usr/|ocal/coz/bin/todsn

n/zsym -> /usr/|ocal / coz/bin/ zsym

3l /usr/local/bin/ssh-socket-info: chattr() error: rv=-1, errno=8B, rsn=0924041A O

Unabl e to set extended attributes for program bin/ssh-socket-info
- see installation guide for nore informantion

* Kk K

You shoul d update user profi

es so that MANPATH contains: /usr/local/coz/doc/ man

*** Co:Z Installation conplete ****
(see README and LICENSE in install root directory for nore information)

Enter the name of a new or existing zFS or HFS directory that will become the top-level "home" directory
for the Co:Z Toolkit installation. This directory must be in a filesystem that is writable by the installing
user and contains 12MB of free space. If you supply the name of an existing directory that is not empty,
you will be prompted to continue, as it is not generally advisable to overlay an existing installation with a
new version.
The fully-qualified name of the PDSE library to contain the Co:Z Launcher and Co:Z Batch program
objects. If this dataset exists, it must be a PDSE and existing Co:Z load modules will be replaced.
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O  The fully-qualified name of the PDS library to contain sample JCL for the Co:Z Toolkit. If this dataset
exists, if must be RECFM=FB,LRECL=80 and existing members with the same names will be replaced.

0  Severa Co:Z Toolkit Unix commands, such as cozsftp, fromdsn, todsn, etc. should be made availablein
user's PATH. One option is to customize /etc/profile to add <COZ_HOVE>/ bi n to the PATH, but an
alternative is to create symbolic links in an existing PATH directory to the Co:Z user commands in
<CQZ_HOVE>/ bi n.

To have the installation script create symbolic links, enter the name of the existing directory in which to
create the links, or none to skip. When creating symlinks, this script will prompt you before replacing
existing symlinks or files.

The <COZ_HOVE>/i nstal | / creat e-sym i nks. sh script can be used to create these links at a
later time, or to replace links to one Co:Z home directory (version) with links to another. See the
commentsin this script for more information and example usage.

O These messages will appear if the ingtalling userid does not have READ access to the
BPX.FILEATTR.APF SAF resource. Co:Z will install properly and can be used, but the SMF socket
information is not guaranteed to be accurate. A similar error will occur if BPX.FILEATTR.PROGCTL
permission is not available to mark Co:Z SFTP programs as "program controlled"

8. Z/OS OpenSSH is a prerequisite for Co:Z. Proper configuration and tuning of zZ/OS OpenSSH can greatly
improve overall performance, specifialy for z/OS ssh client startup times. See our |BM z/OS OpenSSH - Quick
Install Guide for additional information.

9. Review the @@README member of the PDS containing Co:Z Sample JCL and PROCS. Review the
following component specific members ensuring that they have been correctly tailored for your configuration
by the installation process:

* Co:Z Launcher and Dataset Pipes: COZPROC and COZCFGD

e The RUNLNCH, RUNLNCHK, and RUNLNCHP are basic Co:Z Launcher samples using different
authentication methods. Additional examples can be found in the User's Guide.

» Co:Z SFTP: SFTPPROC and SFTPIND

» While other samples are provided, the SFTPSAMP member contains sample JCL for the perferred method
of using the Co:Z SFTP client in batch. These samples use the Co:Z SFTP batch scripts installed in
<COZ_HOVE>/ sanpl es/ sft p_bat ch. See Using the Co:Z SFTP client in batch in the User's Guide
for additional information.

10. For additional configuration and usage information, refer to the indiviual component User's Guides:

e Co0:Z SFTP User's Guide

* Co:Z Batch User's Guide

Co:Z Dataset Pipes User's Guide

» Co:Z Launcher User's Guide

Co:Z ZIOS Utilities User's Guide
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Installation

2.2 Co:Z Target System Toolkit

Note

These steps are required only if you wish to use POSIX as a Target system for the Co:Z Launcher or
the Dataset Pipes commands remotely. You do not need to install Co:Z on a remote systemin order to
use Co:Z SFTP.

Configure and test sshd

Most Linux and Unix distributions include OpenSSH. Follow the instructions for your operating system for
installing and configuring the OpenSSH server (sshd) on your system.

1. Testloggingintossh localy

I i nux$ ssh <useri d>@ ocal host

The authenticity of host 'local host (127.0.0.1)' can't be established.
RSA key fingerprint is cc:7c:3d: b5: 3e: 43: 5a: 6f: 12: e2: 1a: af : 80: 45: ae: fa.
Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanently added '|ocal host' (RSA) to the |ist of known hosts.
<useri d>@ocal host's password: ******

['i nux$ | ogout
Connection to | ocal host cl osed.

2. Test Linux ssh from z/OS:

Repeat the above test from your z/OS userid to confirm that there are no firewall issues.

Z0S$ ssh -p <port> <useri d>@i nux_host

Build and Install Co:Z Target System Toolkit

Note: These sources have been tested on a variety of POSIX systems, but we offer no guarantees for your particular
system. If you have difficulty building, please feel free to contact us regarding our testing and certification schedule.

1. Transfer (in binary) the Co:Z Target System Toolkit source tarball coz-t ool kit-v.r. mtar. gz from
the website downl oads page to your target system.

2. Extract the source:

$ tar -xzvf ../coz.v.r.msrc.tar.gz
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Installation

3. Build:

AlX Note: If you wish to build with xIC, you will need to export CXX=x|lC and export
CXXFLAGS=- gar ch=pwr 5 prior to the following steps.

$ cd coz-toolkit-v.r.m
$ ./configure
$ make

4, |nstall:

Note: root access will be required to install at the default location, whichis/ opt / dovet ai | / coz

# make install

Note: the installation directory must be in the default PATH used when logging into sshd. On some some distros,
you may need to update/ et ¢/ pr of i | e to add these binariesto PATH.
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Appendix A. Setting up a test OpenSSH
system on z/OS

It's sometimes convenient to create your own z/OS SSHD server on an alternate port for testing purposes. Y ou can
do this without any special privileges, and the SSHD server will run fine, except that it will only alow logins for the
userid that it is running under.

This is especially handy if your Systems Programmer doesn't understand immediately that adding an SSH user
subsystem doesn't introduce any new security risks.

Procedure A.1. General outline for adding a test SSHD server

1. Createyour own ssh directory, say ~/sshd, and copy thefile/ et ¢/ ssh/ sshd_confi g intoit:.

zos$ nkdir ~/sshd
zos$ cp /etc/ssh/sshd_config ~/sshd

2. Inthisdirectory, generate your host keys, as directed in the z/OS OpenSSH User's Guide.

If you can copy the keys in /etc/ssh directory, then you will avoid "host key" mismatch problemsif you switch
your SSH client from the production to the test server. If you do copy the production host keys, make sure that
you change the file permissionsto 600 so that they can't be read by others.

3. Edit your copy of sshd_config:
a.  Uncomment the Por t line and set it to an available port

b.  Uncomment / add the following lines (to use the private keys generated in the previous step):

Host Key ./ssh_host _rsa_key
Host Key ./ssh_host dsa key

4. From az/OS shell, change to the directory that you created and start your copy of SSHD:

/fusr/sbin/sshd -e -D -f ./sshd_config

Note: If you are unable to execute / usr / sbi n/ sshd, you may be able to copy it to your local directory, add
the execute bit (chnod +x ~/ sshd/ sshd) and run the above command using this local copy.

5. To connect to your test SSHD server from a client, don't forget to use the - ssh -p port SSH option on
your ssh commands.
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Appendix B. License

The Co:Z Co-Processing Toolkit for zZ/OS, comprised of Co:Z Launcher, Co:Z Dataset Pipes, Co:Z SFTP, Co:Z
Batch, Co:Z Utilities and Co:Z Target System Toolkit (in object code form only) is distributed under the Co:Z
Community License Agreement (see below). Note: This community license is superseded for Co:Z Toolkit
Enterprise License and Support customers. All components are distributed in binary form.

COVMUNI TY LI CENSE AGREEMENT

PLEASE READ THI S COVMWMUNI TY LI CENSE AGREEMENT (THI S "AGREEMENT") CAREFULLY. THI S
AGREEMENT SETS FORTH THE TERMS ON WHI CH DOVETAI LED TECHNOLOGQ ES, LLC

("DOVETAI L"), A M SSOURI LIMTED LIABILITY COVWANY, MAKES AVAI LABLE THE
COVMUNI TY EDI TION OF THE CO Z CO- PROCESSI NG TOOLKI T FOR z/ OS AT NO CHARGE FOR
DONNLCAD, | NSTALLATI ON AND USE BY THE COVMUNI TY. BY DOWNLOADI NG, | NSTALLI NG,

OR USI NG THE SOFTWARE, YOU ACKNOW.EDGE THAT YOU HAVE READ, UNDERSTAND,

AND AGREE TO BE LEGALLY BOUND BY TH S AGREEMENT.

1. DEFINITIONS. As used in this Agreenent, the followi ng capitalized terns
shal |l have the foll ow ng neani ngs:

"Conmunity Edition" neans the version of the Software that is made avail abl e
by Dovetail to licensees for downl oad under this Agreenent.

"Docunent ati on" neans Dovetail's acconpanyi ng user docunentation for the
Sof tware, as may be updated by Dovetail fromtime to time, in print or
el ectronic form

"Enterprise Edition" means any version of the Software that is nade avail abl e
by Dovetail to |licensees under the Enterprise License and Support Agreenent,
the Qutsourcing License and Support Agreement, or another paid |license and
support agreement between Dovetail and the |icensee.

" Sof t ware" means the Co:Z Co-Processing Tool kit for z/OS, conmprised of Co:Z
Launcher, Co:Z Dataset Pipes, Co:Z SFTP, Co:Z Batch, Co:Z z/CS Wilities and
Co: Z Target System Tool kit, in object code formonly, together with certain
sanpl e code and scripts in source form

"Updat e" neans any bug fix, enhancenent, or other nodification to or update for
the Software issued by Dovetail for general release to the Software community.

"You" means the person or entity downl oading, installing or using the
Software. |If you are downl oading, installing or using the Software on
behal f of a conmpany or organi zation, the term"You" refers to both you and
your conpany or organi zation, and you represent and warrant that you have
authority to bind your conmpany or organi zation to the provisions hereof.

2. SOFTWARE LI CENSE. During the termof this Agreenment, and subject to the
provi sions hereof, Dovetail hereby grants to You, and You hereby accept, a

non- excl usi ve, non-transferabl e, non-sublicensable, royalty-free license to
install and use the Community Edition of the Software on Your servers, solely
for Your internal business purposes, in accordance with the Docunmentation, in
conpliance with all applicable |aws and regul ati ons, and further subject to the
followi ng conditions and requirenents: (a) this Agreenment does not permt You
to downl oad, install, or use the Enterprise Edition of the Software. |If You

wi sh to use the Enterprise Edition, You nust be |licensed under an avail abl e
Enterprise License and Support Agreenent or Qutsourcing License and Support
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Agreement; (b) as provided in Section 3, this Agreenent does not permt You

to have the Software installed managed, operated, or supported by, nor does

it permt You to install, manage, operate, or support the Software for,

third parties. If You wish to del egate Software installation, managenent,
operation, or support to an outsourcing services provider or other third party,
You nmust be licensed for the Enterprise Edition under an avail able Enterprise
Li cense and Support Agreenent. |f You are an outsourcing services provider

or other third party that wishes to install, nanage, operate, or support

the Software for one or nore of Your custoners, You nust be |icensed for

the Enterprise Edition under an avail abl e Qutsourcing License and Support
Agreement.; and (c) this Agreement does not permit You to continue using

the Enterprise Edition following the expiration or term nation of your paid

i cense and support subscription for the Enterprise Edition. If You wish to
convert to the Community Edition, You must (i) nmeet Dovetail's then-current
eligibility requirenents for the Community Edition; (ii) uninstall, erase,

and cease all use of the Enterprise Edition, and (iii) downl oad, install,

and use the Community Edition subject to and in accordance with this Agreenent.

3. LICENSE RESTRI CTI ONS. You nmay not install or use the Software for any
purpose other than as expressly authorized under Section 2. Wthout limting
the foregoing, You shall not, nor shall You authorize any other person or
entity to: (a) download, install, or use any version of the Software other
than the Comunity Edition; (b) install, manage, operate, or support the

Sof tware for any customer or other third party, whether in an outsourcing,
consulting, or staff augnentation capacity or otherw se; (c) del egate
Software installation, managenment, operation, or support to, or otherw se
permit such activities to be perforned on Your behal f by, any outsourcing
services provider or other third party, whether in an outsourcing, consulting,
or staff augnentation capacity or otherw se; (d) otherw se distribute, rent,
| ease, lend, sell, sublicense or make the Software available to any third
party; (e) nodify, adapt, alter, translate, or create derivative works of
the Software; (f) otherw se extend the Software to or use or permt use

of the Software by or for the benefit of any third party, including in or

as part of a service bureau, tinmesharing, or outsourcing arrangenent; (g)
devel op an alternative to the Software that is based on or derived from

in whole or in part, the Software or Docunentation; (h) use the Software in
violation of any applicable |laws or regulations; (i) renobve or obscure any
copyright, trademark or other proprietary rights notices or designations
on the Software, the Docunentati on or any copies thereof; or (j) reverse
engi neer, deconpile, disassenble, or otherwi se attenpt to derive the source
code for the Software, except where such reverse engineering is expressly
pernmitted under applicable |aw, but then only to the extent that Dovetail
is not entitled to limt such rights by contract.

4. UPDATES. Fromtine to tine, Dovetail may nake avail abl e Updates for
the Community Edition of the Software. Al such Updates (whether posted by

Dovetail on the Dovetail website or included with the Software) shall be deened

part of the Software, and are |licensed to You under the |icense and ot her
provi sions of this Agreenent, together with any supplenentary |icense ternms
that Dovetail may provide for such Updates. Notwi thstandi ng the foregoing,
Dovetail reserves the right to anend, supplenent or replace the terns of this
Agreenent in connection with Updates to or new versions of the Software,

and in such case, the ternms acconpanying such Update or new version wll
control. You acknow edge that the Community Edition may not contain all of
the features and functionality of the Enterprise Edition and that Dovet ai l
has no obligation to make avail able Updates to the Conmunity Edition.

5. YOUR RESPONSI BI LI TIES. You are responsible for: (i) installation of the
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Sof tware and any Updates; (ii) selecting and maintaining all third party
hardwar e, software, peripherals and connectivity necessary to neet the system
requirements for the Software; (iii) creating a restore point for Your systens
and backing up and verifying all data; and (iv) adopting reasonabl e neasures
to ensure the safety, security, accuracy and integrity of Your facilities,
systens, networks and data. Dovetail shall have no responsibility or liability
arising out of or resulting in whole or in part from Your failure or delay
perform ng any such responsibilities, or for acts or onissions of third
parties, Internet or tel ecommunications failures, or force majeure or other
events beyond Dovetail's reasonable control.

6. SUPPORT. This Agreenent does not include, and Dovetail shall have no
obligation under this Agreenment to provide, any technical support or other
prof essional services for the Software. If You are interested in purchasing
support for the Software, You should visit the Dovetail website to review
Dovetail's then current |icense and support options for the Enterprise
Edition of the Software.

7. LI CENSE MANAGEMENT AND TI ME- OUT CAPABI LI TIES. The Software nmay contain
time-out, digital rights nanagenment, or other |icense nanagenent capabilities
that may be enployed by Dovetail to limt the period during which this version
of the Software may be used, to curb unlicensed use or abuse of the Software,
or for other purposes as permtted or required by law. By installing or using
the Software, You acknow edge and consent to the inclusion and enpl oynent of
such capabilities as described herein, without restriction. For the avoi dance
of doubt, neither the inclusion (or om ssion) of such capabilities, nor

any errors in the provisioning or operation thereof, shall be construed to
expand the scope or duration of the corresponding Software |icense, nor to
wai ve any Dovetail rights or renedies in connection therewth.

8. TERM TERM NATION. This Agreenment and Your |icense rights hereunder shall
continue unless and until termnated as set forth herein. You nmay term nate
this Agreenment for convenience at any tine by uninstalling, erasing all copies
of, and ceasing all use of the Software and Docunentation. This Agreenent shall
terminate i mediately and automatically: (a) at the conclusion of the tine-out
peri od established by Dovetail for this version of the Software or (b) if You
violate the license ternms or restrictions for the Software, or materially
breach any ot her provision of this Agreenent and fail to cure such breach
within ten (10) days after receiving notice thereof from Dovetail. Upon the
expiration or term nation of this Agreenent for any reason: (i) Your |icense
to the Software shall automatically and inmrediately term nate; and (ii) You
shal | di scontinue use of the Software, pronptly (within 5 days) uninstall and
renove any remmants of the Software and Documentation from Your computers,
network and systens, and destroy (or return to Dovetail) all tangible copies
of the Software and Documentation in Your possession. Term nation of this
Agreenent shall not relieve You of any liability incurred in connection with
the Software nor limt any of Dovetail's rights or remedies in connection
therewith. Sections 1, 3, 5, 7, 8, 9, 10, 11 and 12 of this Agreenent shall
survive the expiration or termnation of this Agreenent for any reason,

and shall be binding on and inure to the benefit of the parties and their
pernmitted successors and assigns.

9. DI SCLAI MER. THE SOFTWARE AND DOCUMENTATI ON ARE PROVI DED TO YOU UNDER

THI S AGREEMENT "AS | S" W THOUT REPRESENTATI ONS OR WARRANTI ES OF ANY KI ND,
EXPRESS OR | MPLI ED, AND ALL USE IS AT YOUR OWN RI SK. W THOUT LI M TI NG THE
FOREGO NG, DOVETAIL AND | TS SUPPLI ERS HEREBY DI SCLAI M ANY | MPLI ED OR STATUTORY
WARRANTI ES OF MERCHANTABI LI TY, FITNESS FOR A PARTI CULAR PURPCSE, TITLE, OR
NON- | NFRI NGEMENT. THE SOFTWARE |'S NOT | NTENDED OR LI CENSED FOR USE | N ANY
HAZARDOUS OR HI G+ RI SK ACTI VI TY. DOVETAI L DOES NOT WARRANT THAT THE SOFTWARE
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W LL OPERATE UNI NTERRUPTED OR ERROR- FREE, OR MEET YOUR BUSI NESS, TECHNI CAL
OR OTHER REQUI REMENTS. NO EMPLOYEE OR AGENT HAS AUTHORI TY TO BI ND DOVETAI L

TO ANY REPRESENTATI ONS OR WARRANTI ES NOT EXPRESSLY SET FORTH I N THI S AGREEMENT.

10. PROPRI ETARY RI GHTS. Dovetail and its suppliers shall retain exclusive
right, title and interest in and to the Software, including the object code,
source code, program architecture, design, coding nmethodol ogy, Docunentation,
screen shots, and "look and feel" therefor, all Updates thereto, all goodw ||
associated therewith, and all present and future copyrights, trademarks, trade
secrets, patent rights and other intellectual property rights of any nature

t hr oughout the world enbodied therein and appurtenant thereto. Al rights and
licenses to the Software not expressly granted to You in this Agreenent are
reserved by Dovetail and its suppliers. Fromtine to tine, You may submit
suggestions, requests or other feedback for the Software. Dovetail shall

be free to commercialize and use such feedback, including for devel opi ng

i mprovements to its products and services, free of any clains, paynent

obligations, or proprietary, confidentiality or other restrictions of any kind.

11. LIMTATIONS ON LIABILITY. I N NO EVENT SHALL DOVETAI L BE LI ABLE FOR ANY

I NDI RECT, | NCI DENTAL, CONSEQUENTI AL, EXEMPLARY, SPECI AL, PUNI TIVE, OR SIM LAR
DAMAGES ARI SI NG OQUT COF OR RELATED TO THE SOFTWARE OR THI' S AGREEMENT, | NCLUDI NG
LOSS OF BUSI NESS, PRCOFI TS OR REVENUE, LOSS OR DESTRUCTI ON OF DATA, BUSI NESS

I NTERRUPTI ON OR DOVWNTI ME. THE TOTAL CUMULATI VE LI ABI LI TY OF DOVETAI L ARI SI NG
OUT OF AND RELATED TO THE SOFTWARE AND THI S AGREEMENT SHALL NOT, REGARDLESS OF
THE NUMBER OF | NCI DENTS OR CAUSES G VI NG RI SE TO ANY SUCH LI ABI LI TY, EXCEED
TEN U.S. DOLLARS ($10). THE LI M TATIONS ON LI ABILITY IN TH' S SECTI ON SHALL
APPLY TO THE MAXI MUM EXTENT PERM TTED UNDER APPLI CABLE LAW REGARDLESS OF THE
CAUSE OF ACTION OR BASIS OF LIABILITY (WHETHER | N CONTRACT, TORT (| NCLUDI NG
NEGLI GENCE AND STRICT LIABILITY IN TORT), | NDEMNITY, OR OTHERW SE), EVEN IF
ADVI SED OF THE POSSI BI LI TY OF SUCH DAMAGES. THESE LI M TATI ONS ON LI ABI LI TY
ARE AN ESSENTI AL PART OF THI S AGREEMENT AND SHALL BE VALI D AND BI NDI NG EVEN

I F ANY REMEDY IS DEEMED TO FAIL OF I TS ESSENTI AL PURPCSE.

12. M SCELLANEQUS Governi ng Law. This Agreenent shall be governed and
interpreted for all purposes by the |laws of the State of Mssouri, U S A,

wi t hout reference to any conflict of |aws principles that would require

the application of the laws of a different jurisdiction. The United Nations
Convention on Contracts for the International Sale of Goods and the Uniform
Conputer Information Transactions Act (as enacted in any jurisdiction) do not
and shall not apply to this Agreenent, and are hereby specifically excluded.

Jurisdiction; Venue. Any dispute, action or proceeding arising out of or
related to this Agreenent shall be comenced in the state courts of St. Louis
County, M ssouri or, where proper subject natter jurisdiction exists, the
United States District Court for the Eastern District of Mssouri. Each
party irrevocably submits to the personal jurisdiction and exclusive venue

of such courts, and wai ves any objections thereto, including based on forum
non conveni ens.

Notices. All notices under this Agreenent shall be in witing, and shall be
delivered personally, by electronic, mail, or by postage prepaid certified
mail or express courier service, return receipt requested. Notices to You
may be delivered to the npbst current address on file. Notices to Dovetail
shall be directed to the follow ng address, unless Dovetail has provided an
alternative notice address:

Dovet ai | ed Technol ogi es, LLC
305 WI Il owpointe Drive
St. Charles, MO 63304
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Enai | : | egal @oztool kit.com

Assi gnments. You may not assign or transfer this Agreenent, or any rights

or duties hereunder, in whole or in part, whether by operation of |aw or
otherwi se, without the prior witten consent of Dovetail. Any attenpted
assignment or transfer in violation of the foregoing shall be null and

void fromthe begi nning and without effect. Dovetail may freely assign or
transfer this Agreenment, including to a successor upon Dovetail's merger
acqui sition, corporate reorganization, or sale or other transfer of all or
substantially all of its business or assets to which this Agreenent rel ates.

Rel ati onship; Third Party Beneficiaries. The parties hereto are independent
contractors. Nothing in this Agreenent shall be deened to create any agency,
enpl oynment, partnership, fiduciary or joint venture relationship between
the parties, or to give any third party any rights or remedi es under

or by reason of this Agreenent; provided, however, the disclainers and
limtations on liability in this Agreement shall extend to Dovetail and its
directors, officers, sharehol ders, enployees, agents, and affiliates. Al
references to Dovetail in connection therewith shall be deened to include
the foregoing persons and entities, who shall be third party beneficiaries
of such contractual disclainers and linmtations and entitled to accept al
benefits afforded thereby.

Equi table Relief. The Software conprises the confidential and proprietary
informati on of Dovetail and its suppliers, and constitutes a val uabl e

trade secret. You acknow edge that Your breach of the |icense or ownership
provi sions of this Agreenent woul d cause irreparable harmto Dovetail, the
extent of which would be difficult and inpracticable to assess, and that
money damages woul d not be an adequate renedy for such breach. Accordingly,
in addition to all other renedies available at law or in equity, and as

an express exception to the jurisdiction and venue requirenents of this
Agreenment, Dovetail shall be entitled to seek injunctive or other equitable
relief in any court of conpetent jurisdiction

Questionnaires; Audits. You agree to conplete and pronptly return to Dovet ai
any Software usage questionnaires issued by Dovetail fromtinme to time, and
to pronptly provide Dovetail or its designated auditor with reasonabl e access
to Your facilities, systens, personnel, books and records for the purpose

of verifying Your conpliance with the license terns and restrictions of this
Agreement. All audits shall be conducted in a reasonabl e nmanner designed to
m ni mze disruption to Your normal business operations. Dovetail agrees to
initiate an audit no nmore than once during any twelve (12) nonth peri od;
provi ded, however, if Dovetail reasonably suspects, or any audit reveals,
non-conpliance with this Agreenent, Dovetail shall have the right to conduct
addi tional audits until conpliance is achieved

U. S. Governnent Restricted Rights. The Software and Docunentation are |icensed
with RESTRICTED RI GHTS as "Commercial lItens," as that termis defined at 48

C. F.R 82.101, consisting of "Commercial Conputer Software" and "Conmerci al
Conput er Software Docunentation,” as such terns are used in 48 CF.R 812.212
or 48 C.F.R 8227.7202, as applicable. Consistent with 48 CF. R 8§12.212

or 48 C.F. R 8§227.7202-1 through 227.7202-4, as applicable, the Commercia
Conput er Software and Conmerci al Conputer Software Docunmentation is |icensed
(if at all) to U S. Governnent end users only as Commercial lItens, and with

only those rights as are granted to other |icensees pursuant to this Agreenent.

Export Control. The Software and underlying information and technol ogy may not
be accessed or used except as authorized by United States and ot her applicable
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law, and further subject to conpliance with this Agreenment. The Software may

not be exported or re-exported into any U S. enbargoed countries, or to anyone

on the U S. Treasury Departnent's |ist of Specially Designated Nationals
or the U S. Departnment of Commerce Denied Person's List or Entity List. You
represent and warrant that You and Your end users are not |ocated in, under

the control of, or a national or resident of any country or on any such |ist.

Anendnent ; Waiver. This Agreenment may be anmended only by a witten

i nstrunent signed by an authorized representative of Dovetail. No rights
shall be wai ved by any act, onission, or know edge of a party, except by
an instrunment in witing expressly waiving such rights and signed by an
aut hori zed representati ve of the waiving party. Any waiver on one occasion
shall not constitute a waiver on subsequent occasions

Severability; Construction. If any provision of this Agreement is determ ned
to be invalid or unenforceabl e under applicable | aw, such provision shall be
amended by a court of conpetent jurisdiction to acconplish the objectives

of such provision to the greatest extent possible, or severed fromthis
Agreenment if such anmendment is not possible, and the remai ni ng provisions

of this Agreement shall continue in full force and effect. The captions

and section headings in this Agreenent are for reference purposes only and
shall not affect the meaning or interpretation of this Agreement. The term
"including" as used herein nmeans "including without limtation." The terns
"herein," "hereto," "hereof," and simlar variations refer to this Agreenent
as a whole, rather than to any particul ar section

Entire Agreement. This Agreenent sets forth the entire agreenent of the
parties and supersedes all prior agreenents and understandi ngs, whet her
witten or oral, with regard to the subject matter hereof. Any additiona
or conflicting terms proposed by You in any purchase order, request for
proposal , acknow edgenent, or other witing shall not be binding, and are
hereby objected to and expressly rejected.
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Appendix C. Notices

The "Co:Z SFTP' component of the software distributed under the "License” (See Community License) includes
portions of the third party "OpenSSH" software and is subject to the terms and conditions of the License. The
notices below are provided for informational purposes.

This file is part of the OpenSSH software.

The |icences which conponents of this software fall under are as
follows. First, we will summarize and say that all conponents
are under a BSD licence, or a licence nore free than that.

OpenSSH cont ai ns no GPL code.

1)
Copyright (c) 1995 Tatu Ylonen <yl o@s. hut.fi>, Espoo, Finland
Al rights reserved

As far as | amconcerned, the code | have witten for this software
can be used freely for any purpose. Any derived versions of this

sof tware nust be clearly marked as such, and if the derived work is

i nconpatible with the protocol description in the RFC file, it nust be
called by a name other than "ssh" or "Secure Shell".

ECIEE I S I

[ Tatu conti nues]

However, | amnot inplying to give any |licenses to any patents or
copyrights held by third parties, and the software includes parts that
are not under ny direct control. As far as | know, all included

*
*
*
* source code is used in accordance with the relevant |icense agreenents
* and can be used freely for any purpose (the GNU |icense being the nost
* restrictive); see below for details.

[ However, none of that termis relevant at this point in tine. Al of
these restrictively |licenced software conmponents which he tal ks about
have been renoved from CpenSSH, i.e.,

- RSA is no longer included, found in the OpenSSL |ibrary

- IDEA is no longer included, its use is deprecated

- DES is now external, in the QpenSSL |ibrary

- GW is no |onger used, and instead we call BN code from OpenSSL
- Zlib is nowexternal, in alibrary

- The nmake-ssh-known-hosts script is no | onger included

- TSS has been renoved

- M5 is now external, in the OpenSSL library

- RC4 support has been replaced with ARC4 support from QpenSSL

- Blowfish is now external, in the OpenSSL library

[ The Iicence continues]

Note that any information and cryptographic algorithns used in this
software are publicly available on the Internet and at any mgjor
bookstore, scientific library, and patent office worldwi de. More

i nformation can be found e.g. at "http://ww.cs. hut.fi/crypto".

The |l egal status of this programis sone conbination of all these
perm ssions and restrictions. Use only at your own responsibility.
You wi |l be responsible for any | egal consequences yourself; | am not
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maki ng any cl ai n8 whet her possessing or using this is legal or not in
your country, and | amnot taking any responsibility on your behalf.

NO WARRANTY

BECAUSE THE PROGRAM | S LI CENSED FREE OF CHARGE, THERE | S NO WARRANTY

FOR THE PROGRAM TO THE EXTENT PERM TTED BY APPLI CABLE LAW EXCEPT WHEN
OTHERW SE STATED I N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR OTHER PARTI ES
PROVI DE THE PROGRAM "AS |S" W THOUT WARRANTY COF ANY KI ND, ElI THER EXPRESSED
OR I MPLI ED, | NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE. THE ENTI RE RI SK AS
TO THE QUALI TY AND PERFORMANCE OF THE PROGRAM | S WTH YOU. SHOULD THE
PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF ALL NECESSARY SERVI Cl NG,
REPAI R OR CORRECTI ON.

I'N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO | N WRI TI NG

W LL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY AND/ OR

REDI STRI BUTE THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YOU FOR DANVAGES,

I NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR CONSEQUENTI AL DAMAGES ARI SI NG
QUT COF THE USE OR I NABILITY TO USE THE PROGRAM (| NCLUDI NG BUT NOT LI M TED
TO LOCSS OF DATA OR DATA BEI NG RENDERED | NACCURATE OR LOSSES SUSTAI NED BY
YOU OR THI RD PARTIES OR A FAI LURE CF THE PROGRAM TO OPERATE W TH ANY OTHER
PROGRAMS), EVEN | F SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE

PCSSI Bl LI TY OF SUCH DANMAGES.

3)
ssh-keyscan was contributed by David Mazi eres under a BSD-style
| i cense.

* Copyright 1995, 1996 by David Mazieres <dm@cs. mt.edu>.
Modi fication and redistribution in source and binary forns is

permtted provided that due credit is given to the author and the
OpenBSD proj ect by leaving this copyright notice intact.

* Ok X F

4)
The Rijndael inplenmentation by Vincent Rijnen, Antoon Bossel aers
and Paulo Barreto is in the public domain and distributed
with the follow ng |icense:

@ersion 3.0 (Decenber 2000)
Optim sed ANSI C code for the Rijndael cipher (now AES)

@ut hor Vincent Rijnen <vincent.rijnmen@sat.kul euven. ac. be>
@ut hor Ant oon Bossel aers <ant oon. bossel aer s@sat . kul euven. ac. be>
@ut hor Paul o Barreto <paul 0. barreto@erra. com br>

This code is hereby placed in the public donain.

TH' S SOFTWARE | S PROVI DED BY THE AUTHORS ''AS | S'' AND ANY EXPRESS
OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHORS OR CONTRI BUTCRS BE

LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT COF
SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR

BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY COF LI ABI LI TY,
VWHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S SOFTWARE,
EVEN | F ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE.

E I S R . N N N N I N S N N N S
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5)

One conponent of the ssh source code is under a 3-clause BSD |icense,
held by the University of California, since we pulled these parts from
original Berkel ey code.

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

6)

Copyright (c) 1983, 1990, 1992, 1993, 1995
The Regents of the University of California. Al rights reserved.

Redi stribution and use in source and binary fornms, with or wthout

nmodi fication, are pernmitted provided that the foll owi ng conditions

are net:

1. Redistributions of source code nmust retain the above copyright
notice, this list of conditions and the foll ow ng disclainmner.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

3. Neither the nane of the University nor the nanmes of its contributors
may be used to endorse or pronote products derived fromthis software
wi t hout specific prior witten perm ssion.

TH' S SOFTWARE | S PROVI DED BY THE REGENTS AND CONTRI BUTORS ""AS IS'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. I N NO EVENT SHALL THE REGENTS OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMAGES (| NCLUDI NG, BUT NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRI CT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI Bl LI TY OF
SUCH DAMAGE.

Renmai ni ng conponents of the software are provi ded under a standard
2-term BSD licence with the foll owi ng nanes as copyright hol ders:

Mar kus Fri edl
Theo de Raadt
Ni el s Provos
Dug Song

Aar on Canpbel |
Damien M| er
Kevi n Steves
Dani el Kouri |
Wesley Giffin
Per All ansson
Ni | s Nordman
Si nron W ki nson

Port abl e OpenSSH additionally includes code fromthe foll owi ng copyright
hol ders, al so under the 2-term BSD |i cense:

Ben Lindstrom
TimRice

Andre Lucas

Chri s Adans

Cori nna Vi nschen
Cray | nc.

Deni s Par ker
Gert Doering
Jakob Schl yter
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Jason Downs

Juha Yrj ol a

M chael Stone

Net wor ks Associ at es Technol ogy, Inc.
Sol ar Desi gner

Todd C. Mller

Wayne Schroeder

W I liam Jones

Darren Tucker

Sun M crosyst ens

The SCO Group

Dani el Wal sh

Red Hat, Inc

Sinon Vallet / Genoscope

Redi stribution and use in source and binary fornms, with or without

nodi fication, are pernmitted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the foll ow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

TH' S SOFTWARE | S PROVI DED BY THE AUTHOR “"AS | S'' AND ANY EXPRESS CR

OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED.
I'N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THECRY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY QUT OF THE USE OF
TH S SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI Bl LI TY OF SUCH DAMAGE.

L I I S T T R I N S T I B N

8) Portable OpenSSH contains the foll ow ng additional |icenses:
a) md5crypt.c, nd5crypt.h

"THE BEER- WARE LI CENSE" (Revision 42):

<phk@ ogi n. dknet . dk> wote this file. As long as you retain this
notice you can do whatever you want with this stuff. If we neet
sone day, and you think this stuff is worth it, you can buy nme a
beer in return. Poul - Henni ng Kanp

* Ok X kX

b) snprintf replacenent

* Copyright Patrick Powell 1995

* This code is based on code witten by Patrick Powel |

* (papowel | @start.com) It may be used for any purpose as long as this
* notice remains intact on all source code distributions

c) Conpatibility code (openbsd-conpat)

Apart fromthe previously nentioned |icenses, various pieces of code
in the openbsd-conpat/ subdirectory are |licensed as foll ows:

Sonme code is |licensed under a 3-term BSD |license, to the follow ng
copyright hol ders:

Todd C. Ml er
Theo de Raadt

I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES
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Damien M1l er

Eric P. Allman

The Regents of the University of California
Constantin S. Svintsoff

Redi stribution and use in source and binary forms, with or without

nodi fication, are permtted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nmust retain the above copyright
notice, this list of conditions and the follow ng disclaimer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the foll owi ng disclainmer in the
docunent ati on and/or other materials provided with the distribution.

3. Neither the nane of the University nor the names of its contributors
may be used to endorse or promote products derived fromthis software
wi thout specific prior witten permni ssion.

TH' S SOFTWARE | S PROVI DED BY THE REGENTS AND CONTRI BUTORS ""AS IS'' AND
ANY EXPRESS COR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE REGENTS OR CONTRI BUTCRS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT COF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRI CT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI BI LI TY OF
SUCH DANAGE.

L T T . A T R T I T R T R R

Sonme code is |licensed under an I1SC-style license, to the follow ng
copyri ght hol ders:

I nternet Software Consortium
Todd C. Mller

Reyk FIl oet er

Chad Mynhi er

Perm ssion to use, copy, nodify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this perm ssion notice appear in all copies.

THE SOFTWARE | S PROVIDED "AS | S" AND TODD C. M LLER DI SCLAI MS ALL

WARRANTI ES W TH REGARD TO THI S SOFTWARE | NCLUDI NG ALL | MPLI ED WARRANTI ES

OF MERCHANTABI LI TY AND FI TNESS. | N NO EVENT SHALL TODD C. M LLER BE LI ABLE
FOR ANY SPECI AL, DI RECT, | NDI RECT, OR CONSEQUENTI AL DAMAGES OR ANY DAMAGES
WHATSCEVER RESULTI NG FROM LOSS CF USE, DATA OR PROFITS, WHETHER I N AN ACTI ON
OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON, ARI SING QUT CF OR IN
CONNECTI ON W TH THE USE OR PERFORMANCE OF THI' S SOFTWARE.

EE S S A

Sonme code is licensed under a MT-style license to the follow ng
copyri ght hol ders:

Free Software Foundation, |nc.

Permi ssion is hereby granted, free of charge, to any person obtaining a
copy of this software and associ ated docunentation files (the
"Software"), to deal in the Software without restriction, including
without linmtation the rights to use, copy, nodify, nerge, publish,
distribute, distribute with nmodifications, sublicense, and/or sell
copies of the Software, and to permt persons to whomthe Software is
furnished to do so, subject to the follow ng conditions:

* 0% X F X X X %

*
*
*
*
*
*
*
*
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The above copyright notice and this perm ssion notice shall be included
in all copies or substantial portions of the Software.

*
*
*
THE SOFTWARE | S PROVI DED "AS | S", WTHOUT WARRANTY OF ANY KI ND, EXPRESS *
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES OF *
MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPCSE AND NONI NFRI NGEMENT. *
I'N NO EVENT SHALL THE ABOVE COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAI M *
DAMAGES OR OTHER LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR *
OTHERW SE, ARI SI NG FROM OUT OF OR I N CONNECTI ON W TH THE SOFTWARE CR *
THE USE OR OTHER DEALI NGS | N THE SOFTWARE. *
*
*
*
*
*
*

Except as contained in this notice, the nane(s) of the above copyright
hol ders shall not be used in advertising or otherwise to pronote the
sale, use or other dealings in this Software without prior witten
aut hori zati on.

R I S R S S R I O

EE I S T T I I T T T

/

The Bl owfish cipher inplenentation is licensed by Niels Provis under
a 4-cl ause BSD |icense:

Blowfish - a fast bl ock ci pher designed by Bruce Schnei er

Copyri ght 1997 Niels Provos >provos@hysnet. uni - hambur g. de<
Al'l rights reserved.

Redi stribution and use in source and binary forns, with or without

nodi fication, are permitted provided that the foll owi ng conditions

are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the foll ow ng disclainer.

2. Redistributions in binary formmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docunent ati on and/or other materials provided with the distribution.

3. All advertising materials nentioning features or use of this software
nmust di splay the followi ng acknow edgenent :

Thi s product includes software devel oped by Niels Provos.

4. The nane of the author may not be used to endorse or pronpte products

derived fromthis software without specific prior witten perm ssion.

TH' S SOFTWARE | S PROVI DED BY THE AUTHOR “"AS | S'' AND ANY EXPRESS CR

I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED.
I'N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THECRY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY QUT OF THE USE OF
TH S SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI Bl LI TY OF SUCH DAMAGE.

E SR I I R I N N L I A I N N N N . I N N

Sonme repl acenent code is |licensed by the Net BSD foundation under a
2-cl ause BSD |icense:

Copyright (c) 2001 The Net BSD Foundation, Inc.
Al'l rights reserved.

This code is derived fromsoftware contri buted to The Net BSD Foundati on
by Todd Vierling.

Redi stribution and use in source and binary forns, with or without
nodi fication, are pernmitted provided that the foll owi ng conditions
are net:

E R S D . I
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ECIE T T I TR R I SRR S I .

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the foll ow ng disclainmner.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docunent ati on and/or other materials provided with the distribution.

THI S SOFTWARE | S PROVI DED BY THE NETBSD FOUNDATI ON, | NC. AND CONTRI BUTCRS
"TAS IS AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LI M TED
TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE FOUNDATI ON OR CONTRI BUTORS
BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT CF
SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS

I NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)

ARI SING I N ANY WAY OQUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
POSSI Bl LI TY OF SUCH DAVAGE.
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