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1. Introduction

IBM z/OS OpenSSH include a port of the OpenSSH tools. These tools provide for secure remote login and program
execution (ssh) and file transfer (sftp and scp). The sftp and sftp-server commands implement a file transfer
program that is similar to ftp, but use ssh for their underlying secure transport. The sftp specification 1 accounts only
for binary transfers. The IBM z/OS sftp client has been enhanced to support ASCII-EBCDIC conversion. Dataset
support is hot provided.

The Co:Z Co-Processing Toolkit for z/OS includes Co:Z SFTP - a port of the OpenSSH (v8.4pl) sftp-server
subsystem and sftp command (renamed as cozsftp). Extensive enhancements have been made to support z/OS
facilities such as z/OS datasets and spool files. IBM z/OS OpenSSH is required because Co:Z does not provide the
base ssh and sshd components.

1.1 Features

» Co:Z iscompatible with most existing sftp products (see the section called “ Remote Client Requirements’ ).
» Transfers datasets via the get and put commands

» Navigates z/OS catal ogs via the cd command.

¢ Lists dataset information and PDS directories via the |s command.

* Records SMF 119 records if user has BPX. SMF SAF authorization.

» Supports IBM FTP compatible user exits. A guide to setting up and using these exits can be found here:
http://coztoolkit.com/docs/sftp/coz_sftp exits.pdf.

» Supports direct access to datasets which can be opened in sequential, record mode by the f open() C-library
routine. Thisincludes:

e MVS sequential datasets (QSAM, BSAM, VSAM)
e PDS and PDSE members
e SYSOUT datasets, including the MV S internal reader

 Supports JES2 and JES3 job submission, status and spool file transfer on z/OS 1.9 or later. Future releases of
Co:Z SFTPwill also support cancel and purge facilities.

 Supportstext or binary conversion viaflexible line-termination rules:
e Cr, Lf/Newline, CrLf, Cr and/or Lf, RDW, none
 Supports flexible record padding / overflow rules

» Supports dataset dynamic alocation (BPXWDY N) keywords

IsFTp specification: http://tools.ietf.org/html/dr aft-ietf-secsh-fil exfer-02
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 Supports name patterns to automatically associate file transfer optionsto POSIX files and datasets
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1.2 Supported Environments

z/OS Requirements

* |BM Z/OS OpenSSH

z/OS V2R2 and later include OpenSSH. See our Quick Install Guide for additional information.

Note

Running Co:Z SFTP with z/OS userids that have superuser authority or UID=0 OMV S segments is not
recommended.

Remote Client Requirements

» Co:Z SFTPiscompatible with awide variety of operating systems, including Windows, *1X variants, Z/OS...
* Products supporting the SSH File Transfer Protocol, such as:

e OpenSSH

L]

puTTy psftp

* WinSCP

* gFTP

¢ Many commercial implementations.

Note: Not all products support al of the Co:Z SFTP extensions. Refer to Client Compatibility for additional
information.
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2. Co:Z SFTP Configuration

In order to use Co:Z SFTP, installation is required for the Co:Z Toolkit for Z/OS. Be sure to make note of the
installation directory.

Y ou do not need to install the Co:Z Target System Toolkit on your remote systemsto use Co:Z SFTP. A compatible
SSH/SFTP product is all that is required.

2.1 Co:Z SFTP Quick Start

After completing the installation of the Co:Z Toolkit for ZOS the following are the minimum steps to get started
using Co:Z SFTP. For more detailed information, see the remaining chaptersin this guide.

On z/OS:

1. Edit/ et ¢/ ssh/ sshd_conf i g. Comment out the existing sftp subsystem line and add the following:
Subsystem sftp <COZ | NST>/ bi n/ sft p-server.sh
Restart SSHD by executing:

kill -HUP “cat /var/run/sshd. pid

2. Copy the site-wide sample configuration filesto/ et ¢/ ssh:

cp <COZ_| NST>/ sanpl es/sftp-server.site.rc /etc/ssh/sftp-server.rc
chnod 755 /etc/ssh/sftp-server.rc

cp <CQZ_| NST>/ sanpl es/ cozsftp_server_site _config /etc/ssh/cozsftp_server_config
chnod 644 /etc/ssh/cozsftp_server_config

cp <CQZ_ | NST>/ sanpl es/ cozsftp site config /etc/ssh/cozsftp config
chnod 644 /etc/ssh/cozsftp config

3. Edit / et ¢/ ssh/ sftp-server.rc and uncomment USE_CQOZ_ SFTP=t r ue to enable Co:Z SFTP for all
sftp users.

4. Using an SSH connection to zZ/OS (i.e, PUTTY from Windows or OpenSSH for unix), test a Co:Z SFTP client
connection to the Co:Z SFTP Server using 127.0.0.1. Note: TSO OMV'S cannot be used for this test because a
password prompt does not work in this environment.

[ u/ hone/ user >cozsftp user@27.0.0.1

Co: Z SFTP version: 4.2.0 (6.4pl) 2017-01-10

Copyright (C) Dovetail ed Technol ogies, LLC. 2008-2017. Al rights reserved.
Connecting to 127.0.0.1...

Connected to 127.0.0. 1.
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Connection established, |ocal_addr=127.0.0.1 | ocal _port=1345 renote_addr=127.0.0.1 renot
cozsftp>Is [+

/+/error.log [ +/ 1 ogl evel =I / +/ node=bi nary

cozsftp> exit

/ u/ honme/ user >

The command Is /+ is a special Co:Z SFTP command used to set file transfer options. If the response to this
commandisCan't |s: "/+" not found, thenthe Co:Z SFTP server instalation is not correct. Recheck
the installation steps to determine the error.

Once you have verified your Co:Z Toolkit installation for Co:Z SFTP, try connecting to the Co:Z SFTP server from
a remote system with OpenSSH. Then work through the features described in Chapter 3, Using the Co:Z SFTP
server. Next try connecting from z/OS using the Co:Z SFTP client command, cozsftp, to a remote SFTP server and
work through the features described in Chapter 4, Using the Co:Z SFTP client.

2.2 Configuring the Co:Z SFTP Server

The configuration discussed here is designed to allow individual users to use either the original sftp-server or the
enhanced Co:Z version, depending on their configuration. The default setup makes for an ideal beta testing
environment, as only designated users will use the enhanced Co:Z sftp-server.

Modifying the SFTP Subsystem

1. Update the sshd_confi g file typicaly located at /et c/ssh/sshd _config to modify the sftp
subsystem definition: *

#Subsyst em sftp lusr/lib/ssh/sftp-server O
Subsyst em sftp <CQZ_I NST>// bi n/ sft p-server. sh O

0 Theorigina sftp subsystem line should be commented out.

0 The new subsystem line should point to the sft p-server. sh shell script located in the Co:Z
installation bi n directory. This script is designed to run the original sftp-server by default, but will run
the Co:Z version if the user has configured it. See the section called “ User specific customization” for
details. The installation process should have marked this file as executable, but this should be verified.

2. If OpenSSH sshd was running prior to editing sshd_confi g, it should be reinitialized. This can be done by
sending SI GHUP to the running process. The pid for this process is typically in the file
/var/run/sshd. pi d:

kill -HUP “cat /var/run/sshd.pid

!t is sometimes convenient to set up atest OpenSSH server where this subsystem can be easily modified. To do this see: Appendix J, Setting up a
test OpenSSH system on ZOS.
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Co:Z SFTP Server configuration overview

The following table describes how a Co:Z SFTP Server session is started and outlines the sequence of configuration
steps that occur prior to the establishment of the session. Details on these configuration steps follow the table.

Table 2.1. Co:Z SFTP Server initialization steps

Step Configuration Notes

1 $COZ_HOME/bin/sftp-server.sh This shell script is executed by z/OS OpenSSH sshd
upon arequest for an SFTP server subsystem. Thisfile
should not be modified by the installation, but you may
want to review the comments at the beginning of the
script. This script will execute the site-wide and
user-specific rc scripts and configuration files (see
following steps).

2 [etc/ssh/sftp-server.rc Site-wide environment variable configuration.

3 SHOME/.ssh/sftp-server.rc User specific environment variable configuration. Can
contain customized log file location, logging and tracing
options, etc. The location of thisfile may be changed by
setting the $COZ_SFTP_USER_SERVER_RC
environment variable.

4 $HOME/.ssh/cozsftp_server_config User-specific configuration settings. User customized
file patterns may be specified here. File patterns here
override those found in the site-wide file below. The
location of thisfile may be changed by setting the
$COZ_SFTP_USER_SERVER_CONFIG environment
variable.

5 [etc/ssh/cozsftp_server_config Site-wide configuration settings. Site-wide notification,
fixed, default and file pattern settings.

Sitewide server configuration
The Co:Z SFTP Server can be configured with system-wide defaults by creating and configuring the file

/etc/ssh/sftp-server.rc. A sample file (sftp-server.site.rc) is provided in the
<CQZ_| NST>/ sanpl es, and should be copied to the/ et ¢/ ssh directory:

cp <CQZ_| NST>/ sanpl es/ sftp-server.site.rc /etc/ssh/sftp-server.rc
chnmod 755 /etc/ssh/sftp-server.rc

Sample site sftp-server.rc file

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 6
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#!/bin/sh
# Set site-wi de environnment variables for Co:Z SFTP server.
# Place this sanple as an executable script in file: /etc/ssh/sftp-server.rc

# Uncomrent the following to nake CO Z SFTP the default for all users
#USE_COZ_SFTP=true 0O

# The following are the default |ocations for user |level configuration files.
#COZ_SFTP_USER SERVER RC=$HOME/ . ssh/sftp-server.rc O
#COZ_SFTP_USER_SERVER CONFI G=$HOWE/ . ssh/ cozsft p_server_config 0O

O By default, the sftp-server.sh script discussed above will execute the IBM version of sftp-server. The
USE CQZ_SFTP environment variable can be used to make Co:Z SFTP Server the default for all users, even
if they don't have their own sf t p- server. r c file

O  Insome cases, Co:Z SFTP users may not have access to individual $HOVE directories or it may be desirable to
have al wuser configuration files centralized. In this case, the environment variable
CQZ_SFTP_USER SERVER RC can be specified to provide an alternate file name for the user .rc filein a
common, readable location. For example, to specify a common directory for all user configuration files, set the
following:

COZ_SFTP_USER SERVER RC=/ usr/share/ coz/ $LONER _LOGNAME. sft p-server.rc

To disable the usage of user specific sftp-server.rc files for all users, COZ_SFTP_USER_SERVER RC can be
set to adummy file name (e.g: / dunmy); however, this requiresthat USE_COZ_SFTP besettot r ue in order
to activate Co:Z SFTP for all users.

Note that the z/OS Unix System Services $LOGNAME environment variable holding the current username isin
uppercase. As thisis not always consistent with other POSIX style usage, the sftp-server.sh script exports an
enviroment variable named $LOAER L OGNAME that downcases the value in $LOGNANME.

O Additionaly, individual user server config files (where pattern based file transfer options are set) can be
similarly located. To learn more about config files, refer to section: Appendix C, Session config files. By
default, user server config files are located at $HOME/ . ssh/ cozsft p_server_confi g.

Note: The /et c/ ssh/ sftp-server.rc, if present, must be marked executable, as must the individual user
files.

System-wide defaults for customizing options available for Co:Z SFTP server sessions can be configured by
creating and configuring the file /etc/ssh/cozsftp_server_config. A sample file
(cozsftp_server_site_config)isprovided in the <COZ_| NST>/ sanpl es, and should be copied to the
/ et ¢/ ssh directory:

cp <COZ_| NST>/ sanpl es/ cozsftp_server_site _config /etc/ssh/cozsftp_server_config
chnod 644 /etc/ssh/cozsftp_server_config
For information on the session options available for configuration, see Appendix C, Session config files.

Restricting OpenSSH users to SFTP

Some installations prefer to restrict ssh users to a certain set of commands like the sftp-server, rather than giving

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 7



Co:Z SFTP Configuration

them interactive shell access. See Appendix |, Restricting OpenSSH users to SFTP for a technique to enforce this
restriction.

User specific customization

By default, the sftp-server.sh script discussed above will execute the IBM version of sftp-server. Individua users
can activate the Co:Z version of st f p- server by creating a profile script, sft p- server.rc, in their home
.ssh directory:

# if the user's .ssh does not exist:
nkdi r $HOVE/ . ssh
chnmod 700 $HOVE/ . ssh

cp <COZ | NST>/ sanpl es/ sftp-server.user.rc $HOVE/ . ssh/ sftp-server.rc
chrmod u+x $HOMWE/ . ssh/sftp-server.rc

Note: Removing or renaming this file will re-enable the IBM version of sftp-server, unless USE_COZ_SFTP=t r ue
has been set by the site.

Sample user sftp-server.rc file

#!/bin/ sh
# The presence of this executable script in $HOW/ .ssh/sftp-server.rc
# will cause the CQOZ version of sftp-server to be used

# You may uncommrent and set the followi ng options to override the defaults:
#export SFTP_ZOS OPTI ONS="node=text" 0O

#export SFTP_ZOS INITIAL DIR=// O

#export SFTP_LOGFI LE=$HOWE/ sftp.log O

# The Co: Z support team nmay request that you uncoment the follow ng options
# to enabl e tracing:

#export SFTP_SERVER OPTI ONS="-e -1 debug3"

#export CQOZ _LOG=T

0 The SFTP_ZOS_OPTI ONS environment variable can be used to set the default options for the user. Multiple
options may be specified, separated by commas. The options are described here: Appendix B, Co:Z SFTP
options.

0 The SFTP_ZOS_ | NI TI AL_DI R environment variable can be used to override the home directory on the
server. By default thisisthe user's USS home directory. If the string/ / or/ -/ issupplied, the user's MV S top
level qualifier is used. Otherwise an absolute path (USS or MV S dataset space) may be supplied.

O Log files are created for every sftp server session; these files are of particular interest in case a problem is
encountered and additional error detail is needed. See the section called “ Co:Z SFTP Server logging” for
additional information.

User specific defaults for customizing options available for Co:Z SFTP server sessions can be configured by
creating and configuring the file /[etc/ssh/cozsftp_server_config. A sample file
(cozsftp_server_user_config) is provided in the <COZ_| NST>/ sanpl es, and can be copied to the
user's. ssh directory:

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 8
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cp <COZ_| NST>/ sanpl es/ cozsft p_server _user_config $HOVE/ . ssh/ cozsftp_server_config
chnod 644 $HOWE/ . ssh/ cozsftp_server_config

For information on the session options available for configuration, see Appendix C, Session config files.

Co:Z SFTP Server logging

Log files are created for every sftp server session; these files are of particular interest when a problem is encountered
and additional error detail is needed. An sftp client can retieve the current session log from the Co:Z SFTP Server.
See Section 3.2, “ Reading the error log” for additional information.

The following sections define how to control logging levels as well as the logging destination.
Logging Level

The logging level is controlled by exporting the COZ_LOG and/or SFTP_SERVER _OPTI ONS variables. To set
these variables for al users, modify the/ et ¢/ ssh/ sft p- server. r c as needed. Individua users can override
these setting by exporting the variables in a copy of sftp-server.rc in ther individual . ssh directory.
Additionally, the Co:Z log level can be set with the Co:Z SFTP| ogl evel option. See Section B.2, * Miscellaneous
options” for additional information.

» SFTP_SERVER OPTI ONS alows command line options to be set for the sftp-server. The default is"-e - |
i nf 0" which isrequired in order to route messages to SFTP_LOGFI LE. "-e -1 debug3" may be used to
configure debug-level logging in sftp-server code.

» COZ_L GG controls logging options for the Co:Z extension library used to add z/OS support to sftp-server. The
default is| which logs error, warning and informational messages to SFTP_LOGFI LE. This variable may be set
tooneof E, W, N, I, D, T or F for Error, Warning, Notice, Informational, Debug, Trace, or Fine logging levels as
reguested by the Co:Z support team.

Logging Destination
Logging may be directed to the filesystem (/tmp by default) or to SY SOUT:
* Filesystem

By default, log files are written to the / t np directory (or the directory specified by the TMPDI R environment
variable, if it is set). To change this default for al users, modify / et ¢/ ssh/ sft p-server. rc as needed.
Individual users can override this setting by exporting SFTP_LOGDI R in the copy of sftp-server.rc in
their individual . ssh directory.

In many cases, installations will choose to put Co:Z SFTP server session logs in a separate zFS or HFS
filesystem. See the ZIOS OpenSSH - Quick Install Guide for additional information on managing the /tmp
filesystem.

The directory containing the log files must be cleaned up and monitored for space; however, it is important to
keep these files for some period of timein order to allow:

« the current session log file to be accessed by the remote sftp client (e.g: get /+error.log) to get details of a
problem, and
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* support personnel to review the session log file for diagnostic information when investigating a problem.

In order to assist with log file maintenance, the environment variable SFTP_LOG_KEEP_DAYS can be exported
from either the site or individual user's sft p-server. rc. When this variable is specified, the argument must
be an integer greater than zero. Log files older than the argument will be removed when the user next establishes a
Co:Z SFTP server session. The log files to be deleted must belong to the the connecting user and reside in the
immediate directory specified by SFTP_LOGDI R (or $TMPDI Rif SFTP_LOGDIR is not specified). Note that if
SFTP_LOGFI LE isspecified, SFTP_LOG _KEEP_DAYS (if set) will beignored.

» SYSOUT

Optionally, logging output may be redirected to a SYSOUT spool file. To enable this, update the
/ etc/ssh/sftp-server.rc oruser-specific BHOVE/ . ssh/ sft p-server. r ¢ script asfollows:

SFTP_LOG SYSQUT=t r ue # required
SFTP_SYSOQUT CLASS=H # opti onal
unset SFTP_LOGFI LE # don't set this

export _BPX_JOBNAME=COZLOG # recomended

If thisfeatureis enabled:
« an additional OMV S address space will be created for each connection to write the log, and

» remote SFTP connections will not be able to get the current session log file using the "get /+error.log"
command.

SDSF can be used to locate a user's logfile when needed for problem diagnosis. When the session is active, the
output will be displayed by SDSF.DA. Once the session has ended, output is available in SDSF.H or SDSF.O,
depending on whether the spool class/file is held. The jobid assigned to the output is from a pool of OMVS
started tasks; therefore, is not unique and not owned by the SFTP user. The output can be identified by the
jobname and the creation date. The following SDSF commands are useful:

e arr crdate 20 - expandsthe CrDatefield to show the time as well asthe date
e sort crdate d - sortsdescending by date/time

If you would like to download the log spool file using Co:Z SFTP, first find the job in SDSF. Next, use the "?"
prefix command to find the DSID. Finally, use the following commands in a remote SFTP client to download it:

I s /+nmode=t ext
get //-JES/ STCxxxxx/ nnn | ogfile.txt

Note

Directing the Co:Z SFTP server log fileto / dev/ consol e is NOT recommended for the following
reasons:
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« theremote client will not be able to retrieve the log via the special /+error.log file name,

» when enabling debug logging to troubleshoot a problem, a very large amount of data will be written
to the z/OS console, and

» when log messages go to the z/OS console, it is difficult to collect messages for a particular session
which significantly impacts problem diagnosis.

If console messages are needed for automation, see Chapter 5, Automation with System Console
Messages for additional information.
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2.3 Configuring the Co:Z SFTP Client

Client configuration overview
The following table describes how a Co:Z SFTP client (cozsftp) session is started and outlines the sequence of

configuration steps that occur prior to the establishment of the session. Details on these configuration steps follow
the table.

Table 2.2. Co:Z SFTP Client initialization steps

Step Configuration Notes

1 $COZ_HOMFE/bin/cozsftp This shell script isis executed either interactively by a
Z/OS user or in abatch job. This file should not be
modified by the installation, but you may want to review
the comments at the beginning of the script. This script
will execute the site-wide and user-specific rc scripts
and configuration files (see following steps).

2 [etc/ssh/cozsftp_client.rc Site-wide environment variable configuration.

3 $HOME/.ssh/cozsftp_client.rc User specific environment variable configuration. Can
contain customized options to the sftp command itself
and/or custom logging settings. The location of thisfile
may be changed by setting the $COZ_SFTP_USER_RC
environment variable.

4 $HOME/ .ssh/cozsftp_config User-specific configuration settings. User customized
file patterns may be specified here. File patterns here
override those found in the site-wide file below. The
location of this file may be changed by setting the
$COZ_SFTP_USER_CONFIG environment variable.

5 Jetc/ssh/cozsftp_config Site-wide configuration settings. Site-wide notification,
fixed, default and file pattern settings.

Sitewide client configuration
The cozsftp client command can be configured with system-wide defaults by creating and customizing the file

/etc/ssh/cozsftp_client.rc. A sample file (cozsftp_client.site.rc) is provided in the
<CQZ_| NST>/ sanpl es, and may be copied to the/ et ¢/ ssh directory:

cp <CQZ_| NST>/ sanpl es/ cozsftp client.site.rc /etc/ssh/cozsftp client.rc
chrmod 755 /etc/ssh/cozsftp client.rc

Sample site cozsftp_client.rc file
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#!/bin/sh
# Set site-wi de environnment variables for Co:Z SFTP client.
# Place this sanple as an executable script in file: /etc/ssh/cozsftp client.rc

# Uncomrent the following to set conmand |ine options for the cozsftp comand
#COZSFTP_CLI ENT_OPTS= 0O

# The following are the default |ocations for user |level configuration files.
#COZ_SFTP_USER RC=$HOVE/ . ssh/ cozsftp_client.rc O
#COZ_SFTP_USER CONFI G=$HOVE/ . ssh/ cozsftp_config O

# Uncomrent the followi ng export if you wish to keep the old cozsftp exit/return codes.
# O herwise, then will be:

# 0 - X

# 8 - SFTP failed

# 12 - Failed to start SSH connection

# 16 - SSH connection failed after starting SFTP

#export COZ _SFTP_EXI T_CODES=0OLD O

O  Thisenvironment variable can be used to specify site-wide cozsftp command line options.

O  Insome cases, Co:Z SFTP users may not have access to individual $HOVE directories or it may be desirable to
have al user configuration files centralized. In this case, the environment variable COZ_SFTP_USER RC can
be specified to provide an alternate location for individual .rc files in a common, readable location. For
example, to specify a common directory for al user configuration files, set the following:
COZ_SFTP_USER_RC=/ usr/ shar e/ coz/ $LONER_LOGNAME. cozsftp_client.rc

Note that the Z/OS Unix System Services $LOGNAME environment variable holding the current username isin
uppercase. As thisis not always consistent with other POSIX style usage, the sftp-server.sh script exports an
enviroment variable named $LOAER L OGNAME that downcases the value in $L OGNAME.

0 Additionaly, individual user client config files (where pattern based file transfer options are set) can be
similarly located. To learn more about config files, refer to section: Appendix C, Session config files. By
default, user client config files are located at $HOVE/ . ssh/ cozsft p_confi g.

O Starting in Co:Z version 6.1.0, the Co:Z SFTP client exit codes were enhanced as described in the comments
above. To preserve the old style exit codes (0==Success, 1==Failure). uncomment this export.

Note: The / etc/ ssh/cozsftp_client.rc, if present, must be marked executable, as must the individual
user files. e.q.

chnod +x /etc/ssh/cozsftp client.rc

System-wide defaults for customizing options available for Co:Z SFTP client sessions can be configured by creating
and configuring thefile/ et ¢/ ssh/ cozsftp_confi g. A samplefile (cozsft p_site_confi g) isprovided
inthe<CQZ_| NST>/ sanpl es, and should be copied to the/ et ¢/ ssh directory:

cp <COZ_| NST>/ sanpl es/ cozsftp_site_config /etc/ssh/cozsftp config
chnod 644 /etc/ssh/cozsftp _config
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For information on the session options available for configuration, see Appendix C, Session config files.

User specific customization

When the cozsftp client command is invoked, the contents of the optional file
$HOMVE/ . ssh/ cozsftp_client. rc aredotted into the environment at the start of the command.

Most users will not require this file, but it may be used to automatically provide command line arguments to the
cozsftp client without having to explicitly code them every time the client is invoked. The desired command line
arguments must be made available in the environment variable COZSFTP_CLI ENT_OPTS.

Sample user cozsftp_client.rc file

#!/ bi n/ sh
# Set user-specific environnment variables for Co:Z SFTP client.

# Place this sanple as an executable script in file: $HOVE/ .ssh/cozsftp client.rc

# Uncomrent the following to set conmmand |ine options for the cozsftp comand
# For exanple, to allow new host keys to be created automatically:
#COZSFTP_CLI ENT_OPTS="$COZSFTP_CLI ENT_OPTS -o0Stri ct Host KeyChecki ng=no"

User specific defaults for customizing options available for Co:Z SFTP client sessions can be configured by creating
and configuring thefile/ et ¢/ ssh/ cozsftp_confi g. A sasmplefile (cozsft p_user _confi g) is provided
inthe<COZ_I| NST>/ sanpl es, and can be copied to the user's. ssh directory:

cp <COZ_| NST>/ sanpl es/ cozsft p_user_config $HOW/ . ssh/ cozsftp_config
chrmod 644 $HOWE/ . ssh/ cozsftp_config

For information on the session options available for configuration, see Appendix C, Session config files.
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3.1 Setting, displaying and clearing file transfer options

Unlike standard FTP, SFTP has no site command for setting platform specific options. Co:Z SFTP file transfer
options are set with a specia Is command request of the form: Is /+<name=value>. They can be cleared with a
request of the form: Is/+NO<name>.

Multiple options can be set by separating the key=value pairs with commas. An error is returned if one or more of
the options was incorrectly specified, but the remaining options are set as requested.

The options directory / +/ is a pseudo directory on the server, and it is possible to make it the working directory via
the cd /+ command. From this directory, options may be set and listed without the / + prefix.

The active options and their settings can be displayed by issuing the command Is/+.

Co:Z SFTP server file transfer options may be specified interactively or via configuration files. The active options
are determined in the following priority order:

1. Thefi xed: sectionof /et c/ ssh/ cozsftp_server_confi g (highest priority and non-modifiable)
2. Thefirst matching pattern (if any) from $HOME/ . ssh/ cozsft p_server_config

3. Thefirst matching pattern (if any) from/ et ¢/ ssh/ cozsftp_server _config

4. Previousinteractive commands. | s / + (described below) in the same session

5. The environment variable SFTP_Z0S OPTI ONS

6. Thedef aul t : sectionof / et ¢/ ssh/ cozsft p_server_confi g (lowest priority)

For alist of available options, see Appendix B, Co:Z SFTP options.

For a description of the cozsft p_server _confi g file format, including how to specify file name patterns, see
Appendix C, Session config files.
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All examples in the following sections can be run by most sftp clients, either from z/OS or from other platforms
(Windows, linux, etc..). Note: There are some differences in the way clients interact with the server, so the output
shown in the examples below (performed with the OpenSSH sftp client) may not match your output exactly.

Example: Setting and displaying basic options

sftp> I's /+node=t ext O
/ +npde=t ext
sftp>Is /+ g

[ +/ clientcp=i so8859-1
/ +/ 1 ogl evel =I
/ +/ server cp=I BM 1047

[+l error.|og
[ +/ npde=t ext
[+/trim

0 Theoptioncommand| s /+nmode=t ext isused to set the transfer mode to text. mode=binary is the default.
0 Theoptionlist command | s / + shows the options currently in effect. In this case, the codepagescl i ent cp
and ser ver cp are set to the defaults.

Example: Setting multiple options

sftp> |'s /+lrecl =80, recf m-f b, space=trk. 3.2 O
[+l recl =80, r ecf m=f b, space=trk. 3. 2

O Multiple options can be specified, separated by commas. Note that the SPACE parameter uses periods for
commas to avoid ambiguity.

Example: Showing all options

sftp> | s /+showal | O
[ +showal | =t r ue
sftp> cd /+ O
sftp> |s O
NCbl ksi ze NCbuf no cl i ent cp=I SCB8859- 1
conddi sp=cat| g NCcopi es NCQdat acl as
NCdest NCdi r NCQdi sp
NOdsnt ype NOdsor g error.|log
est si ze NCf or ns NCOgdgnt
NChol d NG esj obnane NG esj obwai t
j eslrecl =80 j esowner =KI RK j esr ecf mef
j esst at us=* NA abel Nd i ke
I'i nerul e=fl exible | ogl evel =I I recl =80
NOmaxvol NOngnt cl as node=t ext
NOrTount NOnor ecal | NOout des
over f | ow=wr ap NOpad recfmefb
NCOr el ease repl ace NOr egexi ts
NOr eset NOr et pd NOGsequence
server cp=l BM 1047 showal | snf
space=trk. 3.2 NGspi n NGst or cl as
NGsysout trim NO rtch
NQucount NQuni t NOvol
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NOwri t er

sftp> |'s noshowal | , norecfm O

noshowal | , norecf m

sftp> I|s

cl i ent cp=I SCB8859- 1 error.| og | ogl evel =I

I recl =80 node=t ext server cp=I BM 1047
space=trk. 3.2 trim

O  Theoption command Is/+showall is used to set the option listing mode to show all options, even those that are
not active.

0  Since the options are treated as entries in a pseudo directory, the cd command can be used to make that
directory the working remote directory.

O  Issuing the lsfrom the options directory will show all of the options. Those that are not active are prefixed with
the string NO. Note that the options can be listed even if the current working directory is not the options pseudo
dir with the command Is /+.

O  Active options can be de-activated by prefixing the option with the string NO. In this example, the showal |
option is cleared, aswell asther ecf moption.

3.2 Reading the error log

Most implementations of the sftp specification, including OpenSSH, do not allow for transmission of detailed
information from the server to the client in the event of an error. Adding dataset transfers to the mix only increases
the need for better error reporting. To help alleviate this problem, the Co:Z sftp implementation provides a
comprehensive logging facility that can be enabled and tuned by each user session.

Severa of the above option listing examples show err or . | og as one of the options. This is actually an alias for
the running session's log file, which is usually written to the / t np directory (See the section called “ Co:Z SFTP
Server logging” for more information on where this file is written). This alias can be used to easily retrieve the log
at anytime and examine it from the client.

This feature makes it possible to examine detailed error information from the client without having to abandon the
active sftp session. Users of graphical clients such as winSCP and gFTP see an even greater advantage in that the
error.log file can be viewed simply by selecting the file and transferring it in vi ewmode.

Example: Getting and displaying the error log

sftp> rm//user.coz. sanpj cl g

Renovi ng // user. coz. sanpj cl

Couldn't delete file: Failure O

sftp> get /+/error.log O

Fetching /+/error.log to error.log

[+l error.log 100% 68 0. 1KB/ s 00: 00
sftp> lcat error.log O

ZosUti |l [E]: Dataset "USER COZ. SAMPICL" is a PDS. Use rndir instead.
sftp>

0  Thiscommand attempts to delete a PDS with the rm which is not allowed.
O Therequest fails, but the standard sftp error message is not very helpful.
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O
O

To get better information, theer r or . | og from the options directory is requested.
Using thelocal shell command cat to display the log gives detailed error information.
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3.3 Working with Datasets

The Co:Z implementation of sftp accepts two prefix strings to identify MV'S datasets as absolute paths. The first
(/ 1) is consistent with IBM's common usage. A secondary form (/ - /) is also available, as not all sftp clients will
allow double slash characters to be sent.

Navigating Datasets

The sftp cd command can be used to navigate around the z/OS dataset space. Using the dataset prefix // or/ -/,
the dataset space can be entered. Once there, traversal up and down various dataset levels can be performed
similarly to hierarchical file systems.

Partitioned datasets are treated as directories as well. Once a PDS is made the current working directory, its
members can be listed and retrieved like normal files.

Just as listing the entire catalog from the root is not allowed, it is not possible to make the catalog root the current
working directory. As such, the command cd // will fail.

Example: Navigating the dataset space

sftp> cd //user O

sftp> pwd O

Renot e working directory: //USER

sftp> cd coz.testjcl O

sftp> pwd

Rerot e wor ki ng directory: //USER COZ. TESTIJCL
sftp> cd .. O

sftp> pwd

Renot e working directory: //USER CQOZ

O Using the dataset prefix / / , the high level qualifier user is specified. For cd commands, the dataset name is
case insensitive.

O The pwd command will list the current working dataset level. Note that the name is properly displayed in
uppercase

O Multiple levels can be traversed at a time. Instead of using the normal separator (. ), a slash can be used: cd
coz/testjcl.

O Thecd .. command will move up alevel, as expected.

Transferring Datasets

The get and put commands are used to transfer datasets and PDS members. By default, the transfer mode is
binary, and when storing new datasets, the DCB defaults are determined by the system and are often RECFM=U.

Any options previously set viathe Is/+option=value arein effect for any given transfer.

Note

When using the put command to write datasets, the target name is used to determine the actual dataset
name written. In most cases this determination is straight forward, but in certain circumstances, name
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determination is more involved. See Appendix D, Dataset Name Determination for complete details.

Z/OS datasets must be read or written sequentially, starting with the beginning of the datasets. SFTP
clients that attempt to read or write non-sequentially will fail with an error: ZosDataset[E]: dataset
read(or write) error: seek not allowed.

Example: Get a text sequential dataset

$ sftp user @os. com O

Connecting to zos.com..

user @os. con s passwor d:

sftp> |'s / +npde=t ext O

/ +node=t ext

sftp> get //USER LOG M SC O

Fetching //USER LOG M SC to USER LOG M SC

O  Thisexample shows the full connection process, using keyboard-interactive password authentication.

0  Thedefault transfer mode of binary is overridden and set tot ext .

0 The get command uses the dataset path prefix // (or, optionally /- /) to specify that a dataset is being
requested.

Example: Get PDS members

sftp>1Is /+ O
[ +/ cli ent cp=I SOB859- 1 / +/ node=t ext / +/ server cp=I BM 1047
sftp> get //user.ssh.jcl(sshd) O

Fetching //user.ssh.jcl (sshd) to user.ssh.jcl (sshd)

O If this transfer is performed after the prior example, the transfer mode will still be t ext . Using the Is /+
command quickly confirms the active options.

0  The get command uses the dataset path prefix / / and pds member name in parentheses to identify the member
to get. Note again that the dataset name for transfersis case insensitive.

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 20



Using the Co:Z SFTP server

Example: Get a PDS member

sftp> get //user.coz.sanpjcl (cozproc) cozproc.txt O
Fet ching //user.coz. sanmpjcl (cozproc) to cozproc.txt

sftp> cd //user.coz. sanpj cl O
sftp> get runcoz O
Fet chi ng // USER. CQZ. SAMPJCL/ runcoz to runcoz

sftp> get * g

Fet chi ng // USER. CQOZ. SAMPJCL/ @AREADME t 0 @AREADNE
Fet chi ng // USER. COZ. SAMPJCL/ BPXBATCH t o BPXBATCH
Fet chi ng // USER. CQZ. SAMPJCL/ BPXBATSL t o BPXBATSL
Fet chi ng // USER. CQZ. SAMPJCL/ COZCFGD t o COZCFGD
Fet chi ng // USER COZ. SAMPJCL/ COZPROC t 0 COZPROC
Fet chi ng // USER. COZ. SAMPJCL/ DTLSPAWN t 0o DTLSPAWN
Fet chi ng // USER. COZ. SAMPJCL/ GPGDSN t 0 GPGDSN

Fet chi ng // USER. CQOZ. SAMPJCL/ GREPDSN t o GREPDSN
Fet chi ng // USER. COZ. SAMPJCL/ GREPSED t 0 GREPSED
Fet chi ng // USER COZ. SAMPJCL/ OFFLDSM- t 0 OFFLDSMF
Fet chi ng // USER. CQOZ. SAMPJCL/ RUNCOZ t o RUNCOZ

Fet chi ng //USER. COZ. SAMPJCL/ RUNCOZ2 t o RUNCQZ2
Fet chi ng // USER COZ. SAMPJCL/ RUNCOZ3 t o RUNCQOZ3
Fet chi ng // USER. COZ. SAMPJCL/ RUNSPAWN t 0 RUNSPAWN
Fet chi ng // USER COZ. SAMPJCL/ RUNSPWN2 t 0 RUNSPVW2
Fet chi ng //USER. CQOZ. SAMPJCL/ TDI RK to TDI RK

Fet chi ng // USER COZ. SAMPJCL/ WGET2DSN t o WGET2DSN

The get can be used to get a member from afully qualified dataset.

The cd command is used to make a PDS the current working "directory".
The get command uses just the member name to retrieve the desired member.
The get * command can be used to retrieve all members at once.

o o |

Example: Put a text MVS dataset, overriding DCB attributes

sftp> | s /+npde=text,|recl =80, recfn=fb g
/ +mode=t ext, | recl =80, recf m=f b

sftp> put afile.txt //USER AFILE. TXT g
Upl oading afile.txt to //USER AFI LE. TXT

0 Theoptioncommand | s /+node=t ext, | recl =80, r ecf mef b is used to set the transfer mode to text,
and set the DCB attributes for the new dataset USER. AFI LE. TXT. This overrides the system default for new
datasets. Input lines will be broken on CR, LF, or CRLF and lines longer than allowed by the dataset will be
wrapped onto multiple records. The options | i ner ul e and over f | owr ul e can be used to override those
settings.

0 Theput command uses the specialized path prefix / / (or, optionally / - /') to specify the dataset name.
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Listing datasets and PDS directories

MVS datasets can be listed using the sftp Is command. Partitioned datasets are treated as directories with their
members as entries.

In order to support existing sftp clients, several considerations have to be made when listing datasets:

» Thelslists multiple dataset levels (by default), and therefore can return a large amount of information. As such,
listings that would involve searching the entire catalog, such as Is // or Is //A* are not alowed. Furthermore,
because of the way sftp clients interact with the server, the following style of command is not supported: Is
//USER.LVL1*. However, the same effect can be produced by either using directory notation for searching the
catalog (Is//USER/LVL 1*) or changing to the desired level and issuing arelative listing command:

cd //USER
s LVL1*

Note

Wildcard support for listing datasets is dependent on client support, sinceit is up to the client to read
the "directory" and filter matches.

» Where possible, dataset names are treated as case insensitive. A get or put can specify the name in either lower or
upper case and it will be found. However, any globbed (wildcard) Is command requires upper case characters.
Individual datasets can be listed in either upper or lower case. To be safe, it isagood ideato use upper case on all
list requests.

* As mentioned above, partitioned datasets (PDS) are treated as directories. the long list form Is - can be used to
list member statistics, if statistics exist.

* The Is accepts dataset names prefixed either by // or / -/ . The second form should be used for the few sftp
clients that do not allow a double slash to sent to the server.
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Example: Listing datasets

sftp> cd //USER

sftp> Is -al ad

Vol une Referred Ext Tracks Used Recfm Lrecl Bl kSz Dsorg Dsnane

WORK84 2008/ 09/ 05 1 1 1 FB 80 27920 PS USER. AFI LE. TXT
WORK81 2008/ 09/ 08 1 30 ? U 0 6144 PO E USER CQZ LOADLIB
WORK81 2008/ 09/ 11 1 15 4 FB 80 27920 PO USER. COZ. SAMPICL
WORK84 2008/ 09/ 11 1 1 1 U 0 6144 PS USER. COZ. TEST. SEQ
WORK81 2008/ 09/ 09 1 15 3 FB 80 27920 PO USER. COZ. TESTJCL
sftp> cd //USER O

sftp> |I's CO*

CQZ. LOADLI B/ CQZ. SAMPJCL/ CQZ. TEST. SEQ CQZ. TESTJCL/
sftp> |Is //USER/ CO* O

/I USER/ COZ. LOADLI B/ / I USER/ COZ. SAMPJCL/ / I USER/ COZ. TEST. SEQ
/[ USER/ COZ. TESTJCL/

sftp> |s //USER. CO* O
Coul dn't get handle: Failure
Can't |Is: "//USER CO*" not found

sftp>1s // O
Coul dn't stat renote file: No such file or directory
Can't Is: "//" not found

sftp> cd //user

sftp> |s co* O
Can't |s: "//USER/ co*" not found
sftp>

Thelong form of the list command Is-al will list detailed information from the catal og about each dataset.
Relative listing requests can be performed by first navigating to the desired level, then issuing the list request
without any prefix.

When using wildcards, the desired result can be achieved by using a slash (/ in place of the traditional level
separator (. ).

Due to existing sftp client design, this list request would require the entire catalog to be searched, then filtered
with the pattern USER. CO*. It istherefore disallowed.

Lists that would involve the entire catalog are not supported. The openssh sftp client reports this as shown.
The same command with alower case pattern will fail (as described above).

Example: Listing a PDS directory

sftp> cd //user.coz. sanpj cl O

sftp> |ls -al O

Name Size Created Changed I D
@@READVE

BPXBATCH 13 2008/ 04/ 04 2008/ 04/04 17:18:09 USER
BPXBATSL 16 2008/ 04/ 03 2008/ 04/03 10:36:52 USER
COZCFGD 65 2008/ 03/ 27 2008/ 05/12 14:28:54 USER
COZPROC 30 2008/ 03/27 2008/ 03/27 11:54:48 USER
DTLSPAWN 40 2008/ 05/05 2008/ 05/05 09: 31: 08 USER
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GPGDSN 15 2008/ 05/ 05 2008/ 05/ 05 10:40: 05 USER
GREPDSN

GREPSED 12 2008/ 05/ 05 2008/ 05/05 09:30: 51 USER
OFFLDSMF

RUNCOZ 20 2008/ 03/27 2008/ 05/ 12 14:08: 02 USER
RUNCOZ2 15 2008/ 05/05 2008/ 05/ 05 10:02: 51 USER
RUNCOZ3 8 2008/ 05/ 05 2008/ 05/ 06 08:50: 37 USER
RUNSPAVWN 54 2008/ 05/ 12 2008/ 05/ 12 14:25:37 USER
RUNSPVW2 20 2008/ 05/12 2008/ 05/12 13:19:05 USER
TDl RK 18 2008/ 04/ 03 2008/ 04/03 10:19: 20 USER
WGET2DSN

0 Thecd command is used to make a PDS the current working "directory”.
O Thels-al command (long list form) is used to display the members of the PDS, including available statistics.
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3.4 Working with POSIX files

This section describes how to use the Co:Z implementation of sftp with POSIX files (HFS, zFS) on zZ/OS. Standard
sftp implementations (including zZ/OS OpenSSH) support only binary mode file transfers. The Co:Z implementation
provides binary transfer mode by default, but also supports text mode transfers. Text mode transfers are controlled
viathe following options:

» node: whensettot ext causesfiletransfersto be text based.

* clientcp and server cp: When text mode is active, these settings determine the codepage translation that
will take place. The default client code page is | SC8859- 1. The default server code page is the current z/OS
locale.

* i nerul e: When text mode is active, this setting determines how line separators are converted between the
client and server.

Transferring Files

Theget and put commands are used to transfer POSI X files (either on HFS or zFS filesystems).

The options (listed above) that have been previoudy set via the Is /+option=value are in effect for any given
transfer. All other options (used for dataset support) are ignored for POSIX file transfers.

Example: Get a text POSIX file

sftp> I's /+nmode=t ext, cli ent cp=UTF- 8 O

/ +node=t ext, cl i ent cp=UTF- 8

sftp>1Is /+ g

[ +/ cli ent cp=UTF- 8 / +/ node=t ext / +/ server cp=I BM 1047

sftp> get .ssh/sftp-server.rc g

Fetching /u/user/.ssh/sftp-server.rc to sftp-server.rc
/ul/user/.ssh/sftp-server.rc 100% 234 0. 2KB/ s 00: 00
sftp>

0 The default transfer mode of binary is overridden and set to t ext . Additionaly, the client code page is
explicitly set to UTF- 8.

O Displays the active options. Note that the server code page, if not explicitly set, defaults to the current zZ/OS
locale.

O Theget command requests the transfer of the POSIX file using the optionsin effect.

Example: Put a text POSIX file

sftp> put sftp-server.rc .ssh g

Upl oadi ng sftp-server.rc to /hone/user/.ssh/sftp-server.rc
sftp-server.rc 100% 234 0. 2KB/ s 00: 00
sftp>

O Theclient text filesft p- server. r c isput to the remote directory . ssh under the current working remote
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directory. The active file transfer options are used.
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3.5 Working with JES jobs and spool files

This section describes how to use Co:Z SFTP to submit jobs, query job status and access spool files on z/OS. Future
releases of Co:Z SFTP will also support enhanced job cancel and purge facilities.

Note: Co:Z JES spool access supports both JES2 and JES3, but is currently limited to the primary JES subsystem.
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Obtaining JES job status

To query the status of Z/OS jobs, you simply list the" / / - JES" pseudo-directory:

sftp> cd //-JES O
sftp>Is O

JOB00434 JOB00561 TSU00560 TSUO0562

sftp>1ls -al 0O
JOBNAMVE JCBI D ONNER STATUS

Kl RKL JOB00434 Kl RK QUTPUT
TOMCAT  JOB00561 KIRK ACTI VE
Kl RK TSU00560 KI RK QUTPUT
Kl RK TSU00562 Kl RK ACTI VE

sftp> |s /+j esjobnane=kirk 0O

/ +j esj obnane=ki r k

sftp> Is -al

JOBNAME JOBID OMNER STATUS

Kl RKL JOB00434 KI RK QuUTPUT
Kl RK TSU00560 KI RK QUTPUT
Kl RK TSU00562 Kl RK ACTI VE

sftp> | s /+j esjobnane=kirk. 0O

/ +j esj obnane=Kki rk.

sftp> Is -al

JOBNAME JOBID OMNER STATUS
Kl RK TSU00560 KI RK QUTPUT
Kl RK TSU00562 Kl RK ACTI VE
sftp> | s /+noj esj obnane [

/ +noj esj obnane

sftp> | s /+j esowner=goet ze [

/ +j esowner =goet ze

sftp> |Is -al

JOBNAME JOBID OMER STATUS
GOETZEB JOB00601 GOETZE  QUTPUT
GCETZE  TSU00505 GOETZE  QUTPUT
GOETZE  TSU00515 GOETZE  ACTI VE
sftp> |s /+j esstatus=active [O

/ +j esowner =goet ze

sftp> |s -al

JOBNAME JOBID OMER STATUS
GOETZE TSU00515 GOETZE ACTI VE

0 Changetothe/ /- JES pseudo-directory.

O Listing the contents of the/ / - JES directory will by default display alist ajob ids whose owner is the same as

the current user.

O Requesting a detailed listing of the / / - JES directory produces a formatted list of the same jobs. Note here
how jobs are sorted lexically by jobid - this is actually being done by the sftp client. Sorting on most sftp
clients can be disabled; in the case of OpenSSH, use the - f switch onthel s command, eg: | s - al f will

CLASS
A

A

TSU
TSU

CLASS

TSU
TSU

CLASS
TSU
TSU

CLASS

TSU
TSU

CLASS
TSU

RC=0000

RC=0000

RC=0000
RC=0000

RC=0000

RC=0000
RC=0000

display the jobsin the order returned by the JES subsystem interface.

O By default, al jobs owned by the current user are displayed. The j esj obnane setting may be used to set a

jobname filter.

0 Terminating thej esj obname setting with a period filters on an exact jobname match, rather than a prefix.

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide



Using the Co:Z SFTP server

O Thej esj obnane setting is turned off.

O By default, thej esowner setting is set to the current userid. Here it is changed to a different userid.

0 Thejesstatus seting may be used to filter job listings by one of the following categories. i nput ,
out put,oractive.

Co:Z SFTP uses the unauthorized "Extended Status' subsystem interface to obtain job status. This facility is only
available if you are running z/OS 1.9 or later. A SAF(RACF) SECLABEL dominance check may be used by the
IBM extended status subsystem interface to control access to this facility; refer to RACF or your security product
documentation for more information.
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Transferring JES spool files

Job spooal files may be transferred using normal SFTP "get" commands from your SFTP client.

sftp> cd //-JES
sftp>Is -al
JOBNAME JOBID ONNER STATUS  CLASS

Kl RKL JOB00434 KI RK QUTPUT A RC=0000
TOMCAT JOB00561 KI RK ACTI VE A

Kl RK TSU00560 KI RK QUTPUT  TSU RC=0000
Kl RK TSU00562 KI RK ACTIVE TSU

sftp> cd JOB00434 [

sftp>1Is O

102 2 3 4
sftp>1ls -al 0O
DSI D STEPNAME PROCSTEP DDNAME C OMNER RECFM LRECL BYTES

102 LOGDEF SYSPRI NT A KI RK FBA 133 5195
2 JES2 JESMSGLG A KI RK FA 133 911
3 JES2 JESJCL A KIRK \% 136 271
4 JES2 JESYSMSG A KI RK VA 137 839

sftp>1Is -alf 0O
DSI D STEPNAME PROCSTEP DDNAME  C OMANER RECFM LRECL BYTES

2 JES2 JESMSGLG A KI RK FA 133 911
3 JES2 JESJCL A KIRK \% 136 271
4 JES2 JESYSMSG A KI RK VA 137 839
102 LOGDEF SYSPRI NT A KI RK FBA 133 5195

sftp> | s /+node=text 0O

/ +mode=t ext

sftp> get 102 | ogdef.text 0O

Fetching //-JES. J0OB00434/102 to | ogdef.text
/1 -JES. JOB00434/ 102

sftp>

sftp> get * 0O

Fetching //-JES. JOB00434/ 102 to 102

//-JES. JOB00434/ 102

Fetching //-JES.J0B00434/2 to 2

//-JES. JOB00434/ 2

Fetching //-JES.J0OB00434/3 to 3

/1 -JES. JOB00434/ 3

Fetching //-JES.J0OB00434/4 to 4

/1 -JES. JOB00434/ 4

sftp>

sftp> get all concat.txt 0O

Fetching //-JES. J0OB00434/all to concat.txt
sftp> get jesysnsg [

Fet ching //-JES. JOB00434/j esysnsg to j esysnsg
sftp> get | ogdef.sysprint

Fet ching //-JES. J0OB00434/ | ogdef . sysprint to | ogdef.sysprint
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O Jobs are represented in Co:Z SFTP as directories under the / / - JES pseudo-directory. Here we change the
current directory to a specific job.

O  Job spool files are represented as file names with the numeric JES DSI D identifier.

O A detailed listing displays aformatted list of spool files.

0 Many sftp clients will sort the files lexically by name (dsid). Thel s -f switch on the OpenSSH sftp client
will preserve the natural ordering, which is by numerical dsid.

0 Thetransfer modeissettot ext .

0  The sftp get command can be used to download spool files.

0 A wildcard get command can be used to download all spool filesin the job directory.

0 The special ALL file name can be used to transfer all spool files to a concatenated output file. To ensure that

the correct transfer options are set when using the ALL file name, it is recommended that the following pattern
be defined inthe system cozsft p_server _confi g configuration file:

pattern: //-JES.*.ALL
node=t ext, j esi ncsysi n

O  Spool filesmay also bereferenced by [ st ep. [ pr ocst ep. ] ] ddnane

Using thej esi ncsysi n option (available on zZ/OS 1.10 or later):

sftp>Is /+jesincsysin O
/ +j esi ncsysin
sftp>1ls -alf

DSI D STEPNAME PROCSTEP DDNAME C OMNER RECFM LRECL BYTES

1 JESJCLIN A KI RK F 80 316

2 JES2 JESMSGLG A KI RK FA 133 911

3 JES2 JESJCL A KIRK \% 136 271

4 JES2 JESYSMSG A KI RK VA 137 839
101 LOGDEF SYSI N A KI RK F 80 177
102 LOGCDEF SYSPRI NT A KI RK FBA 133 5195

sftp> get all concat.txt O

Fetching //-JES.J0OB00434/all to concat.txt
sftp>sftp> get jesjclin O

Fetching //-JES. J0OB00434/JESJCLIN to jesjclin

0 Thej esincsysin option may be used to specify that the spool file listings and concatenated output will
contain SY SIN spool files, including JESICLIN.

0 Whenoptionj esi ncsysi n isenabled, concatenated spoal file downloads will include SY SIN spool files. In
addition, the separator between spool files will be annotated with the [step.[procstep.]]ddname. Thisoptionisa
convenient way to download all job input and output.

0 Regardless of how option j esi ncsysi n is set, you can download individual SYSIN spool files. When

downloading JESICLIN as an individual spool file, the output will contain the other SYSIN spool files
embedded in the orignal JCL.

Co:Z SFTP uses the unauthorized interface to the JES "Spool Browse" facility, which is only available if you are
running z/OS 1.9 or later. Aswith IBM FTP, the SAF(RACF) JESSPOOL resource class is used to control access to
spool files throuh the Spool Browse facility.
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Submitting JES jobs

Jobs may be submitted to the JES internal reading using SFTP "put" commands from your SFTP client into a special

pseudo-directory named "//-JES.INTRDR".

sftp> | s / +npde=t ext
/ +nmode=t ext
sftp> get //kirk.test.jcl(sleep3) jcl.txt O
Fetching //kirk.test.jcl (sleep3) to /tnmp/jcl.txt
sftp> lcat jcl.txt O
//SLEEP3 JOB (),'Kirk Wl f', MSGCLASS=H
/T UNI X EXEC PGVECOZBATCH
// STEPLI B DD DI SP=SHR, DSN=KI RK. CQZ. LOADLI B
/[/STDIN DD *
for i inl1l23
do
echo "Sleeping..."
sleep 1
done
1
sftp>cd //-jes.intrdr 0O
sftp> put jcl.txt nmyjob O
Upl oading jcl.txt to //-JES.| NTRDR/ nyj ob

sftp>1Is -al O

ALl AS JOBNAME JOBID OMNER STATUS  CLASS
MYJOB SLEEP3  JOB01941 KIRK ACTIVE A
sftp> s -al
ALI AS JOBNAME JOBI D OMNNER STATUS CLASS
MYJOB SLEEP3  JOB01941 Kl RK QUTPUT A
sftp> cd nyjob O
sftp>1ls -alf
DSI D STEPNAVE PROCSTEP DDNAME C O\NER

2 JES2 JESMSGLG H KI RK FA

3 JES2 JESJCL H KIRK \Y

4 JES2 JESYSMSG H KI RK VA

102 UNI X SYSQUT H KIRK FBA

sftp> get 2 2.txt
Fetching //-JES. | NTRDR MYJOB/ 2 to /tnp/2.txt

sftp> get all jobout.txt
Fetching //-JES. | NTRDR. MYJOB/ al

sftp> cd ..

sftp> put jcl.txt myjob2

sftp> Is -al

ALl AS JOBNAME JOBID OMNER STATUS  CLASS
MYJOB SLEEP3  JOB01941 KI RK QUTPUT A
MYJOB2 SLEEP3  J0OB01943 Kl RK ACTIVE A

to /tnp/jobout.txt

COVPL

COVPL
RC=0000

RECFM LRECL BYTES

133 1316
136 373
137 824
121 308

COvPL
RC=0000
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sftp>|ls /+esjobwait [

/ +j esj obwai t

sftp> cd nyj ob2

sftp> get all jobout2.txt

Fetching //-JES. | NTRDR MYJOB2/al |l to /tnp/jobout2.txt

sftp> |s /+jesjobwait=10.1 0O
sftp> | s /+noj esj obwai t

0  Download some JCL from a z/OS partitioned dataset member. You can skip this step if the JCL is already on
your client system.

0 Runthecat command on the sftp client to display afile containing JCL.

O //-JES. | NTRDRisaspecia pseudo-directory that contains any jobs submitted by the current session.

O The JCL is submitted by uploading it using the sftp client's put command. The target file name MYJOB is a
handle that can be used to refer to thisjob later in the same session.

O Listingthe/ /- JES. | NTRDR directory displays al of the jobs that have been submitted in this session.

O //-JES. | NTRDR MYJOB is a directory that contains al of the spool files for the job referenced by this
handle.

0 Thejesjobwait setting can be used to cause Co:Z SFTP server to wait until the job completes before
listing or transferring the jobs spooal files.

O  The default time limit to wait is 60 seconds with a polling interval of 2 seconds (60.2), but this can also be
changed.

Here's a similar example, using the Windows sftp client PUTTY psftp to non-interactively download some JCL,
submit it, wait for it to run, and then download the output:

C:\Users\kirk> type psftp-input.txt
I s / +npde=t ext, j esj obwai t

get //kirk.test.jcl(sleep3) jcl.txt
cd //-jes.intrdr

put jcl.txt nyjob

dir

cd nyj ob

dir

get all sleep3.log

C:\Users\kirk> psftp -b psftp-input.txt kirk@os. mco.com
Usi ng usernane "kirk".
Renote working directory is /u/kirk
Listing directory /+node=text,|esjobwait

j esj obwai t

node=t ext
renote:// Kl RK COZ TESTJCL(SLEEP3) => local:jcl.txt
Renote directory is now //-JES. | NTRDR
local :jcl.txt => renote://-JES. | NTRDR MyJOB
Listing directory //-JES. | NTRDR
ALl AS JOBNAME JOBID ONNER STATUS  CLASS COVPL
MYJOB SLEEP3  JOB03165 KIRK | NPUT A
Renote directory is now //-JES. | NTRDR MYJOB
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Listing directory //-JES. | NTRDR MyJOB
DSI D STEPNAME PROCSTEP DDNAME C OMER RECFM LRECL BYTES

102 UNI X SYSQUT H KIRK FBA 121 311
2 JES2 JESMSGLG H KI RK FA 133 1064
3 JES2 JESJCL H KI RK \Y, 136 247
4 JES2 JESYSMSG H KI RK VA 137 1044

renote://-JES. | NTRDR. MYJOB. ALL => | ocal : sl eep3.j obl og

JES related options

The following table describes options that affect JES submit, status, and spool file transfer.

Table 3.1. JESrelated options

Name Value Notes

jesjobname <pattern> The value of this setting is used as a filter when listing jobs. If
the value doesn't end in a period, then the value is used as the
job prefix The default for this settingisnoj esj obnane,
which means that jobs are not filtered by name.

jesowner <userid> This setting specifies the userid used to filter job listings by job
owner. The default for this setting is the current MV S userid,
but may be set to noj esowner orj esowner =* to disable
filtering by owner.

jesstatus input|outputjactive This setting is used to filter job listings by job status. The
default for this settingisnoj esst at us.

jesjobwait secq[.intvl] If enabled, this setting specifies the time in seconds to wait for
ajob to complete before listing or transferring its spool files.
For most sftp clients, acd to the job's spool file directory will
also wait. If no value is specified, the default is60. 2, which
means to wait up to 60 seconds, polling every 2 seconds. The
default for this settingisnoj esj obwai t .

jeslrec <numeric> This setting specifies the Irecl used when submitting jobs to the
internal reader. The default for this setting is 80.

jesrecfm flfb|v|vb This setting specifies the record format used when submitting
jobsto the JESinternal reader. The default for this setting is F.

jesincsysin When enabled, listings and concatenated downloads of JES
spool fileswill include SY SIN spool files. Available on zZ/OS
1.10 or later. The default for this setting is NG esi ncsysi n.

jessubmit When enabled (the default), job submission is allowed. If
NG essubni t isset, job submission is disallowed.
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An enhanced sftp client (cozsftp) for z/OS is also included in the Co:Z toolkit. This client can be used to initiate
transfers with a remote host and supports the same set of file transfer options as the Co:Z SFTP server. The cozsftp
command isinstalled in the $COZ_HOME/bin directory.

4.1 Starting the Co:Z SFTP client on z/OS

$ export PATH=/ opt/dovetail/coz/ bi n: $PATH O

$ cozsftp user @ost

Co:Z sftp version: 1.1.0 (5.0pl1) 2008-10-20

Copyri ght (C) Dovetail ed Technol ogi es, LLC. 2008. Al rights reserved.
Connecting to host...

user @ost's password: *****

cozsftp>

O Add the Co:Z hinaries directory to your PATH. Thisis not necessary if symbolic links from /bin were created
during installation.

4.2 Co:Z SFTP client logging

OpenSSH SFTP logging is enabled by setting the - v option on the command line. The logging level can be raised
by increasing the number of v options from - v to - vvv. Additionally, the COZ_L OG environment variable can be
used to set logging options for the Co:Z extension library used to add z/OS support to the cozsftp command. The
default setting for COZ_LOGis | . To change this default for all users, modify /etc/ssh/cozsftp_client.rc as needed.
Individual users can override this setting by exporting COZ_LOG on the command line or in the copy of
cozsftp_client.rc intherindividual .sshdirectory.

Client logging information issent to st der r . In order to capture logging information in afile, use the following:

$ export COZ LOG=D; cozsftp -vvv user@ostnane 2>&1 | tee ~/cozsftp-output.log

The Co:Z client | ogl evel can also be set using the Izopts command described in the next section. See
Section B.2, “ Miscellaneous options” for additional information.

For information on setting these logging options in batch, see the section called “ Logging in batch” .

4.3 Setting, displaying and clearing file transfer options

The enhanced client introduces two new commands;
| zopt s [-a] [opti on=val ue, .. .]

The Izopts command is used to set local (client) file transfer options. These options are set prior to initiating
file/dataset transfers from z/OS to a remote host.
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zopt s [-a] [opti on=val ue, .. .]

The zopts command is used to set server file transfer options -- if the server is a Co:Z SFTP server. The zopts
command is functionally equivalent to the Is /+<option_list> command used by existing clients to set Co:Z
sftp-server file transfer options.

Multiple options can be set by separating the option=value pairs with commas. An error is returned if one or more of
the options was incorrectly specified, but the remaining options are set as requested.

The active options and their settings can be displayed by issuing the commands without arguments. The - a option
can be specified to list all available options, even those that are not active.

The client performs some shell-like processing of its commands. In general, this is not an issue for the setting of
options, but if the supplied option value contains a hash symbol (#), the option=value pair must be quoted, either
with single or double quotes. For example:

cozsftp> | zopts "dat acl as=#MYCLASS"

Note

For compatibility with zZ/OS OpenSSH SFTP, the cozsftp command recognizes the following
additional subcommands: ascii and binary. these subcommands are treated as synonyms for | zopt s
node=t ext and| zopt s node=bi nary respectively.

Client session options are determined in the following priority order:

1. Thefi xed: sectionof /et c/ ssh/ cozsftp_confi g (highest priority and non-modifiable)

2. Thefirst matching pattern (if any) from $HOVE/ . ssh/ cozsftp_confi g

3. Thefirst matching pattern (if any) from/ et ¢/ ssh/ cozsftp_confi g

4. Previous interactive commands: | zopt s (described below) in the same session

5. The environment variable SFTP_Z0OS OPTI ONS

6. Thedef aul t: sectionof / et ¢/ ssh/ cozsftp_confi g (lowest priority)

For alist of available options, see Appendix B, Co:Z SFTP options.

For a description of the cozsftp_confi g file format, including how to specify file name patterns, see
Appendix C, Session config files.
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Example: Setting and displaying local (client) transfer options

cozsftp> | zopts node=t ext g
node=t ext
cozsftp> | zopts O
cli ent cp=I BM 1047 | ogl evel =I node=t ext

server cp=I BM 1047

O Thelocal option command | zopt s npde=t ext is used to set the transfer mode to text. mode=binary is
the default.

O The loca option list command | zopt s shows the options currently in effect. In this case, the codepages
clientcpandserver cp are set to the defaults.

Example: Setting multiple local options

cozsftp> | zopts | recl =80, recf mf b, space=trk. 3.2 O
I recl =80, recf m~f b, space=trk. 3.2

O Multiple options can be specified, separated by commas. Note that the SPACE parameter uses periods for
commas to avoid ambiguity.

Example: Showing all local options

cozsftp> | zopts -a O

clientcp=I BM 1047 |inerule=flexible I|oglevel-=l I recl =80
node=t ext over f |l ow=wr ap recf m=fb server cp=I BM 1047
space=trk. 3.2 NCal | ownpunt NCbl ksi ze NCbuf no
NCcopi es NOdat acl as NQdest NCdi r

NOdi sp NOdsor g NOf or s NOgdgnt
NGhol d NO abel NO i ke NOmaxvol
NOngnt cl as NOnor ecal | NCQout des NCr el ease
NOr et pd NOsequence NCGshowal | NGspi n
NGst or cl as NCsysout NOrim NO rtch
NQucount NQuni t NOv ol NOw i t er

0 The option command Izopts -a is used to show all of the available options, even those that are not currently
active.

4.4 Coordinating Transfer Options with a Co:Z SFTP
Server

The enhanced Co:Z SFTP client can connect to any sftp server, including a Co:Z SFTP server. In this case, there are
two sets of transfer options in effect; the enhanced client's and the server's. Client side (local) options are controlled
viathe Izopts command. Server side (remote) options are controlled via the zopts command.
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When transferring POSIX files between a z/OS server and z/OS client, using the default node=bi nary transfer
option both locally and remotely will usualy yield the desired results. If codepage translations need to take place,
the desired cl i ent cp, server cp and node=t ext can be set either locally (via lzopts command) or remotely
(viathe zopts command). The other side can beleft in mrode=bi nary.

When transferring datasets between a z/OS server and z/OS client, it is generaly recommended that
I i nerul e=r dwbe used for binary transfers so that record mode boundaries are preserved.

Starting with Co:Z SFTP version 5.5.0, new dsput and dsget commands may be used to transfer z/OS datasets and
automatically set local and remote transfer options so that new target dataset are allocated with attributes matching

the source dataset. See the section called “ Transferring Datasets Between Co:Z Systems’ for details on these

commands.

When converting from dataset to POSIX file between a z/OS server and z/OS client, the transfer options should be
set where the dataset resides.
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4.5 Working with Datasets

The Co:Z implementation of sftp accepts two prefix strings to identify MV'S datasets as absolute paths. The first
(/ 1) isconsistent with IBM's common usage. A secondary form (/ - / ) isalso available.

Navigating Datasets

The sftp led command can be used to navigate around the z/OS dataset space. Using the dataset prefix / / or/ -/,
the dataset space can be entered. Once there, traversal up and down various dataset levels can be performed
similarly to hierarchical file systems.

Partitioned datasets are treated as directories as well. Once a PDS is made the current working directory, its
members can be listed and retrieved like normal files.

Just as listing the entire catalog from the root is not alowed, it is not possible to make the catalog root the current
working directory. As such, the command lcd // will fail.

Example: Navigating the dataset space

cozsftp> lcd //user g
cozsftp> | pwd O

Local working directory: //USER
cozsftp> lcd coz.testjcl O

cozsftp> | pwd

Local working directory: //USER COZ TESTJCL
cozsftp> lcd .. O

cozsftp> | pwd

Local working directory: //USER COZ

O Using the dataset prefix / / , the high level qualifier user is specified. For lcd commands, the dataset name is
case insengitive.

O The lpwd command will list the current working dataset level. Note that the name is properly displayed in
uppercase

0 Multiple levels can be traversed at a time. Instead of using the normal separator (. ), a slash can be used: Icd
coz/testjcl.

O Theled .. command will move up alevel, as expected.
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Transferring Datasets

Theget and put commands are used to transfer datasets and PDS members.
Any options previously set viathe Izopts are in effect for any given transfer.
Example: Get afile to a text sequential dataset

$ cozsftp user @i nux. com |
Connecting to |inux.com..
user @i nux. com s password:

cozsftp> | zopts node=t ext O
node=t ext
cozsftp> | zopts
cl i ent cp=I BM 1047 | ogl evel =I nmode=t ext
server cp=| S08859- 1
cozsftp> get /tnp/ GPGDSN // USER GPGDSN O

Fet ching /tnp/ GPGDSN to // USER. GPGDSN

ZosDataset[1]: Opening dataset USER GPGDSN for wite with options: new catal og

/ t np/ GPGDSN 100% 1215 1. 2KB/ s 00: 00

ZosDataset[1]: Cosing dataset //USER GPGDSN - 1215 bytes received, 15 records witten
ZosSnf 119Record[1]: SMF Typell9 recordi ng not enabl ed; SMF recordi ng di sabl ed

O This example shows the full connection process, using keyboard-interactive password authentication to a
remote linux system.

O  Thedefault transfer mode of binary is overridden and set tot ext .

0 The get command uses the dataset path prefix // (or, optionaly /- /) to specify that a dataset is to be
written. At the default log level of | (INFO), information is emitted about the transfer process. Note also that
in this case, SMF recording is disabled because the FTP SMF records (type 119) are not currently configured
for recording.

Example: Get a text file to a PDS member

cozsftp> | zopts O

cli ent cp=I BM 1047 | ogl evel =I node=t ext

server cp=l SO8859- 1

cozsftp> lcd //user.coz.testjcl

cozsftp> | pwd

Local working directory: //USER COZ TESTJCL

cozsftp> get /tnp/ GPGDSN O

Fet ching /tnp/ GPGDSN to //USER COZ. TESTJCL/ GPGDSN

ZosDataset[1]: Opening dataset USER COZ TESTJCL(GPGDSN) for wite with options: old

/ t np/ GPGDSN 100% 1215 1. 2KB/ s 00: 00
ZosDataset[1]: O osing dataset //USER COZ TESTJCL(GPGDSN) - 1215 bytes received, 15 records witten

O If this transfer is performed after the prior example, the transfer mode will still be t ext . Using the Izopts
command quickly confirms the active options.

0  The get command uses the dataset path prefix / / and pds member name in parentheses to identify the member
to create.

Example: Transfer PDS members between Co:Z z/OS systems with get and put

PDS members can be transferred between Co:Z z/OS systems using the get and put command, but the target PDS
must already exist. The following examples show how to transfer an individual member or all members of the
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source PDS. NOTE: Starting with Co:Z version 5.5.0, two new commands dsget and dsput were introduced to
make it easier to transfer data sets between two z/OS systems running Co:Z. See the section called “ Transferring
Datasets Between Co:Z Systems” . Note that dsget and dsput can be used to transfer program objects between z/OS
systems, something that is not supported with the standard get and put commands.

cozsftp> put //COZUSER SRC. PDS(MYJCL) // COZUSER. TGT. PDS(MYJCL) O
Upl oadi ng // COZUSER. SRC. PDS( MYJCL) to // COZUSER. TGT. PDS( MYJCL)

cozsftp> get //COZUSER SRC. PDS( MYJCL) // COZUSER. TGT. PDS( MYJCL)
Fet chi ng // COZUSER SRC. PDS(MYJCL) to // COZUSER TGT. PDS( MYJCL)

cozsftp> put //COZUSER. SRC. PDS(*) //COZUSER. TGT. PDS [
Upl oadi ng // COZUSER. SRC. PDS( @AREADMVE) to // COZUSER. TGT. PDS/ @@READVE
Upl oadi ng // COZUSER. SRC. PDS(MYJCL) to // COZUSER. TGT. PDS/ MYJCL

cozsftp> get //COZUSER SRC. PDS/ * // COZUSER. TGT. PDS 0O
Fet chi ng // COZUSER. SRC. PDS/ @AREADVE t o // COZUSER. TGT. PDS/ @AREADVE
Fet chi ng // COZUSER. SRC. PDS/ MYJCL to // COZUSER. TGT. PDS/ MYJCL

cozsftp> cd // COZUSER. SRC. PDS
cozsftp> | cd // COZUSER TGT. PDS

cozsftp> get * O
Fet chi ng // COZUSER. SRC. PDS/ @GREADIVE t o // COZUSER. TGT. PDS/ @A@READVE
Fet chi ng // COZUSER. SRC. PDS/ MYJCL to // COZUSER TGT. PDS/ MYJCL

cozsftp> put *
Upl oadi ng // COZUSER. TGT. PDS( @AREADMVE) to // COZUSER. SRC. PDS/ @GREADVE
Upl oadi ng // COZUSER. TGT. PDS(MYJCL) to // COZUSER. SRC. PDS/ MYJCL

O  Totransfer a specific member specify the member name explicitly in parentheses on both the source and target
PDS.

0 Totransfer all PDS members with a put command, use the syntax (*) after the PDS name on the source. The
target should specify only the PDS name (do not include ( *) here)

O To transfer all PDS members with a get command, use the syntax / / PDS. NAME/ * This syntax is different
because of the way that the SFTP client processes get requests.

O Alternatively, all members of a PDS can be transferred using the * wildcard character if the source and target
directories are the desired PDS names, as shown above.
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Example: Get multiple files using a wild-card pattern to a GDG

In release 2.4.0, support was added to allow multiple files to be downloaded to new generations of a GDG.

cozsftp> | zopts gdgnt O
gdgnt
cozsftp> get /tnp/*.data //USER COZ. GDE +1) O

Fetching /tnp/filel.data to //USER COZ GDG +1)

ZosDataset[1]: Opening dataset //USER COZ. GDG +1) for wite with options: new catal og
/[tnp/filel.data 100% 523 20. 2KB/ s 00: 01
ZosDataset[1]: O osing dataset //USER COZ. GDG (0001V00 - 523 bytes received, 10 records witten O
Fetching /tnp/test2.data to //USER COZ. GO +1)

ZosDataset[1]: Opening dataset //USER COZ. GDG +1) for wite with options: new catal og

/tnp/test2. data 100% 886 18. 5KB/ s 00: 01
ZosDataset[1]: dosing dataset //USER COZ. GDG (0002V00 - 886 bytes received, 12 records witten

0  Wild-card downloading of remote files to new GDG generations is only supported if the gdgnt option is
enabled. Sites should consider adding this option to the default section of ther
[ etcl/lssh/cozsftp_server_configfile

O Thisget command uses awild-card (*) pattern to select any fileinthe/ t np directory that endsin" . dat a".
Each file will be downloaded to a new generation of the target GDG: USER. COZ. GDG.

0 Each file that matches the pattern is transferred separately. The generation name that was used is printed when
the data set is closed.

Example: Put PDS members

cozsftp> | pwd

Local working directory: //USER COZ TESTJCL

cozsftp> put ONETEST /tnp/ ONETEST O

Upl oadi ng ////USER COZ. TESTICL( ONETEST) to /tnp/ ONETEST

ZosDat aset[|]: Opening dataset USER COZ TESTJCL(ONETEST) for read with options: shr

ZosDataset[1]: Cosing dataset //USER COZ TESTJCL(ONETEST) - 38 records read, 3078 bytes sent

cozsftp> put //USER coz.testjcl (*) a0

Upl oadi ng // USER. COZ. TESTJCL( @AREADME) to /t np/ @AREADVE
ZosDataset[1]: Opening dataset USER COZ. TESTJCL( @AREADME) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ TESTJCL( @AREADVE) - 34 records read, 2754 bytes sent
Upl oadi ng // USER. COZ. TESTICL(ALLOCDS) to /tnp/ ALLOCDS
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(ALLOCDS) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ TESTJCL(ALLOCDS) - 6 records read, 486 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( CHKENVD) to /tnp/ CHKENVD
ZosDataset[1]: Opening dataset USER COZ. TESTIJCL(CHKENVD) for read with options: shr

ZosDataset[1]: dosing dataset //USER CQZ TESTJCL(CHKENVD) - 1 records read, 81 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( CHKPOST) to /tnp/ CHKPOST
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(CHKPOST) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(CHKPOST) - 6 records read, 486 bytes sent
Upl oadi ng //USER. COZ. TESTJCL( CHKPRE) to /tnmp/ CHKPRE
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(CHKPRE) for read with options: shr

ZosDataset[1]: dosing dataset //USER CQOZ TESTJCL(CHKPRE) - 72 records read, 5832 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( COZCFGO) to /t mp/ COZCFGO
ZosDat aset[|]: Opening dataset USER COZ TESTJCL(COZCFGO) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(COZCFGD) - 1 records read, 81 bytes sent
Upl oadi ng // USER CQZ. TESTJCL( GPGDSN) to /t np/ GPGDSN
ZosDataset[|]: Opening dataset USER COZ TESTJCL(GPGDSN) for read with options: shr
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ZosDataset[|]: C osing dataset //USER COZ TESTJCL(GPGDSN) - 15 records read, 1215 bytes sent
Up! oadi ng // USER. COZ. TESTJCL( ONETEST) to /tnp/ ONETEST
ZosDataset[|]: Opening dataset USER COZ TESTJCL(ONETEST) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(ONETEST) - 38 records read, 3078 bytes sent
Upl oadi ng //USER. COZ. TESTIJCL( TESTPROC) to /tnp/ TESTPRCC
ZosDataset[1]: Opening dataset USER COZ. TESTICL( TESTPROC) for read with options: shr

ZosDataset[1]: Cosing dataset //USER COZ TESTJCL(TESTPROC) - 111 records read, 8991 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( USERTEST) to /tnp/ USERTEST
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(USERTEST) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ. TESTJCL(USERTEST) - 187 records read, 15147 bytes sent

O Inthis case, the current local directory isthe PDS. This put command will transfer a specific member from a
fully qualified dataset. Alternatively, the command: put //USER.COZ.TESTJCL (ONETEST) /tar get
could be used without regard to the current local directory.

O  When the put command is used on a PDS with "*" specified as the member, all of the members are uploaded.
Note that the ability to specify amask, like ( AB*) isnot currently supported.

Example: Put all generations of a GDG
In release 2.4.0, support was added to allow all generations of a GDG to be uploaded in one put commmand.

cozsftp>1ls -alf //coz.test.gdg
Vol unme Referred Ext Tracks Used Recfm Lrecl Bl kSz Dsorg Dsnane

GDG  COZ. TEST. GDG
6144 PS COZ. TEST. GDG. G0003V00
6144 PS COZ. TEST. GDG. G0004V00
6144 PS COZ. TEST. GDG. G0005V00
6144 PS COZ. TEST. GDG. G0006V00

VPVRKA 2013/ 06/ 04
VPWRKA 2013/ 06/ 04
VPVWRKC 2013/ 06/ 04
VPVRKB 2013/ 06/ 04

PR R e
PR R e
PR R e
cCcCccCc
ocoocoo

cozsftp> put //coz.test.gdg(*) /tmp O

Upl oadi ng // COZ. TEST. GDG. GO003V00 to /tnp/ GO003V0O

ZosDataset[1]: Opening dataset COZ TEST. GDG G0003V00 for read with options: shr

/] COZ. TEST. GDG. GO003V00 20% 10KB 10.0KB/s 00: 03 ETA
ZosDataset[1]: O osing dataset //COZ TEST. GDG (0003V0O0 - 2 records read, 10248 bytes sent

Upl oadi ng // CQOZ. TEST. GDG. G0004V00 to /t nmp/ G004V00

ZosDataset[|]: Opening dataset COZ TEST. GDG G0004V00 for read with options: shr

/] CQZ. TEST. GDG. G0004V00 20% 10KB 10.O0KB/s 00: 03 ETA
ZosDataset[|]: C osing dataset //COZ TEST. GDG G0004V00 - 2 records read, 10248 bytes sent

Upl oadi ng // COZ. TEST. GDG. GO005V00 to /t np/ GO0O05V00

ZosDataset[1]: Opening dataset COZ TEST. GDG. G0005V00 for read with options: shr

/| COz. TEST. GDG. GO005V00 0% 5 0. 0KB/'s 2:43:49 ETA
ZosDataset[1]: dosing dataset //COZ TEST. GDG Q005V00 - 1 records read, 5 bytes sent

Upl oadi ng // COZ. TEST. GDG. G0006V00 to /tnp/ GO006V00

ZosDataset[1]: Opening dataset COZ TEST. GDG G0006V00 for read with options: shr

/] COZ. TEST. GDG. G0006V00 0% 5 0. 0KB/ s 2:43:49 ETA
ZosDataset[1]: dosing dataset //COZ TEST. GDG (0006V00 - 1 records read, 5 bytes sent

O Inthisexample, al generations of a GDG are uploaded to the/ t np directory on the target system. Aswith all
wild-card put commands, if the target directory is not specified it defaults to the current remote working
directory.
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Transferring Datasets Between Co:Z Systems

Starting with 5.5.0, two z/OS systems running Co:Z can transfer data sets more easily with the new interactive
commands dsget and dsput. These commands enable the transfer of datasets without having to specify allocation
parameters. These commands can also be used to transfer PDSE program objects, something that is not possible with
the standard get and put commands.

This feature was introduced in several phases. In order to use the following features, both the Co:Z SFTP client and
server must be at the level (or newer) that introduces the feature:

Version 5.5.0 introduces support for sequential data sets only. The source data set must be a sequential data set. The
target data set (if it exists) must be a sequentia data set. Relative GDGs are NOT supported.

Version 6.0.0 Relative GDGs are now supported for sequential data sets.

This version of Co:Z aso introduces support for partitioned data sets (both PDS and PDSE). Client DD names are
not supported for either the source or target (note that DD names are never supported on the server).

The IBM utility IEBCOPY is used to unload the source PDS(E) and to load the target PDS(E). Consider the
following IEBCOPY notes:

1. If IEBCOPY completes with a non-zero return code, the dsget/dsput operation will fail and the IEBCOPY error
message(s) will be written to the log (either the client or server, depending on where the error occurs).

2. IEBCOPY does not preserve generations for V2 PDSE data sets.

3. If the source data set isa PDS, the maximum block size supported is 32744 due to the way IEBCOPY handlesits
load/unload process. See "IEBCOPY Unload Data Set DCB Parameters' in the zZOS DFSM Sdfp Utilities manual
for more information.

Version 6.2.0 introduces support for individual members of partitioned data sets (both PDS and PDSE). The source
member is specified with the standard member syntax as a suffix to the data set name, enclosed in parentheses. The
target data set must be specified without a member name. If the source data set is a PDSE, the member and its
aliases are copied. If the source data set isaPDS, only the member is copied.

See cozsftp(1) for the command reference.

Example: Transfer sequential data sets between Co:Z systems

Co: Z SFTP version: 5.5.0 (6.4pl) 2019-01-10
Copyright (C) Dovetail ed Technol ogies, LLC. 2008-2019. Al rights reserved.

cozsftp> dsput //CQZ TEST. PS // CQZ TEST. PS. COPY

ZosSettings[|]: Transfer options: *l|inerul e=l 4, *node=bi nary[ bi nary]

ZosDataset[1]: Opening dataset COZ TEST.PS for read with options: shr

Upl oadi ng //COZ. TEST. PS to //CQOZ. TEST. PS. COPY

/1 COZ. TEST. PS 100% 1227KB  1.2MB/s 00: 00
ZosDataset[1]: dosing dataset //COZ TEST.PS - 100 records read, 1256400 bytes sent

cozsftp> dsget -d //CQOZ TEST. PS. COPY //CQzZ. TEST.PS 0O

Fetching //COZ. TEST. PS. COPY to //CQOZ. TEST. PS

ZosSettings[l]: Transfer options: *bl ksize=25120, *dsorg=PS, *| i nerul e=l 4, *| recl =12560,
*node=bi nar y[ bi nary], *recf n=FB, *r epl ace=real | oc[ reuse],
*space=cyl . 2. 2

ZosDat aset[1]: Opening dataset COZ TEST.PS for wite with options:
bl ksi ze(25120) dsorg(PS) Irecl (12560) recfn(F,B)

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 44



Using the Co:Z SFTP client

cyl space(2,2) new catal og
/1 COZ. TEST. PS 100% 1227KB  1.2MB/s 00: 00
ZosDataset[1]: Cosing dataset //COZ TEST.PS - 1256400 bytes received, 100 records witten

0 Inthisdsget command, the - d switch is supplied so that the local dataset will be deleted and reallocated
(replace=realloc) with the attributes of the source data set on the remote system.
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Example: Transfer an entire PDSE between Co:Z systems

Co: Z SFTP version: 6.0.0 (6.4pl) 2020-02-14
Copyright (C) Dovetail ed Technol ogi es, LLC. 2008-2020. All rights reserved.

cozsftp> dsput //CQOZ LLIB //CQZ. LLI B. COPY

Upl oading //COZ. LLIB to //CQZ. LLI B. COPY

ZosSettings[l]: Transfer options: gdgnt, *|inerul e=l 4, *node=bi nar y[ bi nary]
ZosDataset[|]: Opening dataset COZ LLIB for read

ZosDataset[1]: Cosing dataset //COZ LLIB - 296 records read, 1145668 bytes sent

Example: Transfer an entire PDS between Co:Z systems

Co: Z SFTP version: 6.0.0 (6.4pl) 2020-02-14
Copyright (C) Dovetail ed Technol ogi es, LLC. 2008-2020. Al rights reserved.

cozsftp> | zopts | oglevel =D O
| ogl evel =D
cozsftp> dsget //CQOZ SAMPJCL // CQOZ. SAMPJCL. COPY
Fetching //COZ. SAMPICL/ to //COZ. SAMPJCL. COPY
ZosSettings[|]: Transfer options: gdgnt, *linerul e=l 4, *node=bi nary[ bi nary]
ZosDat aset[1]: Opening dataset COZ SAMPJCL. COPY for wite
ZosDataset[|]: C osing dataset //CQZ SAMPJCL. COPY - 86804 bytes received, 25 records witten
I ebcopy[D]: 1 | EBCOPY MESSAGES AND CONTROL STATEMENTS
| ebcopy[ D] : -1EB1135] | EBCOPY FM D HDZ2230 SERVICE LEVEL UA92265 DATED 20170618 DFSMS
| ebcopy[D: | EB1035] GCOETZE *OWSEX 10:33:26 FRI 10 JUL 2020 PARM=' WORK=2M

| ebcopy[ D] : -*OWSEX COPY | NDD=SYS00017, QUTDD=SYS00018 GENERATED STATEMENT
| ebcopy[ D] : Ol EB1013I COPYI NG FROM PDSU | NDD=SYS00017 VOL= DSN=SYS20192. T103325. RAO0O
| ebcopy[D]: | EB1014l TO PDS OUTDD=SYS00018 VOL=VPWRKC DSN=CCZ. SAMPJCL. COPY

| ebcopy[D]: |EB167I FOLLOW NG MEMBER(S) LOADED FROM | NPUT DATA SET REFERENCED BY SYS00017
| ebcopy[D]: |EB154] @GREADME HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] COZCFGD HAS BEEN SUCCESSFULLY LQADED

| ebcopy[ D]: |EB154 COZPROC HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] DTLSPAWN HAS BEEN SUCCESSFULLY LQADED

| ebcopy[ D: |EB154] GPGDSN HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] GREPDSN HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] OFFLDSMF HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] RACDCERT HAS BEEN SUCCESSFULLY LQADED

| ebcopy[ D: |EB1541 RUNLNCH HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] RUNLNCHK HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] RUNLNCHP HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB1541 RUNSFTP HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] RUNSFTPK HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] RUNSFTPS HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] RUNSHELL HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] SFTPIND HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] SFTPPROC HAS BEEN SUCCESSFULLY LQADED

| ebcopy[ D]: |EB154] SFTPSAMP HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] SSHIND HAS BEEN SUCCESSFULLY LQADED

| ebcopy[ D: |EB154] SSHPROC HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB154] SSHSAMP HAS BEEN SUCCESSFULLY LQADED

| ebcopy[ D]: |EB154] WGET2DSN HAS BEEN SUCCESSFULLY LQADED

| ebcopy[D]: |EB1098I 22 OF 22 MEMBERS LOADED FROM | NPUT DATA SET REFERENCED BY SYS00017
| ebcopy[ D: |EB144] THERE ARE 12 UNUSED TRACKS | N OUTPUT DATA SET REFERENCED BY SYS00018
| ebcopy[D]: |EB149] THERE ARE 8 UNUSED DI RECTORY BLOCKS | N OUTPUT DI RECTORY

| ebcopy[D]: |EB147] END OF JOB - 0 WAS HI GHEST SEVERI TY CODE

O By setting the logging level to (D)ebug, the IEBCOPY messages associated with the transfer are emitted.
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Example: Transfer a program object between Co:Z systems

Co: Z SFTP version: 6.2.0 (7.6pl) 2020-08-15
Copyright (C) Dovetail ed Technol ogi es, LLC. 2008-2020. All rights reserved.
cozsftp> | zopts | oglevel =D O
| ogl evel =D
cozsftp> dsget -t //CQOZ LOADLI B( COZBATCH) //CQOZ. NEW.I B O
Fetching //COZ. LOADLI B( COZBATCH) to //COZ. NEW.| B
ZosSettings[l]: Transfer options: gdgnt, *linerul e=l 4, *node=bi nar y[ bi nary]
ZosDataset[1]: Opening dataset COZ. NEW.IB for wite
ZosDataset[1]: dosing dataset //COZ NEW.I B - 284883 bytes received, 78 records witten

I ebcopy[D]: 1 | EBCOPY MESSAGES AND CONTROL STATEMENTS
| ebcopy[ D] : -1EB11351 | EBCOPY FM D HDZ2230 SERVICE LEVEL UA92265 DATED 20170618 DFSMS

| ebcopy[D]: |EB10351 GOETZE *OWSEX 10:47:43 FRI 10 JUL 2020 PARM=' WORK=2M

| ebcopy[ D] : - COPYGROUP | NDD=SYS00005, QUTDD=SYS00006

| ebcopy[ D] : Ol EB1013] COPYI NG FROM PDSU | NDD=SYS00005 VOL= DSN=SYS20192. T104742. RAOOO

| ebcopy[D]: | EB1014I TO PDSE QUTDD=SYS00006 VOL=VPWRKE DSN=CCZ. NEW.| B

| ebcopy[D]: |GA15511 MEMBER COZBATCH HAS BEEN LQADED
| ebcopy[D]: |GA15501 1 OF 1 MEMBERS WERE LOADED
| ebcopy[D]: |EB147] END OF JOB - 0 WAS HI GHEST SEVERI TY CODE

O By setting the logging level to (D)ebug, the IEBCOPY messages associated with the transfer are emitted. In
these messages, it can be seen that only the selected member was loaded into the new data set.

0 Inthisdsget command, the -t switch is supplied so that the unused space in the new data set (which was
alocated with the values of the source data set) will be released.
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Listing datasets and PDS directories

MV'S datasets can be listed using the sftp lls command. Partitioned datasets are treated as directories with their

members as entries.

When listing Z/OS datasets locally with the lIs command, catalog search filter keys are in effect for any wildcard
requests. The catalog search wildcards *, **, and %used in the examples below are described in the IBM manual
DFSMS. Managing Catalogs - SC26-7409. Note that this is different behavior from sftp clients that connect to the
Co:Z sftp-server and list datasets with the Is. In that case, regular file globbing rules are in effect.

Example: Listing datasets

cozsftp> I cd //USER
cozsftp> Ils -al a

Vol une Referred Ext Tracks
WORK84 2008/ 09/ 05 1 1
WORK81 2008/ 09/ 08 1 30
WORK81 2008/ 09/ 11 1 15
WORK84 2008/ 09/ 11 1 1
WORK81 2008/ 09/ 09 1 15

cozsftp> Ils -al //user.coz.t*
Vol ume Referred Ext Tracks
WORK81 2008/ 10/ 20 1 15

cozsftp>Ils -al //user.c*. **
Volune Referred Ext Tracks
WORK81 2008/ 10/ 20 1 30
WORK81 2008/ 10/ 20 1 15
WORK84 2008/ 09/ 25 1 1
WORK81 2008/ 10/ 20 1 15

Used Recfm Lrecl
1 FB 80
? U 0
4 FB 80
1 U 0
3 FB 80
O

Used Recfm Lrecl

4 FB 80

O
Used Recfm Lrecl
? U 0
4 FB 80
1 U 0
4 FB 80

Bl kSz
27920
6144
27920
6144
27920

Bl kSz
27920

Bl kSz
6144
27920
6144
27920

Dsor g
PS
PO E
PO
PS
PO

Dsorg
PO

Dsorg
PO E
PO
PS
PO

Dsnane

USER. AFI LE. TXT
USER. COZ. LOADLI B
USER. COZ. SAMPJCL
USER. COZ. TEST. SEQ
USER. COZ. TESTJCL

Dsnane

USER. COZ. TESTJCL

Dsname

USER. CQOZ.
USER. CQOZ.
USER. CQZ.
USER. CQOZ.

LOADLI B
SAMPJCL
TEST. SEQ
TESTJCL

0 Thelong form of the list command Is -al will list detailed information from the catalog about each dataset.
O Using the catalog search filter key syntax, a single asterisk can be used to as a wildcard for a single dataset

level.

0 Using the catalog search filter key syntax, a double asterisk can be used to perform a deep listing. In this
example, the single and double asterisk syntax is combined to list al of the datasets beginning with the prefix

USER. C.

Example: Listing a PDS directory

cozsftp> lcd //user.coz. sanpj cl O
cozsftp> Ils -al 0

Nane Size Created Changed
@AREADME

BPXBATCH 13 2008/ 04/ 04 2008/ 04/ 04 17:
BPXBATSL 16 2008/ 04/ 03 2008/ 04/ 03 10:
COZCFGED 65 2008/ 03/ 27 2008/ 05/12 14:
CQOZPRCOC 30 2008/ 03/ 27 2008/ 03/ 27 11:
DTLSPAVWN 40 2008/ 05/05 2008/ 05/ 05 09:
GPGDSN 15 2008/ 05/ 05 2008/ 05/ 05 10:

18:
36:
28:
54: 48
31: 08
40: 05

09
52
54

USER
USER
USER
USER
USER
USER
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GREPDSN
GREPSED
OFFLDSMF
RUNCOZ
RUNCQOZ2
RUNCOZ3
RUNSPAVWN
RUNSPWA2
TDI RK
WGET2DSN

12

20
15

54
20
18

2008/ 05/ 05 2008/ 05/ 05

2008/ 03/ 27 2008/ 05/12
2008/ 05/ 05 2008/ 05/ 05
2008/ 05/ 05 2008/ 05/ 06
2008/ 05/ 12 2008/ 05/ 12
2008/ 05/ 12 2008/ 05/ 12
2008/ 04/ 03 2008/ 04/ 03

09:

14.
10:
08:
14:
13:
10:

30:

08:
02:
50:
25:
19:
19:

51

02
51
37
37
05
20

USER

USER
USER
USER
USER
USER
USER

O Theled command is used to make a PDS the current working local "directory”.
O Thells-al command (long list form) is used to display the members of the PDS, including available statistics.
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4.6 Working with POSIX files

This section describes how to use the enhanced client with POSIX files (HFS, zFS) on z/OS. Standard sftp
implementations (including z/OS OpenSSH) support only binary mode file transfers. The Co:Z implementation
provides binary transfer mode by default, but also supports text mode transfers. Text mode transfers are controlled
viathe following options:

» node: whensettot ext causesfiletransfersto be text based.

* clientcp and server cp: When text mode is active, these settings determine the codepage translation that
will take place. The default client code page is | SC8859- 1. The default server code page is the current z/OS
locale.

* i nerul e: When text mode is active, this setting determines how line separators are converted between the
client and server.

Transferring Files

Theget and put commands are used to transfer POSI X files (either on HFS or zFS filesystems).

The options (listed above) that have been previously set viathe Izopts are in effect for any given transfer. All other
options (used for dataset support) are ignored for POSI X file transfers.

Example: Get a text POSIX file

$ cozsftp user @i nux. com O
Connecting to |inux.com..
user @i nux. com s password: ****x

cozsftp> | zopts npde=t ext, server cp=UTF-8 a
node=t ext server cp=UTF- 8

cozsftp> | zopts O

clientcp=l BM 1047 | ogl evel =I node=t ext

server cp=UTF- 8
cozsftp> pwd
Rermot e working directory: /tnp

cozsftp> get nsgs.txt O
Fetching /tnp/nsgs.txt to megs. txt
/tnp/ megs. t xt 100% 19KB 19. 0KB/s 00: 00

ZosPosi xFile[l]: Closing file nsgs.txt - 19488 bytes received, 19488 bytes wittenO
cozsftp>

O This example shows the full connection process, using keyboard-interactive password authentication to a
remote linux system.

O  The default transfer mode of binary is overridden and set to t ext . Additionally, the server (linux) code page
isexplicitly set to UTF- 8.

0 Displays the active options. Note that the client code page, if not explicitly set, defaults to the current zZ/OS
locale.

O  Theget command requests the transfer of the POSIX file using the options in effect.

O  Upon completion, an informational message is written that describes the number of bytes received from the
server and the number of bytes written to the local file. These counts are commonly the same, but changes in
line separators and codepages can result in different counts.
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Example: Put a text POSIX file

cozsftp> put sftp-server.log /tnp O
Upl oadi ng sftp-server.log to /tnp/sftp-server.|og
sftp-server.|og 100% 127 0. 1KB/ s 00: 00

ZosPosi xFile[l]: Cosing file sftp-server.log - 127 bytes read, 127 bytes sent
ZosSnf 119Record[1]: SMF Typell9 recordi ng not enabl ed; SMF recording di sabl ed

0 Theclient text filesft p- server. | og is put to the remote directory / t mp. The active file transfer options
are used.
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4.7 Using the Co:Z SFTP client in batch

The cozsftp client command can be conveniently used in a z/OS batch job without user interaction. The
COZBATCH batch utility, also installed as part of the Co:Z toolkit, makes it easy to run cozsftp (or other Unix
shell scripts) directly as z/OS batch jobs.

The authentication with the remote system must be set up so as not to require any user interaction. There are three
ways to do this with OpenSSH:

* Usethe SSH_ASKPASS environment variable to point to a program that will read a password.
» Use an OpenSSH public/private keypair.
» UseaRACEF Digita Certificate.

For details on these three authentication options, see Appendix F, Client Authentication Mechanisms. Note that
instructions in this appendix must be followed in order to run the examples described below.

Notes for running batch mode SFTP

When sftp is run in batch mode, it isimportant to know that sftp will abort if any of the supplied commands fail (i.e.
complete with a non-zero return code). This behavior is different from an interactive sftp session, where a failed
command will report an error, but the session will continue. In cases where a failed command is expected or
acceptable (e.g. rm old_file, where old_file may not exist) it is useful to direct batch mode sftp to continue
processing. To do this, prefix the command with a dash (-):

-rmold file

Sample SFTPPROC and batch scripts

A sample SFTPPROC and batch scripts (installed in <CQZ_HOVE>/ sanpl es/ sft p_bat ch) are distributed
with the Co:Z toolkit to simplify maintenance and support of batch jobs using the Co:Z SFTP client. Using these
samples achieves the following:

COZBATCH customized for running CO:Z SFTP

installation default options separated from individual JCL members

standards defined for a set of variables controlling connection, authentication, options and filenames

« unix shell script logic separated into separate reusable script files

A NOTE:
The scripts below are designed to be "dotted in" to the COZBATCH job step STDIN DD. As such,
only asingle script invocation is supported per job step.

The reusable script files that are distributed with the Co:Z toolkit are the following:
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 sftp_connect.sh - Connect to a remote system using the Co:Z toolkit cozsftp command. This script connects a
cozsftp client to a remote system running sshd and prepares it to accept batch subcommands. This is the script
that we recommend that most customersuse.

» sftp_get.sh, sftp_put.sh - Get or put a single file to/from a remote system to/from a local (z/OS) file using the
cozsftp command. cozsftp transfer options (Izopts) can be specified to customize the transfer. Please note: Due to
the lack of flexibility in these two scripts, we recommend that most customers use the more flexible
sftp_connect . sh script above.

 sSftp_cat.sh - Get multiple files from a remote system and concatenate them to alocal (zZ/OS) file using the cozsftp
command. This script connects a cozsftp client to aremote system running sshd and issues an Is command to get a
list of files to get. Each of these files is then retrieved and written to the specified local file on z/OS. cozsftp
transfer options (Izopts) can be specified to customize the transfer.

The standard set of variables to control connection, authentication, options and filenames are defined in the table
below. Variables used by all scripts are required for sftp_connect.sh. sftp_cat.sh, sftp_get.sh, and sftp_put.sh invoke
sftp_connect.sh to establish a connection with the remote host. Some variables are used only for specific scripts as
noted in the Script column.

Table 4.1. Script Variables

Variable Script Required Description
user all required Set to the remote userid
host all required Set to the remote host
port all optional Set to the sshd port on the remote host. Port 22 is used
by default
pwdsn all optional Set to afully qualified dataset name (or fully qualified

dataset member) containing the user's remote system
password. If so, SSH_ASKPASS authentication will
be used.

Note: If neither pwdsn or cert is set, Z/OS OpenSSH
defaults will be used for public/private key
authentication.

cert all optional Set to the name of a SAF digital certificate using one
of the following formats:

RING_NAME (no whitespace allowed; the default
label will be used)

RING_NAME:LABEL_NAME (no whitespace
allowed)

"RING_NAME LABEL_NAME" (whitespace
between ring and |abel)

If the first or second format is used, the connection will
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Variable Script Required Description
be authenticated using the Co:Z Toolkit saf-ssh-agent,
which is the recommended approach as hardware
private keys are supported. If the third format is used,
the z/OS OpenSSH identityK eyRingL abel option will
be used for authentication.
Note: If neither pwdsn or cert is set, Z/OS OpenSSH
defaults will be used for public/private key
authentication.
sftp_opts all optional Set to any desired SFTP options, including any ssh
specific options (designated viathe -o switch). Set
using contatenation unless the prior variable setting is
being overwritten.
cozbin_dir all optional Set to the absolute path of the installed Co:Z Toolkit
"bin" directory. If not set, this directory must be
present in the current PATH environment variable.
script_dir all optional Set to the absolute path of the directory containing the
sftp_batch scripts (including thisfile). All scripts are
assumed to be in this directory. If not set, this directory
must be present in the current PATH environment
variable.
Ifile sftp_get.shand | required Set to the local file to be created or transferred.
sftp_put.sh
rfile sftp_get.shand | required Set to the remote file to get or put.
sftp_put.sh
|zopts sftp_get.sh, optional Set to cozsftp transfer options required for the transfer
sftp_put.sh, and (e.g. mode=text,replace=no)
sftp_cat.sh
Idsn sftp_cat.sh required Set to the local dataset or DD to be written
rpat sftp_cat.sh required Set to the remote file pattern to get
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Using the sample SFTPPROC and scripts, the following batch job conditionally creates a directory on the remote
system and transfers a data set to it:

// PROCLI B JCLLI B ORDER='" COZUSER. COZ. SAMPJCL"

[1*
//*********************************************************************
/1* Use the sftp_connect.sh script to connect to a renpte system

/1* and send sftp comands. This exanple uses a ssh key stored in a
/1* SAF digital certificate
//*********************************************************************
/| SFTPCONN EXEC PROC=SFTPPRCC

/] SFTPI N DD * O

cert="MY- Rl NG RSA- CERT"

user =myuser

host =nyhost

$script _dir/sftp_connect.sh <<EOB 0O
-nkdi r out bound 0O
| zopt s node=t ext
put // COZUSER MYDATA out bound/ nydat a. t xt
EOB
[]*

O  All of theinput to SFTPIN is processed by the z/OS UNIX shell, and therefore normal shell script quoting and
interpolation rules apply.

0 The symbols "<< EOB" followed by an ending EOB define a HERE document which, in this example, is an
inline string containing SFTP commands. Normal shell script *here’-document substitutions will be made.

O  If an SFTP command failsin batch mode, the script will exit at the point of failure with a non-zero return code.
In this case, if the target of the mkdir command already exists, the command will fail. Prefixing the command
withadash" - " will cause the return code to be ignored for this command, allowing the script to continue.

If you only need to download a remote file, you can use the somewhat simpler sft p_get . sh script:

// PROCLI B JCLLI B ORDER=" COZUSER. COZ. SAMPJCL'

*
;;*********************************************************************
/1* Use the sftp get.sh script to retrieve a renpote file to a |oca
//* data set. This exanple uses a password (via the SSH ASKPASS
/1* protocol) to connect to the renpte system
//*********************************************************************
/| SFTPGET EXEC PROC=SFTPPRCC
/1 SFTPIN DD *
pwdsn=" COZUSER. COZ. SAMPJCL( PW "
user =myuser
host =nyhost
| zopt s="node=t ext "

[ file=//DD: MYDD
rfile=/etc/profile

$script_dir/sftp_get.sh
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//MYDD DD DSN=CCZUSER. SFTPGET. DATA, DI SP=( MOD, KEEP) ,
/1 DCB=( LRECL=80, RECFM=FB) , SPACE=( CYL, (3, 1))
e

The sections bel ow describe the SFTPPROC, installation default options, and a few more examples.

PROC for executing the Co:Z SFTP client (cozsftp) in batch

The SFTPPROC sample JCL distributed with the Co:Z toolkit can be used as a tailorable model for customizing
COZBATCH for using CO:Z SFTP.

//*********************************************************************
/1>

/1* PROC for executing the Co:Z SFTP client (cozsftp) in batch

[1*

/1* Tailor the proc for your installation:

//* 1.) Tailor LIBRARY with the PDSE that contains the

/1> CQZ | oad nodul e.

/1* 2.) Tailor SFTPIND= to point to SAMPICL nenber that contains
[1* site specific shell variable settings for running the

/1* Co: Z SFTP batch scripts

/1* 3.) Review the Co:Z SFTP batch scripts (located in

[1* $COZHOVE/ sanpl es/ sftp_batch) for additional shell variables
[]* to set for individual jobs to get, put, connect, etc...

//*********************************************************************

/ | EXSFTP PROC ARGS=, [-L<log_opt>] O

/1 LI BRARY=' COZUSER. COZ. LOADLI B', < STEPLI B FOR COZBATCH

/1 SFTPI ND=" COZUSER. CQZ. SAMPJCL(SFTPIND)', < Installation defaults O
/1 REGSI ZE=' 64M < Execution region size
/1 LEPARM=" '

/I RUNSFTP EXEC PGVECOZBATCH, REG ON=&REGSI ZE, [0

/1 PARME' &LEPARM &ARGS'

/] STEPLI B DD DSN=&LI| BRARY, DI SP=SHR

/1 STDI N DD DSN=&SFTPI ND, DI SP=SHR 0O

N

I DD DDNAME=SFTPI N

[/ SFTPIN DD DUMW < Custom zed stdin to SFTP O
[1*

/1 PEND

0 COZBATCH logging may be added to ARGS for problem diagnosis.

O Defines the member that contains the installation CO:Z SFTP defaults. These defaults can be overriden in
individual jobs as necessary.

O  Defines the program to execute as COZBATCH, a utility similar to IBM's BPXBATCH. COZBATCH runs
aUnix login shell in the original address space.

0 Ensures that the site specific installation defaults are included first in STDIN, before any job specific
commands.

0 Definesanamefor STDIN allowing jobs using this proc to include commands in STDIN.
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Co:Z SFTP Batch Script Settings

The SFTPIND sample JCL member distributed with the Co:Z toolkit can be used as a tailorable model for CO:Z
SFTP installation defaults.

TR HH PR H R R R R H R R
# Co:Z SFTP Batch Script Settings

# The shell variabl es bel ow can be set to site specific values, but may

# be overridden in individual jobs.

HAHHH R HH R R R R R R R R R R R R R R R R R R R R R R R R R

#

# CONFI GURATI ON VARI ABLES:

#

# cozbin_dir - May be set to the absolute path of the installed Co:Z Tool kit

# "bin" directory. |If not set, this directory nust be present in
# the current user's PATH environnent vari abl e.

# script_dir - May be set to the absolute path of the directory containing the
# sftp_batch scripts (including this file). All scripts are

# assuned to be in this directory. |If not set, this directory nust
# be present in the current user's PATH environnent vari abl e.

#

cozbin_dir="/usr/local/coz/bin" O

script_dir="/usr/local/coz/sanpl es/sftp_batch" O

#

# SFTP OPTI ONS VARI ABLE:

#

# sftp_opts - May be set to any site specific SFTP options, including any ssh
# options (designated via the -o switch).
#

sftp_opts=""

sftp_opts="$sftp_opts -oConnect Ti neout =60"
sftp_opts="$sftp_opts -oServerAlivelnterval =60" O

#

# Set the following option to "no" if you would like to
# automatically accept host keys for new servers.
sftp_opts="$sftp_opts -oStrictHost KeyChecki ng=yes"

O Defines avariable for the location of the cozsftp executable. This variable is used by the sftp batch scripts to
execute the cozsftp command.

0 Defines avariable for the location of the sample or customized version of the sftp batch scripts. This variable
isused in all jobs executing the sftp batch scripts.

0 Sets globa installation options as necessary. Note that the sftp_opts variable is appended as each option is
added. Jobs using SFTPPROC can reset or append to these options using this variable.

Logging in batch

Co:Z SFTP Client logging is described earlier in this chapter (Section 4.2, “ Co:Z SFTP client logging”). This
section describes how to set these options in batch.

OpenSSH SFTP logging is enabled by passing the -v option on the sftp command. This can be done in batch by
appending the desired -v option to the sftp_opts variable in the STDIN section of the job:

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 57



Using the Co:Z SFTP client

// SFTPIN DD *
sftp_opts="$sftp_opts -vvv"

Co:Z SFTP client logging is enabled by exporting the COZ_LOGvariable in the STDIN section of the job.

// SFTPIN DD *
export CQOZ LOG=T

COZBATCH logging is enabled by adding a parameter to the EXEC statement for the SFTPRPOC. The following
example uses the - LD command switch to set the default logging level to "Debug” for COZBATCH. Thet optionis
also used to prefix al messages with atimestamp.

[ | SFTPGET EXEC PROC=SFTPPRCC,
ARGS=' - LD, t'
/1 SFTPI N DD *

Finally, it is often very helpful to see details about the Unix System Service shell script processing of the input to
COZBATCH. This can be controlled by explicitly requesting a login shell (/ bi n/ sh - L) aong with the trace
option ( - X) . The following exampl e sets both the COZBATCH logging level to "Debug" and these shell options:

/| SFTPGET EXEC PROC=SFTPPRCC,
ARGS=' -LD,t /bin/sh -L -x'
/1 SFTPI N DD *

Batch job containing examples of running cozsftp in batch

The SFTPSAMP sample JCL distributed with the Co:Z toolkit can be used as a tailorable model for writing batch
jobsusing CO:Z SFTP.

[/ SFTPSAMP  JOB (), ' DOVETAI L', MSGCLASS=H, NOTI FY=&SYSUl D

/1 PROCLI B JCLLI B ORDER=" COZUSER. COZ. SAMPJCL'

/1*
//*********************************************************************
/1>

/1* Batch job containing exanples of running cozsftp in batch
[1*

/1* Tailor the proc and job for your installation:

//* 1.) Modify the Job card per your installation's requirenments
/1* 2.) Mdify the PROCLIB card to point to this PDS, or wherever
/1* t he SFTPPRCC procedure has been install ed.

[1*

//*********************************************************************

/¥
//*********************************************************************
/1* Use the sftp_connect.sh script to connect to a renpte system

/1* and send sftp comands. This exanple uses a ssh key stored in a
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/1* SAF digital certificate
//*********************************************************************
/ | SFTPCONN EXEC PROC=SFTPPROC

// SFTPI N DD *

cert="M- Rl NG RSA- CERT"

user =myuser

host =nyhost

$script_dir/sftp_connect.sh << EOB
| zopt s npde=t ext

-nkdir i ncom ng # use the "-" prefix in case directory already exists
put nydata.txt inconi ng

EOB

[1*

//*********************************************************************

/1* Use the sftp get.sh script to retrieve a renpote file to a |oca
/1* dataset. This exanple uses a user ssh key stored in a SAF

/1* digital certificate
//*********************************************************************
/| SFTPGET EXEC PROC=SFTPPRCC [

[/ SFTPIN DD * 0O

cert =" MY- RI NG RSA- CERT" [

user =myuser

host =nyhost

| zopt s="node=t ext "

[ file=//DD: MYDD

rfile=/etc/profile

$script_dir/sftp_get.sh O

// M\YDD DD DSN=COZUSER. SFTPCET. DATA, DI SP=( MOD, KEEP)
/1 DCB=( LRECL=80, RECFM=FB) , SPACE=( CYL, (3, 1))

*
;;*********************************************************************
/1* Use the sftp put.sh script to send a local file to a renote
/1* file. This exanple uses a password (via the SSH ASKPASS pr ot ocol)
//* to connect to the renpte system
//*********************************************************************
/| SFTPPUT EXEC PROC=SFTPPROC
// SFTPIN DD *
pwdsn=" COZUSER. COZ. SAMPJCL( PW "
user =myuser
host =nyhost
| zopt s="npde=t ext "

Ifile=/etc/profile
rfil e=/home/ myuser/zprofile.txt

# Don't try to use our public key even if we have a default one
# This would not normally be a required setting
sft p_opts="3$sft p_opts -oPubkeyAut henticati on=no"

$script_dir/sftp_put.sh

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide

59



Using the Co:Z SFTP client

*
;;*********************************************************************
/1* Use the sftp cat.sh script to retrieve multiple files froma renote
/1* system and concatenate themto a |ocal dataset. This exanple uses
/[1* z/ OS QpenSSH defaults for public/private key authentication
/1* (because neither the "cert" or "pwdsn" variables are defined)
//*********************************************************************
/| SFTPCAT EXEC PROC=SFTPPRCC
/1 SFTPIN DD *
user =myuser
host =nyhost
| zopt s="npde=t ext "
| dsn="// DD: MYDD"

r pat =/ honme/ myuser/ doc/ *. t xt

$script_dir/sftp_cat.sh

/ *

//MYDD DD DSN=CCZUSER. SFTPCAT. DATA, DI SP=( MOD, KEEP) ,
/1 DCB=( LRECL=80, RECFM=FB) , SPACE=( CYL, (3, 1))
/1

0  Each step in this sample job uses the SFTPPROC.

0  Each step uses SFTPIN defined by the SFTPPROC.

0 Sets dl variables required for sftp_get.sh. Note that some required variables are in the installation global
defaults. Global variables may be optionally overriden here before calling the shell script.

0  Executessftp_get.sh to get afile from the remote system saving it in the data set defined by /MY DD.
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Wild-card downloading using a DD

In release 2.4.0, support was added to alow multiple files to be downloaded using a wild-card pattern (*) to asingle
DD if the DD was allocated with DISP=MOD.

/| SFTPGET EXEC PROC=SFTPPROC
// SFTPIN DD *
user =myuser
host =nyhost
pwdsn=" COZUSER. COZ. SAMPJCL( PW "
| zopt s="node=t ext "
I file=//DD MYDD O
rfile=/somedir/*.trn 0O

$script _dir/sftp get.sh 0O

/1 MYDD DD DSN=COZUSER. SFTP. MULTI GET. DATA, DI SP=( MOD, CATLG, DELETE), O
/1 DCB=( LRECL=2052, RECFM=FB) , SPACE=( CYL, (3, 1))

O Thelfil e variable references a DD in the job step that is alocated with DISP=MOD. This allows multiple
files to be downloaded, in succession, to the end of the same target dataset. Each matching file will be
downloaded separately, in alphabetical order.

0 The get command uses a wild-card (*) pattern to select any file in the / sonedi r directory that ends in
"Ltrn".

0  Theunderlying get subcommand generated by the sftp_get.sh script will be:
get /somedir/*.trn //DD:MYDD
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Conditional command processing

In release 7.0.0, support was added to alow basici f / t hen/ el se command processing in the Co:Z SFTP client.
This section shows usage examples, but additional information can be found in the cozsftp command reference.

In the following example, aremote filer enot e. dat a will be downloaded only if it exists. The job step will get a
return code O if either the remote file doesn't exist, or if it does and it is downloaded successfully.

/| SFTPCNDL EXEC PROC=SFTPPRCC

// SFTPIN DD *

user =myuser

host =myhost
$script_dir/sftp_connect.sh <<EOD

| zopt s node=t ext, recf mevb, | recl =2048, space=cyl . 1.1

% f

cd /renmote/dir

I's renpte. data

% hen

get renote.data //HLQ My. LOCAL

9% i

ECD

/1

In this next example, afileis uploaded in an % f block but if that fails an %&l se block is used to attempt to put it
to an alternate directory.

/| SFTPCND2 EXEC PROC=SFTPPRCC
/1 SFTPIN DD *
user =myuser
host =nyhost
$script _dir/sftp _connect.sh <<EOD
| zopt s npde=t ext
% f
cd /renpte/dir
put //HLQ MY.LOCAL renote.data
%l se
cd /renpte/alt/dir
put //HLQ My.LOCAL renpte. data
9% i
ECD
/1

In the following example, several put commands are executed in an % f block. The block will terminate if any of
these should fail, but the get command following the block will still be attempted. The exit code will be zero even if
acommand inthe % f block fails.

/| SFTPCND3 EXEC PROC=SFTPPRCC
/] SFTPI N DD *

user =nyuser

host =myhost
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$script_dir/sftp_connect.sh <<EOD

| zopt s nopde=t ext
cd /renpte/dir
% f

put //HLQ MY.LOCAL1 renotel.data
put //HLQ MY.LOCAL2 renote?2.data
put //HLQ MY.LOCAL3 renote3.data

% i

| zopts recfnefb, | recl =80, space=trk. 3.3
get renoted.data //HLQ M. LOCAL4

ECD
1/
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5. Automation with System Console
Messages

If console messages are needed for automation, the following methods can be used:

5.1 Console Notification Co:Z SFTP Option (Notify)

By setting the Co:Z SFTP noti fy option, WTO messages can be written on completion of the following
commands: put, get, rm and rename. These command completion messages are supported by the Co:Z SFTP client
and server. The message text written to the sytem console is configurable in the sitewide server and client

configuration files. See Section C.1, “ Specifying natification (immutable) options” for information on the message
template configuration and Section B.1, “ General transfer options’ for information onthe not i f y option.

5.2 Post Completion Exit (CZPOSTPR)

The Co:Z SFTP server supports a user post completion exit (CZPOSTPR) which is compatible with the FTPOSTPR
exit supported by the IBM z/OS FTP server. A customer may implement this exit to write WTO messages as
required for an installation's automation needs. For additional information, see the Co:Z SFTP Exits Guide.

5.3 SMF Exit

Co:Z SFTP writes SMF type 119 records that capture file transfer completion details. A customer may implement a
SMF exit to write WTO messages as required for an installation's automation requirements. For additional
information on the records written by the Co:Z SFTP server and client, see Appendix E, SMF Information.
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o cozsftp(1)
» dftp-server(1)
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Name
cozsftp — secure file transfer program for zZ/OS

Synopsis

cozsftp [-46AaCf Npgrv] [-B buffer_size]

[
[-b batchfile] [-c cipher]

[-D sftp_server_path] [-F ssh_config]
[-1 identity file] [-J destination]
[-k nmy-ring:my-cert] [-] limt]

[-0 ssh_option] [-P port]

[-R numrequests] [-S prograni

[-s subsystem | sftp_server]
destination

Description

cozsftp is an interactive file transfer program, similar to ftp(1), which performs all operations over an encrypted
ssh(1) transport. It may also use many features of ssh, such as public key authentication and compression.

The destination may be specified either as [user @]host[:path] or as a URI in the form
sftp://[user @]host [:por t ][/pat h].

If the destination includes a path and it is not a directory, sftp will retrieve files automaticaly if a
non-interactive authentication method is used; otherwise it will do so after successful interactive authentication.

If no path is specified, or if the path is a directory, sftp will log in to the specified host and enter interactive
command mode, changing to the remote directory if one was specified. An optional trailing slash can be used to
force the path to be interpreted as a directory.

Since some usage formats use colon characters to delimit host names from path names, |Pv6 addresses must be
enclosed in square brackets to avoid ambiguity.

Z/OS specific notes:

* cozsftp isa z/OS specific version of the OpenSSH sftp command

* Includes support for z/OS artifacts such as data sets and JES spool access

 Features and options that are different from the base sftp command are noted below with [2/OS ..]

» Starting in release 6.1.0, the exit code returned by the cozsftp command indicates more clearly where a failure
occurred. When a non-zero return code is set, it will be one of 8 (failure in SFTP), 12 (failure starting an SSH
connection), or 16 (the SSH connection failed after starting SFTP). If the original OpenSSH sftp exit codes are
required, export environment variable COZ_SFTP_EXI T_CODES=0LD

Options
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-4
Forces cozsftp to use IPv4 addresses only.

-6
Forces cozsftp to use IPv6 addresses only.

-A
Allows forwarding of ssh-agent(1) to the remote system. The default is not to forward an authentication agent.

-a
Attempt to continue interrupted transfers rather than overwriting existing partial or complete copies of files. If
the partial contents differ from those being transferred, then the resultant file is likely to be corrupt.

- B buffer_size
Specify the size of the buffer that cozsftp uses when transferring files. Larger buffers require fewer round trips
at the cost of higher memory consumption. The default is 32768 bytes.

- b batchfile
Batch mode reads a series of commands from an input batchfile instead of stdin. Since it lacks user interaction it
should be used in conjunction with non-interactive authentication. A batchfile of *-' may be used to indicate
standard input. cozsftp will abort if any of the following commands fail: get, put, reget, rename, In, rm, mkdir,
chdir, Is, Ichdir, chmod, chown, chgrp, Ipwd, df, symlink, and Imkdir. Termination on error can be suppressed
on acommand by command basis by prefixing the command with a™-' character (for example, -rm /tmp/blah*).

Co:Z SFTP V7.0.0 and later supports the conditional commands: %if, %then, %else, and %fi, which may
only be used in batch mode. See more information below.

-C
Enables compression (viassh's -C flag).

- ¢ cipher
Selects the cipher to use for encrypting the data transfers. This option is directly passed to ssh(1).

- Dsftp_server_path
Connect directly to alocal sftp server (rather than via ssh(1)). This option may be useful in debugging the client
and server.

- F ssh_config
Specifies an alternative per-user configuration file for ssh(1). This option is directly passed to ssh(1).

-f
Requests that files be flushed to disk immediately after transfer. When uploading files, this feature is only
enabled if the server implements the "fsync@openssh.com™ extension.

-1 identity file
Selects the file from which the identity (private key) for public key authentication is read. This option is directly
passed to ssh(1).

- J destination
Connect to the target host by first making an sftp connection to the jump host described by destination and then
establishing a TCP forwarding to the ultimate destination from there. Multiple jump hops may be specified
separated by comma characters. Thisis a shortcut to specify a ProxyJump configuration directive. Thisoption is
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directly passed to ssh(1).

- k my-ring:my-cert
[2Z/OS only] Specifies a SAF/RACEF certificate for SSH authentication. if :mycert is not specified, the default
certificate label for the given key ring will be used.

-1 limit
Limits the used bandwidth, specified in Kbit/s.

-N
Disables quiet mode.

- 0 ssh_option
Can be used to pass options to ssh in the format used in ssh_config(5). Thisis useful for specifying options for
which there is no separate sftp command-line flag. For example, to limit the number of password prompts
allowed to one use: cozsftp -oNumberOfPasswordPrompts=1. For full details of the options allowed, and their
possible values, see ssh_config(5).

- P port
Specifies the port to connect to on the remote host.

-p
[zZ/0S Unix files only] Preserves modification times, access times, and modes from the origina files
transferred.

-q
Quiet mode: disables the progress meter as well as warning and diagnostic messages from ssh(1).

- Rnum_requests
Specify how many reguests may be outstanding at any one time. Increasing this may dlightly improve file
transfer speed but will increase memory usage. The default is 64 outstanding requests.

-r
[2/OS Unix files only] Recursively copy entire directories when uploading and downloading. Note that sftp
does not follow symbolic links encountered in the tree traversal.

- S program
Name of the program to use for the encrypted connection. The program must understand ssh(1) options.

- s subsystem | sftp_server
Specifies the SSH2 subsystem or the path for an sftp server on the remote host.

-V
Raise logging level. This option is also passed to ssh.

Interactive Commands

cozsftp understands a set of commands similar to those of ftp(1). Commands are case insensitive. Pathnames that
contain spaces, specia characters recognized by glob(3), or # must be enclosed in quotes or these characters must
be escaped with a backslash ('\"). If not quoted or escaped, the '# character indicates that the remainder of the lineis
a comment. If the input commands are being processed within a shell *here’-document, then normal UNIX shell
substitutions will be made.
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ascii
[270S added] Aliasfor: 1zopts mode=text

append [-Pp] local-path [remote-path]
[2/0S added] Upload local-path and append it to the end of a remote file on the remote machine. If the remote
path name is not specified, it is given the same name it has on the local machine. local-path may contain glob(3)
characters and may match multiple files. If it does and remote-path is specified, then remote-path must specify a
directory. The remotefileis created if it does not exist.

[2/OS Unix files only] If either the -P or -p flag is specified, then full file permissions and access times are
copied to the remote file.

[2/OS Note:] The append command is implemented by opening the remote file and then obtaining its current
size as the initial offset for writing data. Some SFTP server products may not support this correctly. If the
remote server is Co:Z SFTP, then the append command will be rejected if the current file transfer options (e.g.
linerule, translation) allow the file size to be changed. The append command is not supported to a remote Co:Z
SFTP data set; use the put command after setting the server option: Is /+disp=mod to append to the end of a
remote z/OS data set.

binary
[2/0S added] Aliasfor: Izopts mode=binary

bye
Quit cozsftp.

cd path
Change remote directory to path.

chgrp [-h] grp path
[2/OS Unix files only] Change group of file path to grp. path may contain glob(3) characters and may match
multiple files. grp must be a numeric GID.

If the -h flag is specified, then symlinks will not be followed. Note that this is only supported by servers that
implement the "l setstat@openssh.com” extension.

chmod [-h] mode path
[2/OS Unix files only] Change permissions of file path to own. path may contain glob(3) characters and may
match multiplefiles.

If the -h flag is specified, then symlinks will not be followed. Note that this is only supported by servers that
implement the "l setstat@openssh.com” extension.

chown [-h] own path
[2/OS Unix files only] Change owner of file path to own. path may contain glob(3) characters and may match
multiple files. own must be a numeric UID.

If the -h flag is specified, then symlinks will not be followed. Note that this is only supported by servers that
implement the "I setstat@openssh.com” extension.

df [-hi] [path]
[z/OS Unix files only] Display usage information for the filesystem holding the current directory (or path if
specified). If the -h flag is specified, the capacity information will be displayed using "human-readable”
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suffixes. The -i flag requests display of inode information in addition to capacity information. This command is
only supported on servers that implement the " statvfs@openssh.com” extension.

exit
Quit cozsftp.

dsget [-dtu] remote-dataset [local-dataset]

dsput [-dtu] local-dataset [remote-dataset]
[2/0OS data sets only] Copy data sets between the local and remote system. The target data set will be allocated
with attributes similar to the source data set (multi-volume data sets are not supported and compression is hot
considered). Records will be transferred without modification between the source and target data sets. This
feature was introduced in several phases. In order to use the following features, BOTH the Co:Z SFTP client
and server must be at the level (or newer) that introduces the feature:

Version 5.5.0 introduces support for sequential data sets only. The source data set must be a sequential data set.
The target data set (if it exists) must be a sequential data set. Relative GDGs are NOT supported.

Version 6.0.0 introduces support for partitioned data sets (both PDS and PDSE). Client DD names are NOT
supported for either the source or target (note that DD names are never supported on the server). The IBM
utility IEBCOPY is used to unload the source PDS(E) and to load the target PDS(E). If IEBCOPY completes
with a non-zero return code, the dsget/dsput operation will fail and the IEBCOPY error message(s) will be
written to the log (either the client or server, depending on where the error occurs). Notes: dsput/dsget do not
copy member generations or the setting of PDSE V2 status or MAXGENS. If the source data set is a PDS, the
maximum block size supported is 32744.

Relative GDGs are now supported for sequential data sets.

Version 6.2.0 introduces support for individual members of partitioned data sets (both PDS and PDSE). The
source member is specified with the standard member syntax as a suffix to the data set name, enclosed in
parentheses. The target data set must be specified without a member name. If the target data set exists the
transfer will fail unlessthe-d or -u flag is also supplied. A new flag -t can be specified to trim the target data set
of unused space after the transfer compl etes (see below).

If the source data set is a PDSE, the member and its aliases are copied. If the source data set is a PDS, only the
member is copied.

| ocal - dat aset

The name of the source (dsput) or target (dsget) MV S dataset on the local system. A dataset name prefixed by
"/[" indicates an absolute name. If the dataset name does not start with "//*, then the current local working
directory must be a dataset qualifier "//..." which will be added as a prefix for the complete local dataset name.

renot e- dat aset

The name of the source (dsget) or target (dsput) MV S dataset on the remote system. A dataset name prefixed by
"I[" indicates an absolute name. If the dataset name does not start with "//", then the current remote working
directory must be a dataset qualifier "//..." which will be added as a prefix for the complete remote dataset
name.

If the target dataset name is not specified, then it will default to the same as the source dataset name (whether it
be absolute or relative).

If the -d flag is specified and the target dataset exists, then it will be deleted and reallocated. If the -u flag is
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specified and the target dataset exists, it will be reused without reallocation. In this case, it is the user's
responsibility to ensure that the record format is compatible and the space is sufficient. The -d and -u flags are
mutually exclusive. If neither is specified and the target data set exists, then the command will fail. The -u flag
and -d flags are data set level flags. This means that -u is required for single member transfers to an existing
data set even if the target data set does not have a member of the same name.

If the -t flag is specified, the target data set will be trimmed of unused space after the transfer completes.
Because the target data set is allocated with attributes similar to the source data set, this flag is most useful
when transferring a single member to atarget data set where al of the original allocation is not needed.

The following options will be copied/derived from the source dataset when allocating the target dataset:
recfmlrecl, bl ksi ze, space, dsnt ype, eat t r. Space units will be converted to either cylinders or
tracks. The primary space quantity will be the allocated size of the source dataset on its first volume. If the user
wants a multi-volume target dataset, the maxvol option must be explicitly set. Compression will not be
considered in space allocation: if the source dataset is compressed, the target dataset space may not be sufficient
if an uncompressed data classis used.

get [-af pR] remote-path [local-path]
Retrieve the remote-path and store it on the local machine. If the local path name is not specified, it is given the
same name it has on the remote machine. remote-path may contain glob(3) characters and may match multiple
files. If it does and local-path is specified, then local-path must specify a directory.

If the -aflag is specified, then attempt to resume partia transfers of existing files. Note that resumption assumes
that any partial copy of the local file matches the remote copy. If the remote file differs from the partial local
copy then the resultant file islikely to be corrupt.

If the -f flag is specified, then fsync() will be called after the file transfer has completed to flush the file to disk.
If the -p flag is specified, then full file permissions and access times are copied too.

If the -R flag is specified then directories will be copied recursively. Note that sftp does not follow symbolic
links when performing recursive transfers.

[2/0S Unix files only] No flags are supported if either the local or remote file is a zZ/OS data set. The -ais aso
not supported for z/OS Unix files if the current file transfer options (e.g. linerule, trandation) alow the file size
to be changed

help
Display help text.

Icd path
Change local directory to path.

lIs[ls-options [path]]
Display local directory listing of either path or current directory if path is not specified. Is-options may contain
any flags supported by the local system's IS(1) command. path may contain glob(3) characters and may match
multiple files.

[2/09] lls-h and -S are not supported because the z/OS |s command does support these options. The -n option is
displayed as -l for data sets rather than displaying anumerical listing.

Imkdir path
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[2/0S Unix files only] Create local directory specified by path.

In [-5] oldpath newpath
[2/0OS Unix files only] Create a link from oldpath to newpath. If the -s flag is specified the created link is a
symbolic link, otherwise it isahard link.

[pwd
Print local working directory.

Is[-1afhinrSt] [path]
Display a remote directory listing of either path or the current directory if path is not specified. path may
contain glob(3) characters and may match multiple files.

The following flags are recognized and alter the behaviour of Isaccordingly:

-1
Produce single columnar output.

-a
List files beginning with adot (°.").

-f
Do not sort the listing. The default sort order is lexicographical.

-h

When used with a long format option, use unit suffixes. Byte, Kilobyte, Megabyte, Gigabyte, Terabyte,
Petabyte, and Exabyte in order to reduce the number of digits to four or fewer using powers of 2 for sizes
(K=1024, M=1048576, €tc.).

If the remote server is Co:Z SFTP, the numerical long form listing is displayed data sets when -h is used with
either -1 or -n

-1
Display additional details including permissions and ownership information.

If the remote server is Co:Z SFTP, for data sets this returns the following (unless the Co:Z unixls option is set):
Volume, Referred, Ext, Tracks, Used, Recfm, Lrecl, BIkSz, Dsorg, Dsname.

-n
Produce along listing with user and group information presented numerically.

If the remote server is Co:Z SFTP, for data sets this displays the estimated data set size when possible.

-r
Reverse the sort order of thelisting.

-S
Sort the listing by file size.

-t
Sort the listing by last modification time.

lumask umask
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Set local umask to umask.

|zopts [-a] [option=value,...]

[2/0S added] Set local (client) file transfer options. These options are set prior to initiating file/dataset transfers
from z/OS to aremote host.

Multiple options can be set by separating the option=value pairs with commas. An error is returned if one or
more of the options was incorrectly specified, but the remaining options are set as requested.

The active options and their settings can be displayed by issuing the |zopts command without arguments. The -a
option can be specified to list al available options, even those that are not active.

For the set of Co:Z SFTP Options, seethe Co:Z SFTP - User's Guide.

mkdir path

Create remote directory specified by path. If the remote server is Co:Z SFTP, the path may be a //data-set-name
inwhich case Co:Z SFTP serve will create a PDS or PDSE if no data set with this name alread exists.

progress

Toggle display of progress meter.

put [-afpR] local-path [remote-path]

pwd

quit

Upload local-path and store it on the remote machine. If the remote path name is not specified, it is given the
same name it has on the local machine. local-path may contain glob(3) characters and may match multiple files.
If it does and remote-path is specified, then remote-path must specify a directory.

If the -aflag is specified, then attempt to resume partia transfers of existing files. Note that resumption assumes
that any partia copy of the remote file matches the local copy. If the local file contents differ from the remote
local copy then the resultant file islikely to be corrupt.

If the -f flag is specified, then a request will be sent to the server to call fsync() after the file has been
transferred. Note that thisis only supported by servers that implement the "fsync@openssh.com” extension.

If the -p flag is specified, then full file permissions and access times are copied too.

If the -R flag is specified then directories will be copied recursively. Note that sftp does not follow symbolic
links when performing recursive transfers.

[z/OS Unix files only] No flags are supported if either the local or remote file is a zZ/OS data set. The -ais aso
not supported for z/OS Unix filesif the current file transfer options (e.g. linerule, trandation) allow the file size
to be changed

Display remote working directory.

Quit cozsftp.

reget [-fpR] remote-path [local-path]

[z/OS Unix files only] Resume download of remote-path. Equivalent to get with the -a flag set. Note: reget is
not supported if the current file transfer options (e.g. linerule, translation) can cause the file size to be changed.

reput [-fpR] remote-path [local -path]
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[2/0OS Unix files only] Resume upload of remote-path. Equivalent to put with the -aflag set. Note: reput is not
supported if the current file transfer options (e.g. linerule, translation) can cause the file size to be changed.

rename [-1] oldpath newpath
Rename remote file from oldpath to newpath.

By default, the rename command will use the extension posi x-r enane@penssh. com if the server
supports it. This allows an existing "newpath" to be replaced without error. If the - | switch is specified, the
original rename semantics will be used and the server should fail the operation if an existing file "newpath"
exists.

Note: When renaming z/OS data sets or PDS members, the Co:Z SFTP server will always return an error if the
"newpath” exists.

rm path
Delete remote file specified by path.

rmdir path
[2/OS Unix files only] Remove remote directory specified by path.

symlink oldpath newpath
[2/OS Unix files only] Create a symbolic link from oldpath to newpath.

version
Display the sftp protocol version.

zopts [-a] [option=value,...]
[2/0S added] Set server file transfer options, if the server isa Co:Z SFTP server. These options are set prior to
initiating file/dataset transfers from z/OS to a remote host.

The zopts command is functionally equivalent to the Is /+[option=value,...] command used by existing clientsto
set Co:Z sftp-server file transfer options.

Multiple options can be set by separating the option=value pairs with commas. An error is returned if one or
more of the options was incorrectly specified, but the remaining options are set as requested.

The active options and their settings can be displayed by issuing the zopts command without arguments. The -a
option can be specified to list all available options, even those that are not active.

For the set of Co:Z SFTP Options, seethe Co:Z SFTP - User's Guide.

%if
[2/OS added, batch mode only] Introduce a conditional block of commands. If no command in this block fails,
then the % then block will run if present, otherwise the % else block will run if present.

Notes:

» Normal commands within ablock may be preceded by '-' to ignore failures. See the - b option above for more
information.

» A conditional %if / %then / %else/ %fi block may not be nested.

* 9%then and % el se blocks are both optional, but if both are present % then must precede % el se.

%then
[2/0OS added, batch mode only] Introduce a block of commands that will run if the preceding %if block of
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commands all ran successfully. If any command in the %then block (not preceded by '-') fails, then the batch
failswith a non-zero exit code.

%else
[2/0OS added, batch mode only] Introduce a block of commands that will run if a command in the preceding
%if block of commands failed. If any command in the % else block (not preceded by '-) fails, then the batch
failswith a non-zero exit code.

%fi
[2/OS added, batch mode only] Terminates the preceding conditional %if/%then/% else/%fi block. %fi is
optional, but if not present then the preceding % if, %then, or % else block will be terminated by the end of the
batch file.

Ilcommand
Execute command in local shell.

Escapeto local shell.

Synonym for help.

See Also
ftp(1), 1s(2), scp(1), sftp(1), ssh(1), ssh-add(1), ssh-keygen(1), glob(3), ssh_config(5), sftp-server(8), sshd(8).

T. Ylonen and S. Lehtinen, SSH File Transfer Protocol, draft-ietf-secsh- filexfer-00.txt, January 2001, work in
progress material.
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Name
sftp-server — SFTP server subsystem

Synopsis

sftp-server [-ehR] [-d start_directory] [-f log_facility] [-1 log_level]
[-P blacklisted requests] [-p whitelisted requests] [-u umask]
sftp-server -Q protocol feature

Description

Note
When using Co:Z SFTP, this command is not invoked directly, it is invoked using the shell script
sftp-server.sh.

sftp-server is a program that speaks the server side of SFTP protocol to stdout and expects client requests from stdin.
sftp-server is not intended to be called directly, but from sshd(8) using the Subsystem option.

Command-line flags to sftp-server should be specified in the Subsystem declaration. See sshd_config(5) for more
information.

2/OS specific notes:

 Features and options that are different from the base sftp-server command are noted below with [Z/OS]
Options

- d start_directory
specifies an aternate starting directory for users. The pathname may contain the following tokens that are
expanded at runtime: %% is replaced by a literal ‘%', %d is replaced by the home directory of the user being
authenticated, and %u is replaced by the username of that user. The default is to use the user's home directory.
Thisoption is useful in conjunction with the sshd_config(5) ChrootDirectory option.

[Z70Sfeature] The SFTP_ZOS INITIAL_DIR environment variable, if set, will override the start_directory set
by this option. See Configuring the Co:Z SFTP Server in the Co:Z SFTP - User's Guide.

Causes sftp-server to print logging information to stderr instead of syslog for debugging.

-f log_facility
Specifies the facility code that is used when logging messages from sftp-server. The possible values are:
DAEMON, USER, AUTH, LOCALO, LOCAL1, LOCAL2, LOCAL3, LOCAL4, LOCALS5, LOCALS,
LOCALY. ThedefaultisAUTH.
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Displays sftp-server usage information.

-1 log_level
Specifies which messages will be logged by sftp-server. The possible values are: QUIET, FATAL, ERROR,
INFO, VERBOSE, DEBUG, DEBUGL1, DEBUG2, and DEBUG3. INFO and VERBOSE log transactions that
sftp-server performs on behalf of the client. DEBUG and DEBUGL1 are equivaent. DEBUG2 and DEBUG3
each specify higher levels of debugging output. The default is ERROR.

- P blacklisted_requests
Specify acomma-separated list of SFTP protocol requests that are banned by the server. sftp-server will reply to
any blacklisted request with a failure. The -Q flag can be used to determine the supported request types. If both
ablacklist and awhitelist are specified, then the blacklist is applied before the whitelist.

- p whitelisted requests
Specify a commar-separated list of SFTP protocol requests that are permitted by the server. All request types that
are not on the whitelist will be logged and replied to with afailure message.

Care must be taken when using this feature to ensure that requests made implicitly by SFTP clients are
permitted.

- Qprotocol_feature
Query protocol features supported by sftp-server. At present the only feature that may be queried is “requests’,
which may be used for black or whitelisting (flags -P and -p respectively).

-R
Places this instance of sftp-server into a read-only mode. Attempts to open files for writing, as well as other
operations that change the state of the filesystem, will be denied.

- U umask
Sets an explicit umask(2) to be applied to newly-created files and directories, instead of the user's default mask.

On some systems, sftp-server must be able to access /dev/log for logging to work, and use of sftp-server in a chroot
configuration therefore requires that syslogd(8) establish alogging socket inside the chroot directory.

See Also
sftp(1), ssh(1), sshd_config(s), sshd(8).

T. Ylonen and S. Lehtinen, SSH File Transfer Protocol, draft-ietf-secsh-filexfer-02.txt, October 2001, work in
progress material.
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B.1 General transfer options

The following table describes the general transfer options. The usage columns describe when the option (if active)
will apply during transfer. Usage Read means using Co:Z SFTP (server or client) to read a Z/OS file. Usage Write
means using Co:Z SFTP (server or client) to write az/OSfile.

Note

Options that have a blank value column are on/off options. They are activated by supplying the option
name by itself (no values allowed) and deactivated by prefixing the option name with the prefix NO.
For example: t ri mandnot ri m

Table B.1. General transfer options

Keyword Usage
Name Value Datasets POSIX Read Write
clientcp <codepage> X X X X
estsize X X X
filetag use | create | X X X
use.create | c |
uc
jesincsysin X X
linerule cr | crlf | crnl X X X X
4| If | nl rdw |
nfrdw | flexible |
Oxbb[bb..] |
mode binary | text X X X X
notify X X
overflow error | flow | trunc X
| wrap
pad <pad_char > | X X X
replace reuse | realloc X X X
servercp <codepage> X X X X
technique <technique_string> X X X X
trtab STANDARD | X X X X
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Keyword Usage
Name Value Datasets POSIX Read Write

transl ate_tabl e_dsnane

trim X X
utfbom keep | renove X X X
clientcp

Specifies the name of the client codepage used when performing text mode transfers. Data will be converted
between the server codepage (servercp) and this code page. The codepage must either be a single byte codepage
or any multi-byte codepage that has single-byte line terminators (e.g. UTF-8). The z/OS Unix command iconv
-l lists the available codepages. For the Co:Z SFTP server the default is | SOB859- 1. For the Co:Z SFTP
client, the default is the default locale codeset of the client's process (some variant of EBCDIC).

A TrandationException is logged when the transferred file is malformed. When possible, the offset of the last
successfully translated byte is captured in the error log message.

estsi ze
When estsize (the default) is enabled, Co:Z SFTP returns the actual size for Unix files and an estimated size for
MVS data sets. When estsize is disabled (NOestsize), the size returned is zero and
SSH _FI LEXFER_ATTR_SI ZE is off indicating that the attribute size is not present. This has the effect of
telling the client on afile read that there is no estimated size.

filetag
(new in 8.0.0) The values use and create may be specfied, and both values may be specified separated by a
period. Alternatively u and ¢ may be used, either alone or together as filetag=uc. The default is NOfiletag.

When use is specified, existing UNIX file tags will be respected when converting files, and these transfer
options will be displayed. This option affects both reading and writing of existing UNIX filesthat have file tags.

When create is specified, UNIX files that are written will be tagged according to the mode and codepage
settingsin effect, replacing any existing file tags.

When both use and create are specified, existing file tags will be respected. New or untagged UNIX files that
are written will be tagged according to the mode and codepage settings in effect. Existing file tags will not be
replaced when writing.

Note: If NOfiletag is in effect (the default and prior to 8.0.0), then existing file tags will result in filesystem
autoconversion IF_BPXK_AUTOCVT=0ON/ALL or equivalent are set in the current execution environment.
Any such autoconversion will not be made visible by Co:Z SFTP in "Transfer options' messages, and may
occur in addition to trandations made by CO:Z SFTP based on mode and codepage settings, possibly with
unexpected results. If filetag is specified with either or both values, then file system autoconversion will not
occur. Refer to IBM documention for more information on z/OS UNIX autoconversion.

j esincsysin
When option j esi ncsysi n is enabled, concatenated spool file downloads will include SY SIN spool files. In
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addition, the separator between spool files will be annotated with the [step.[procstep.]]ddname. This option is a
convenient way to download al job input and output.

linerule
Thevaluescr, crlf,crnl,|f, nl specify that, for text mode transfers, lines will be terminated with the
given characters in the client codepage.

f I exi bl e may be used when writing to files or datasets to indicate that any combination of cr, If, or newline
will be recognized as aline terminator.

r dw specifies that IBM-style RDWSs are used as prefixes. | 4 specifies that each record is delimited (preceded)
by afour byte length of the record that follows. Note: Unlike the r dw option, this Iength value does not include
the size of the length field. nf r dw indicates that Micro-focus file and records headers are used. This only
supportsVar i abl e Format Record Sequential Fil escontaining normal datarecords.

Oxbb[ bb. . ] may be used to specify a sequence of one or more bytes in the source codepage. none should be
used when no line terminators are to be recognized/used.

Thedefaultisf | exi bl e for writing and If for reading.

node
Specifies whether transfers are as-is (binary) or subject to codepage/linerule/overflow/pad processing (text).
The defaultisbi nary.

notify
Specifies whether a message should be written to the console on completion of a put or get command by the
Co:Z SFTP server and client. Notifications are also written on completion of a remove or rename command on
the server. The default is NOnot i fy. In order to enable this option, a valid message template must be defined
in the siteewide server or client configuration. For addition information, see Section C.1, “ Specifying
notification (immutable) options’. Notifications are disabled if the Co:Z SFTP server log file has been
redirected to/ dev/ consol e due to the potential for recursive logging.

overfl ow
For text-mode dataset write processing, controls the treatment of lines longer than the maximum dataset record
length. The default is wr ap. When set to err or, an error is returned if the source line is longer than the
maximum record length. When set to f | ow, source lines longer than the maximum record length are flowed
across subsequent records. For fixed record formats, the pad character is used to complete the final record
resulting from the source line. When set to t r unc, source lines longer than the maximum record length are
truncated. When set to wr ap, source lines longer than the maximum record length are broken into multiple
records.

pad
For text-mode dataset write processing, specifies the character to use when padding lines into fixed-length
dataset records. For text-mode dataset read processing, this character also identifies the character to be trimmed
if thetri misenabled. If given as Oxbb, it specifies (in hex) a single-byte character in the source codepage. If
not specified, the default is a space character in the local z/OS codepage.

repl ace
This setting alows for existing data sets or files to be replaced. The default, if not specified, is
r epl ace=r euse, which allows for replacement. If the target is a data set, the existing data set will be cleared
but the original alocation options will be preserved. r epl ace=r eal | oc can be set to cause the existing data
set to be deleted and reallocated using the allocation option settings currently in force. NOr epl ace can be set
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to prevent an existing dataset or file from being replaced.

When using cozsftp, setting NOr epl ace and repl ace=real | oc with | zopts only applies to get
commands.

NCOr epl ace and r epl ace=r eal | oc for a put command requires that the server be running Co:Z SFTP
Server. For other SFTP servers, these options are not supported.

Note 1: If NOr epl ace or repl ace=real | oc is set, you may not create PDS members, regardless of
whether the member exists, and you may only write to GDG datasets using a positive (+n) relative reference.

Note 2: The mkdi r command cannot be used to replace an existing PDS, evenif r epl ace=r eal | oc.

servercp
Specifies the name of the server codepage used when performing text mode transfers. Data will be converted
between the client codepage (clientcp) and this code page. For the Co:Z SFTP server the default is default
locale codeset of the server's process (some variant of EBCDIC). For the Co:Z SFTP client the default is
| SO8859- 1.

A TranglationException is logged when the transferred file is malformed. When possible, the offset of the last
successfully translated byte is captured in the error log message.

t echni que
Specifies the Codepage conversion technique string. Used to override the default Unicode Services value of
LMREC. For more information, see IBM's Unicode Services User's Guide and Reference (SA22-7649).

trtab

Specifies the trandate table to use for text mode transfers. This option overides the
clientcp/servercp/techni que options if aso given. If STANDARD, the trandate table
TCPIP.STANDARD.TCPXLBIN is used. If a dataset name is supplied, it is expected to be in the format
produced by the TSO CONVXLAT command. Only single byte trandations are supported. Specifically, the
dataset DCB must be LRECL=256,RECFM=F and contain two translation table records. The first record is an
ASCII-to-EBCDIC mapping; the second record is an EBCDIC-to-ASCII mapping. Additional comment records
(starting with * in the first column) are allowed.

trim
For text-mode dataset read transfers, enabling this options will cause pad characters to be trimmed from the
dataset records as they are read. The default, if not specified, istri m

ut f bom
For text-mode data set and POSIX file transfers, setting this option to r enove will cause Co:Z to remove the
Byte Order Mark (BOM) from the incoming data stream if it is present. In order for this option to take effect,
the source code page must be UTF-8. The default, if not specified, iskeep.
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B.2 Miscellaneous options

The following table describes the miscellaneous options. These options do not apply to transfer operations, but
affect the behavior of Co:Z SFTP.

Table B.2. Miscellaneous options

Name Value Notes

interimlogging interval[.log | .sock | .both] Setsthe interval in seconds for logging interim messages
and/or records for the progress of afile transfer. By default, the
interval is set to zero (disabling interim logging). If this option
is specified with a positive integer valuefor i nt er val an
interim record will be written both to the real-time Co:Z SMF
APl and as a summary message to the Co:Z client or server log
approximately every i nt er val seconds.

Theinterval option may optionally be followed by one of the
following:

. | og - interval log messages are only written to the Co:Z
SFTP log file (stderr). For the Co:Z SFTP server, thisis
normally routed to the session log file. The log messageis an
(nformational message, if written, so the loglevel must be set
to | or amore detailed level for it to be seen). See below for
more information on the message format.

. sock - interval log records are only written to the Co:Z SMF
real-time interface socket. If this Unix domain socket (a Unix
path) has not been created, then it isignored. Refer to Using
the Real-Time Co:Z SMF Interface for additional information
on the real-time interface.

. bot h - interval logs messages and records will both be
recorded. Thisis the default sub-option if not specified.

Note: When Co:Z SFTP client isrunning interactively (not in
batch), the Progress meter must be disabled (using the
pr ogr ess subcommand) in order to write interim records or

log messages.

The recommended interval is two minutes or more. For
example, to set a3 minute interval, use:

i nterim oggi ng=180

Additional notes on the format of messages written to the Co:Z
SFTPlog file:

* Message Format: ZosSmf119Record[1]: <sending|receiving>
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Name Value

loglevel EfWN I|D T F

Notes

<file or dataset name> <percent transferred> <bytes
transferred> bytes transferred in <seconds> seconds
(<transfer rate>)

e Theinitial message will show "0 bytes", followed by zero or
more subsequent messages with a transferred percentage less
than or equal to 99%. Ending with a compl etion message
with 100% or "failed" instead of "100%".

« Progress messages are based on the "estimated size" of the
file or dataset, which may be either unknown or inaccurate.
For example, the estimated size may be unknown for
downloads where the remote server does not provide thefile
size. In this case, the interim messages will show the
transferred percentage as "--%". The estimated size will be
inaccurate for Z/OS datasets because the estimate is based on
allocation extents. If the estimate is too small, the transferred
percentage will not be accurate, but will always be less than
or equal to 99% until completed.

Setsthe logging level of the Co:Z sftp-server. The UPPER
CASE values correspond to the list: (Error, Warning, Notice,
Info, Debug, Trace, Fine).

maxcscnt nnnn

mkdirdsn

regexits exit[.exit]...

Sets the maximum number of CatalogSearch entries returned
for agiven dataset level search. The default is 2000. Use
caution when specifying a large maximum value, as it may
cause Co:Z SFTP to run out of memory.

If active (the default), amkdir or Imkdir command issued for
the data set space will cause a PDS or PDSE to be created
(depending on the value of the dsnt ype option. If inactive,
nothing is created.

(server only) For each required exit listed, the corresponding
loadmodule must be available and |oaded. If not, an error
message will be written to the log and the server session
immediately terminated. The exit names that may be specified
are: CZCHKCMD, CZCHKI P, CZCHKPWD, and CZPOSTPR.
Installations that use exits will typically set this option in the
fixed: section of

[ etc/ssh/cozsftp_server_confi g. Additionaly,
users should not have write access to individual sftp-server.rc
filesin order to prevent users from overriding installation exits
with their own exits. See the Stewide server configuration
section for information on managing individual sftp-server.rc
files.

servertimeout | nnnn

(server only) Sets a server side timeout value where nnnn is
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Name Value

showall

smf U83 | Us4

ssh-le-options

unixls

Notes

minutes. If the client isinactive longer than nnnn minutes, the
server terminates the session. By default, no timeout valueis
configured.

To configure this option globally, set this option in the fixed:
section of /etc/ssh/cozsftp_server_config. This option may not
be set or changed once the session has started.

If active, all options will be shown on option display (Is/+).
I nactive options are shown with a prefix of NO.

If active (the default, smf=U84), SMF 119 records will be
written and IEFU84 called (when available) for file transfer
events. If afailure occurs because SMF is disabled, this option
will be automatically set to NOsmf and no further attempts will
be made. To completely disable SMF recording supply
"nosmf" in one of the config files: Appendix C, Session config
files. This option may not be set or changed after the session
has started.

(Co:Zz SFTP client only) This option may be used to supply
z/OS Language Environment options for the zZ/OS OpenSSH
ssh command when it isinvoked by cozsftp.

This option may not be set or changed once the session has
started.

Referring to IBM APAR OA 34819, we suggest that customers
adopt the value for this setting that is in the sample
cozsftp_confi g filesupplied with the distribution.

If active (NOT the default), aUNIX long form listing is
returned on client requests for directory listings of data sets.
Thisformat isincorrectly expected by many clients,
particularly GUI clients, that do not fully adhere to the SFTP
specification (refer to Client Compatibility). For many clients,
setting this option

e improves directory listings of data sets by identifying
partition data sets as directories enabling double click to
navigate to the members

 shows jobs displayed by //-JES as directories enabling
double click to navigate to the spool files

« lists/+ output correctly

For clients where /+ does not work by default, the option must
be enabled in one of the config files, Appendix C, Session
config files.
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Name Value

Notes

Valuesreturned in the listing for Owner, Group and Access are
generally placeholder values because they are not available on
Z/0S. A dash will be displayed for Owner and Group. Access
will be displayed as "-rw-r--r--" for files and "drw-r--r--" for
directories. Last Modified isreturned as "Jan 1 1970" when a
valid date is not available. Some clients display this date;
however, some display a date with the year 1899.
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B.3 Dataset allocation options

The following table describes options that apply when transferring MV S datasets. The ZOS BPXWDY N service is
used for dataset allocation and these options correspond to keywords available with BPXWDY N with similar syntax
except that:

» keywor d=val ue isused rather than keywor d( val ue)

* periods are used in place of commas

* other minor differences as described below

Note: If alocal data set isreferenced in a Co:Z SFTP batch job by / / DD: MyDD, then dynamic allocation options do
not apply. In this case, options may be specified on the JCL DD statement.

The usage columns below describe when the option (if active) will apply during dataset transfer, as indicated by an
X. AT isindicated for options that apply only to reading cataloged tape data sets. These options will only be used
when allocating the tape data set if the "label”" option is set. This can be useful for overriding DCB information or
specifying DCB information for non-labeled tapes.

None of these options, with the exception of conddi sp, apply during POSIX file transfers. For more information
on BPXWDY N, see Using REXX and ZZOS UNIX System Services - SA22-7806

Note

e The conddi sp option is not a BPXWDN keyword, but is supported by Co:Z SFTP to handle
dataset / POSIX file deletion in the result of a transfer error. If this option is set to del et e, Co:Z
SFTP server will attempt to delete any file or dataset that is being written to (on the client or the
server) if the transfer is interrupted. In the OpenSSH sftp client, a Ctrl-C (SIG-INT) is caught in the
client and it just closes the file, so there is no way for the server to see this as an interruption. In this
case, it is dtill the client's responsibility to clean up the file. Starting in Co:Z 7.0.0, data sets that are
dynamically allocated for write will use the SVC99 text unit DALCDI SP=DELETE if
conddi sp=del et e isset. Thiswill request that the operating system delete the dataset in the case
that the job abnormally terminates.

» Co:Z SFTP does not currently support | r ecl =32768 (X) processing; the maximum value that can
be specified for data set alocation is| r ecl =32760. Co:Z SFTP can read existing data sets with
I recl valuesupto 32767 for records formats such as RECFM=VBS that support this for legacy
purposes.

» Starting in Co:Z 6.0.0, the default is to use gdgnt for relative GDG references, which means that
these references will use the current state for resolution. Only users who use the same GDG more
than once in the same job might be affected by this change. For example:

GDGNT : (0) dwaysrefersto the latest generation
NOGDGNT : If job creates (+1), then later (+1) refersto it

» Also new to Co:Z 6.0.0 isthei spf enq option. Thisis not areal BPXWDYN keyword, but it can
be used when writing to PDS and PDSE members so that they will be allocated with DISP=SHR and
will use ENQ semantics that are compatible with I1SPF. The default is NG spf enq. This option is
ignored with RECFM=U or RECFMEVBS. In addition, when writing to a PDS member, a limit of
16MB of data is imposed since output data is buffered to avoid an indeterminant length |SPF
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dataset-level ENQ. This limitation does not apply to PDSEs.

Starting in Co:Z 6.1.0, the following BPXWDY N options will also be used when opening existing
cataloged tape data sets if the label option is specified: recfm | recl, bl ksi ze, | abel
trtch,unit.Theseare marked "T" in the following table.

Beginning with Co:Z 6.2.0, thei spf st at s option was added which is aso not areal BPXWDYN
keyword. When both i spf st at s andi spf enq are enabled then | SPF statistics will be created or
updated when writing PDS or PDSE members with RECFM=F,FB,FBS,V,or VB. The default is

NO spf stats.

The option gdgpl usst at was added to Co:Z 7.0.1. Thisis not areal BPXWDY N parameter, but
it controls how statusisreported ona// HLQ GDE +n) data set. This keyword if specified can be:
dir, file, or notfound to indicate whether the status reported for a "(+n)" relative GDG
referenceis afile, adirectory, or a non-existent file respectively. The default if not specified isdi r

if GDCNT is set (the default), or f i | e otherwise.

Table B.3. BPXWDYN options

Keyword Usage
Name Value Read WriteNew Write Existing Sysout

blksize <numeric> T X X
bufno <numeric> X X
conddisp catlg | delete X X X
copies <numeric> X
dataclas <alphanum> X
dest dest[ . user] X
dir <numeric> X
disp old | shr | nod | new X X
dsntype library[.1].2] | pds | X

large | extreq | extpref

| basic
dsorg ps | po | da X
eattr opt | no X
forms <alphanum> X
gdgnt (default; see note above) X X
gdgplusstat | (default; see note above) X
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Keyword Usage
Name Value Read Write New | Write Existing Sysout
hold X
ispfenq (default; see note above) X
ispfstats (default; see note above)
label nl | sl | nsl | sul | blp T
| ITtm] al | aul
like <Dataset Name> X
Irecl <numeric> T X X
maxgens <numeric> X
maxvol <numeric> X
mount X X
mgmtclas | <alphanum> X
norecal| X
outdes <alphanum> X
recfm <alphanum> T X X
release X X
retpd <numeric> X
sequence <numeric> X
Space bl k. pri mary[.secondary] | X
trk.primary[.secondary] |
cyl . primary[.secondary]
spin unalloc X
storclas <alphanum> X
Sysout <sysout_class> X
trtch nonconp | conp | ¢ | e | T X
et | t
ucount <numeric> X X
unit <alphanum> T X
vol <alphanum> X
writer <alphanum> X
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Appendix C. Session config files

The files /etc/ssh/cozsftp_config and /etc/ssh/cozsftp_server_config can be used to
customize the options available for Co:Z SFTP client and server sessions respectively. The permissions for each of
thesefiles should be 0644.

User and site-wide samples of both of these files are located in the <COZ_| NST>/ sanpl es directory. These
samples may be customized and placed at the above locations to make them active.

Each file has the sections noti fi cati on:, fixed:, defaul t: and pattern: which are described below.
Additionally, individual users can provide their own file patterns and defaults (but not fixed options) in copies of
these filesin $HOVE/ . ssh

Theindividual Co:Z SFTP client and server options are described in: Appendix B, Co:Z SFTP options.

C.1 Specifying notification (immutable) options

Usethenoti fi cati on: section to specify site-wide message properties that cannot be overridden by individual
users. When the not i fy Co:Z SFTP option is enabled, a message is written to the console on completion of put
and get commands by the Co:Z SFTP server and client. Notifications are also written on completion of remove and
rename commands on the server. For additional information on the not i fy option see Appendix B, Co:Z SFTP
options. The table defines the configurable message properties.

Table C.1. Notification message properties

Property Description

messageid Specifies the message id assigned on successful command
completion. By default, the message identifier is COZSC0001I on
the client and COZSS0001I on the server.

errormessageid Specifies the message id assigned on failed command completion.
By default, the message identifier is COZSC0002E on the client
and COZSS0002E on the server.

routingcodes A comma separated list of routing codes. By default, none are

specified. Invalid routing codes are ignored with awarning
message written to the session log.

descriptorcodes A comma separated list of descriptor codes. By default, none are
specified. Invalid descriptor codes are ignored with awarning
message written to the session log.

template.n A linein the message template where n is anumber from 1 to 9.
This property can be used to specify up to 9 message lines. The
message template contains variables that are replaced at runtime
with information about the completed command. A variableis
represented in the template with the following syntax: ${ variable} .
See the table below for the supported variables. Note that the
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Property

Description

characters $, {, and } are reserved and may not be used in message
text. If asingle line message is configured, the message may be
126 characters. If amulti-line message is configured, each linein
the message is limited to 70 characters. If aline exceeds these
limits, the line is truncated and the last character inthe lineis set
to ™",

The table below defines case sensitive variables that can be used in the message template.

Table C.2. Message template variables

Variable Description

user The user ID

remote_ip The remote I P address

remote_port The remote port

local_ip Thelocal IP address

local _port Thelocal port

cmd The FTP command code. One of STOR, RETR, RNTO, or DELE.

comp_code Thefile transfer completion code. One of 0, 4, or 12. Completion
code 12 is set when atransfer is terminated before completion.

conddisp The current CONDDI SP setting: C for catalog, D for delete.

file The fully qualified file name. A file with aleading slashisa
POSIX file. A file without aleading slash is a data set.

file_type One of SEQ or JES.

conf The confidence level. Blank when not a transfer, i.e. remove or
rename. 'unknown' for out bound transfers (RETR on the server,
STOR for the client). 'high' for successful in bound transfers. 'low'
when an error occurs on an in bound transfer.

kbs Total bytes transfered rounded to the nearest 1024 bytes.

bs Total bytes transfered

reply_code FTP reply code

reply_string FTPreply string. Note that thisfield is often longer than 70

characters in command failure scenarios; therefore, will be
truncated in a multi-line message. When configured, it is
recommended that this variable is the only text on the template
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Variable Description
line.

session_id A uniqueid assigned to the user's session. The sessionid is
generated from the jobname followed by the last 5 digits of the
pid.

Using the example configuration below,

notification:

#messagei d=COZSS00011

#error mnessagei d=CQZSS0002E

#routi ngcodes=

#descri pt or codes=

tenpl ate. 1=%{user}, ${remote_i p}, ${cnd}, ${ conp_code}, ${repl y_code}
tenpl ate. 2=${fil e}

t enpl at e. 3=${ bs} bytes transferred

tenpl ate. 4=${repl y_string}

the following message is written to the console on successful completion of a put command to the Co:Z SFTP
server:

COZSS00011 COZUSER, 192. 28. 145. 64, STOR, 0, 250
/u/vendor/cozuser/testfile.txt

7956480 bytes transferred

Transfer conpl eted successfully.

C.2 Specifying fixed (immutable) options

Usethef i xed: section to specify site-wide options that cannot be overridden by individual users. Multiple options
may be specified on asingle line if separated by commas.

In the example below, the snf option is activated for all users, and because it it fixed, may not overridden by any
user.

fixed:

snf

C.3 Specifying default options

Usethedef aul t : section to specify site-wide options that can be overridden by individual users. Multiple options
may be specified on asingle line if separated by commas.
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In the exampl
it can be easil

def aul t :

e below, the node optionisset tot ext default. Because this option is set in the def aul t ; section,
y overridden by individual users.

node=t ext

Note

The shell script used to run the Co:Z SFTP subsystem (sftp-server.sh) and the sample
cozsft p batch scripts (sft p_connect. sh, sftp_get. sh, etc.) export LC_ALL=C to ensure
proper shell script and C runtime execution. As a result, the default codepage for file transfer will be
set to the z/OS platform default of | BM 1047. In order to set Locale specific codepage defaults, the
def aul t : section of the configuration files can be used:

# cozsftp_config (client)

# Set the default codepage for file transfers to EBCDI C Fi nni sh/ Swedi sh
defaul t:

clientcp=I BM 1138

# cozsftp _server _config (server)

# Sets the default codepage for file transfers to EBCDI C Fi nni sh/ Swedi sh
def aul t:

servercp=I BM 1138

C.4S5p

ecifying file pattern specific options

It is often useful to have a set of custom options associated with specific files and/or datasets. For example,
transferring all files with the . pax extension in binary mode. The pat t er n sections of the configuration files
enable file and dataset names matching a specific POSIX glob pattern to automatically have specific options applied

regardless of

the options currently in place.

pat t er n sections can be supplied in the site (/ et ¢/ ssh) versions of the config files and may also be supplied in
copies of these files located in the user's $HOVE/ . ssh directory.

Note

In some cases, it may not be possible for this file to be located in $HOVE/ . ssh; if thisisthe case, this
location can be overridden during Co:Z SFTP server or cozsftp startup. For details, see the section
called “ Stewide server configuration” and the section called *“ Stewide client configuration” .

Note

A specific pattern may only be defined once; subsequent definitions read from the config file(s) are
ignored.
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When a put or get command is issued, the file or dataset name is checked against the patterns in the order that
they were originally read. The options associated with the first matching pattern (if any) are applied to that specific
file transfer. If an option is not defined by the pattern, it is left unchanged. Once the transfer completes, the
overridden options are restored.

Pattern sections have the following syntax:

pattern: [//]<glob_pattern>
pattern-get: [//]<glob_pattern>
pattern-put: [//]<glob_pattern>

If double slashes (//) precede the pattern, it is used to match dataset names, otherwise it is used to match POSIX
pathnames. Matching is performed on the name after it has been normalized (e.g. embedded slashes in a dataset
name are converted to periods and the characters are converted to uppercase). Please note that DD names will not be
not resolved to their catalog name prior to matching.

Patterns follow the UNIX glob pattern syntax, where the wildcard characters ? (match exactly one character) and *

(match zero or more characters) can be used in conjunction with literal characters to provide a match pattern. For a
complete description of the pattern syntax, see the “File name generation” section of the sh command
documentation in the ZZOS Unix System Services Command Reference.

Patternsin either thepat t ern: or patt er n- get : sections are used to match files that are involved in SFTP get
operations. Patterns in the patt ern: or pattern-put: sections are used to match files that are involved in
SFTP put operations. The same pattern may be defined in both apatt ern-get: and pattern-put: section
(with potentially different transfer options). A pattern specified in a pattern: section will apply to both
operations. Note: If apattern isdefined inapat t er n: section, it may not also be definedinapat t ern-get: /
pat t ern- put: section, and vice versa.

Determining which argument of the get or put command is used to match a pattern depends on which Co:Z
component is being used:

sftp-server patterns (defined inthecozsft p_server _confi g files) are applied as follows:

sftp> get file-or-dsn <dest> # pattern-get: or pattern: section
sftp> put <source> file-or-dsn # pattern-put: or pattern: section

cozsftp patterns (defined inthecozsf t p_confi g files) are applied as follows:

cozsftp> get <source> file-or-dsn # pattern-get: or pattern: section
cozsftp> put file-or-dsn <dest> # pattern-put: or pattern: section

Pattern examples

Setting text mode transfer for all members of a PDS

In the following example, a user specifiesin $HOME/.ssh/cozsftp_config:

pattern: //*.JCL(*)
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node=t ext

And in acozsftp session issues the following:

$ cozsftp user @ost

Co: Z SFTP version: 1.9.3 (5.0p1) 2011-09-01

Copyright (C Dovetail ed Technol ogies, LLC. 2011. Al rights reserved.
Connecting to host...

user @ost's password; *****

cozsftp>l zopt s node=bi nary

cozsftp>get nyjcl //HLQ DEV. JCL(FOO

Because the target name matches the pattern, the file nyj ¢l will be transferred as in text mode even though the
current mode setting is binary.

Automatically set dataset allocation parameters

In the following example, consider the Co:Z SFTP server configuration file /etc/ssh/cozsftp_server_config:

pattern: //*. PARTNER TRANS*
space=cyl . 3. 2, recfmef b, | recl =80

And aremote sftp session issues the following:

sftp> put trans0923 //HLQ PARTNER TRANS0923

Assuming the dataset HLQ PARTNER. TRANS0923 doesn't already exist, a new dataset with that name will be
allocated with allocation parameters associated with the pattern. This example shows how a server can be setup to
automatically allocate incoming datasets based on a predefined name pattern.

Pattern selection determined by first match

For the examples that follow, consider the following configuration files excerpts:

(from $HOVE/ . ssh/ cozsftp_server_confi g)
pattern: *.txt
node=t ext, cl i ent cp=1252, | i nerul e=cr | f

(from/etc/ssh/cozsftp_server_config)
pattern: *.zip

node=bi nary

pattern: *.pax

node=bi nary

pattern: *.txt

node=t ext, | i nerul e=| f
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sftp> get nyarchive. pax O
sftp> get mynotes.txt O

O The file will be transferred in binary mode because it matches the site specified pattern (via
[ etcl/ssh/cozsftp_server_config)forfileswitha. pax extension.

O The file myfile.txt will be transferred in text mode with a client code page of 1252 and a linerule of crl f.
While the . txt extension could match two of the specified patterns, the one processed first (via
$HOVE/ . ssh/ cozsft p_server_confi g) isselected. Thisis an example of how an individual user can
override site behavior for a specific need (e.g. a Windows client platform).
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When issuing a put command to create a dataset, or get to alocal dataset using the cozsftp client, the resulting
dataset name is determined as follows:

put nyfile //HLQ LEVEL (a remote client using the Co:Z SFTP server)
get nyfile //HLQ LEVEL (using the cozsftp client)

Table D.1. Dataset Name deter mination

Case Condition Dataset Name Notes

1 HLQ.LEVEL isa Sequentia HLQ.LEVEL Replaces existing SEQ dataset
Dataset

2 HLQ.LEVEL isaPDS HLQ.LEVEL(MYFILE) Creates or replaces member

named MYFI LE in PDS

3 HLQ.LEVEL isnot adataset, HLQ.LEVEL.MYFILE Create or replace SEQ dataset
but HLQ.LEVEL .XXX names
exist in catalog

4 HLQ.LEVEL isnot adataset, HLQ.LEVEL Creates new SEQ dataset

and no HLQ.LEVEL . XXX
names exist in catalog

In most cases, this is acceptable behavior. However, there are cases where the supplied name should be treated as a
dataset rather than a"directory” (asin Case 3 above). If thisis the required behavior, a different dataset prefix can be
supplied: / /! or/-/1.

put nyfile //'HLQLEVEL (a renote client using the Co:Z SFTP server)
get nmyfile //'HLQ LEVEL (using the cozsftp client)

Note: Inrelease 2.4.0, thiswasrelaxed so that the' ! ' decorator may appear anywhere in the data set name.

Table D.2. Dataset Name determination - DSN contains™ !" decorator

Case Condition Dataset Name Notes

1 HLQ.LEVEL isa Sequentia HLQ.LEVEL Replaces existing SEQ dataset
Dataset
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Case Condition Dataset Name Notes

2 HLQ.LEVEL isaPDS HLQ.LEVEL(MYFILE) Creates or replaces member
named MYFI LE in PDS

3 HLQ.LEVEL isnot a dataset HLQ.LEVEL Creates new SEQ dataset

D.1 maxdsndirlevels option

In release 2.4.0, the maxdsndi r | evel s setting was added to specify the maximum number of levels that a data
set name can have before it is always considered as a new file rather than a (pseudo) directory.

For example:

(a renpote client connected to Co: Z SFTP server)

sftp>1ls -alf //kirk.dsn.test

Vol une Referred Ext Tracks Used Recfm Lrecl BlIkSz Dsorg Dsnane

VPWRKC 2013/06/06 1 1 1 U 0 6144 PS Kl RK. DSN. TEST. TST1
VPWRKB 2013/06/06 1 15 1 FB 80 27920 PS KI RK. DSN. TEST. TXT2
sftp> put local.file //kirk.dsn.test

Upl oading local .file to //kirk.dsn.test/local.file O

sftp> put local.file //!'kirk.dsn.test 0O
Upl oading local .file to //kirk.dsn.test

sftp> rm//kirk.dsn.test

sftp> |s /+maxdsndirl evel s=2 [

/ +maxdsndi r | evel s=2

sftp> put local.file //kirk.dsn.test 0O
Upl oading local .file to //kirk.dsn.test

sftp> rm//Kkirk.dsn.test
sftp> cd //kirk.dsn.test 0O
Coul dn't stat renote file: No such file or directory

O  /lkirk.dsn.test is treated as a "directory”, since there is no data set with that name but there are data sets at
lower levels. Since the sftp client sees a directory, it will create a new file name in that directory. The resulting
DSN isKI RK. DSN. TEST. LOCAL. FI LE

0 Theuseof the'!' character in the DSN will force Co:Z SFTP server to tell the client that it is a non-existant
file, rather than adirectory. Theresulting DSN is: KI RK. DSN. TEST

0  Setting this option will mean that DSNs with more than two levels are never considered as pseudo directories.

0 Theuseof the' !'" decorator isnot required. Theresulting DSN is: KI RK. DSN. TEST

O  Sincethis DSN has more levelsthan maxdsndi r | evel s, you can not "change directory” to it.

Recommendation: When creating new data sets where it is possible that data sets exist at lower levels, usethe/ /!
or/-/! syntax or themaxdsndi r| evel s option.
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Appendix E. SMF Information

E.1 IBM FTP-compatible SMF 119 record subtypes

Co:Z SFTP supports recording SMF type 119 records that are compatible with the following IBM FTP records:

» Subtype 3 - FTP client transfer completion

e Subtype 70 - FTP server transfer completion

» Subtype 100 - FTP server transfer initialization (real-time SMF data NMI only)

» Subtype 101 - FTP client transfer initialization (real-time SMF data NMI only)

Refer to the ZOS Communications Server: 1P Programmer's Guide and Reference for complete documentation on
FTP SMF type 119 records. Section SME Record Formats below highlights Co:Z SFTP specific field information.

E.2 New SMF 119 record subtypes

In addition to standard FTP completion/initialization records above, Co:Z SFTP aso creates the following SMF 119
record subtypes:

e Subtype 192 - Co:Z SFTP server |og messages

» Subtype 193 - Co:Z SFTP client |og messages

Subtype 194 - Co:Z SFTP server interim transfer (real-time SMF data NMI only)

Subtype 195 - Co:Z SFTP client interim transfer (real-time SMF data NMI only)

For more information on the Co:Z SFTP specific type 119 records, see section SMF Record Formats.

Note: Record types 100, 101, 194, and 195 are never written as real SMF records

E.3 Enabling SMF recording

In order to enable recording of Co:Z SFTP SMF 119 records, you must:

1. configure SMF to allow recording these records and subtypes. See ZOS MVS System Management Facilities
(SMF) for more information.

2. permit the users running Co:Z SFTP client or server jobs READ access to the BPX. SMF FACI LI TY class
resource. Alternatively, you may also use type/subtype specific permissions (see next section).

3. the nosnf configuration option must not be set. See http://coztool kit.comv/docs/sftp/options.html#options_misc
for more information.

4. in order to get accurate local and remote host/port information for client SMF records, the program
CQOZ_HOWE/ bi n/ ssh- socket - i nf o iscalled by Co:Z once the child ssh session is established.
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SMF Information

This program uses the IBM EZBNMIFR network management API, which requires the ssh-socket-info program
to be APF authorized. The Co:Z installer will attempt to set the "+a" extattr bit on this program, but will only
succeed if the installing userid has READ access to the BPX.FILEATTR.APF SAF resource. If for some reason,
this program is not APF authorized, Co:Z SFTP will operate properly, but the SMF socket information will not
be accurate in client SMF records.

Using SMF type/subtype specific permissions

Introduced by APAR OA48775, z/OS now alows non-authorized programs to write specific SMF record
types/subtypes. Thisis supported starting with Co:Z SFTP 4.5.0 using the following steps:

» Permit the users running Co:Z SFTP client or server jobs READ accessto BPX. SMF. 119. n resource, for n={3,
70, 192, 193}.

» The Co:Z SFTP client and server programs must be program controlled. Starting in release 4.5.0, The Co:Z
installer will attempt to set the "+p" extattr bit on the Co:Z SFTP client and server programs (cozsft p_cnd and
sftp-server)intheinstal directory.

 For running the Co:Z SFTP client in batch, you must explicitly mark the COZ. LOADLI B dataset as program
controlled. If you are using Co.Z SFTP server user exits, this load library must also be marked as program
controlled.

 The address spaces where you run Co:Z SFTP must remain program-controlled "clean" - in other words, you may
not run any non-program controlled commands in the same address space prior to running Co:Z SFTP:

e For Co:Z SFTP server, do not run any non-program controlled commands in your system or user-level

sftp-server.rc scripts. Commands may be runusing $(cnd ...) or “cnd ...  or by temorarily
using export _BPX_SHAREAS=NO and back to YES around the command, since these will not run in the
same address space.

» For Co:Z SFTP client, watch for commands that might run in the script that you use to invoke the cozsft p
command, or inthe/ et ¢/ profi | e or SHOVE/ . profi | e scripts. Starting in 4.5.0, the sample SFTPPRCC
will start the Z/OS shell in the same address space but with _BPX SHAREAS=NO. Any commands issued by
the profile scripts prior setting  BPX SHAREAS=YES will run in a separate address space to avoid dirtying the
program-controlled environment.

To diagnose program control issues in client batch jobs, run the step with: ARGS=' - LD / bi n/sh -Lx"' to
enable COZBATCH and z/OS shéll tracing.

E.4 Using the Real-Time Co:Z SMF Interface

The Co:Z SFTP client and server will also write SMF 119 records to a Unix datagram socket if it is available. By
default, the name of the socket is/ var /| og/ cozsft p. snf. sock unless overridden by the SFTP_SMF_SOCK
environment variable. This interface is useful in managed file transfer environments that need real-time accessto file
transfer events. The rea-time interface is independent of actua SMF recording - you may use either real SMF
recording, the datagram socket, or both.

SMF 119 record subtypes related to interim file transfer logging are only written using the real-time Co:Z SMF
Interface. Real-time logging of these records is enabled by setting the optioni nt er mM oggi ng=nnnn where nnnn
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isthe interval in seconds. Interim log messages are written during a file transfer. When this feature is enabled and a
file transfer isinitiated, an initiaization record is written at the start of the transfer (subtype 100 by the Co:Z SFTP
server, subtype 101 by the Co:Z SFTP client). At the interval specified, interim records (subtype 194 by the Co:Z
SFTP server, subtype 195 by the Co:Z SFTP client) are logged capturing the bytes transferred at the time identified
in the record header. See Miscellaneous options.

To use this facility, you must write a program that creates this Unix-domain socket and receives datagram messages
from it. Each message will be a SMF record image from a Co:Z SFTP client or server running on the same system.
A sample C++ program, CoZSnf Ser ver . C, demonstrates how to use this facility. See the documentation and
build instructionsin $COZ_HOVE/ sanpl es/ snf api / CoZSnf Ser ver . C. This sample illustrates the following
scenarios. consolidation of BPX.SMF authorization to a single job or user, passing of SMF records in real-time to
another program, and real-time logging of initialization, interim and completion file transfer SMF records.

E.5 SMF Record Formats

The zZ7OS Communications Server: |P Programmer's Guide and Reference contains compl ete documentation on FTP
SMF type 119 records. This section highlights Co:Z SFTP specific field information (shown in bold) as well as
record formats for Co:Z SFTP type 119 subtypes.

Common Sections

e TCP/IPidentification

Offset Length Format Description

0 8 EBCIDIC System name

8 8 EBCIDIC Sysplex name

16 8 EBCIDIC TCP/IP stack name

24 8 EBCIDIC TCP/IP release identifier. Set to '011100' for V1
Release 11.

32 8 EBCDIC TCP/IP subcomponent. Set to 'SFTPS' (SFTP
server) or 'SFTPC' (SFTP client).

40 8 EBCDIC ASName

48 8 EBCDIC UserlD

56 4 binary ASID

60 1 binary Reason. Set to X'08', Event SMF record.

61 3 binary reserved

* FTPsecurity
Offset Length Format Description
0 1 EBCIDIC Protection Mechanism. Setto T: TLS.
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Offset Length Format Description

1 1 EBCIDIC Control Connection Protection Level. Set to P:
Private.

2 1 EBCDIC Data Connection Protection Level. Set to P: Private.

3 1 EBCDIC Login Method. Set to P: Password.

4 8 EBCDIC Protocol level. Set to blanks.

12 20 EBCDIC Cipher Specification. Set to blanks.

32 4 EBCDIC Protection buffer size. Set to 0.

36 2 binary Reserved

Subtype 3 - FTP client transfer completion

* Sdf defining section

The self-defining section identifies 6 triplets, although 7 are alocated. Thetriplets are:

TCP/IP identification

FTP client transfer completion

FTP client transfer completion associated data set name

FTP client SOCKS- triplet set to zero
FTP security

FTP user name

e FTPclient transfer completion

Several fields noted below are set from ssh socket information, if available. See section Enabling SMF recording
for additional information.

Offset Length Format Description

0 4 EBCIDIC FTP command

4 4 EBCIDIC Local filetype

8 16 binary Remote | P address (data connection). Set from ssh
socket information, if available.

24 16 binary Local IP address (data connection). Set from ssh
socket information, if available.

40 2 binary Local port (data connection). Set from ssh socket
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Offset Length Format Description
information, if available.

42 2 binary Remote port (data connection). Set from ssh socket
information, if available.

44 16 binary Remote | P address (control connection). Set equal to
the data connection value.

60 16 binary Local IP address (control connection). Set equal to
the data connection value.

76 2 binary Remote port (control connection). Set equal to the
data connection value.

78 2 binary Local port (control connection). Set equal to the data
connection value.

80 8 EBCIDIC Server user id

88 8 EBCIDIC Local user id

96 1 EBCIDIC Data format

97 1 EBCIDIC Transfer mode

98 1 EBCIDIC Structure

99 1 EBCIDIC Data set type

100 4 binary Transfer start time

104 4 packed Transfer start date

108 4 binary Transfer end time

112 4 packed Transfer end date

116 4 binary Transfer duration

120 8 binary Transmission byte count

128 4 EBCIDIC Last server reply

132 8 EBCIDIC PDS member name

140 8 EBCIDIC Host name

148 8 EBCIDIC Abnormal end information

156 8 floating point hex = Transmission byte count (float)

164 4 binary TCP connection ID (control connection). Set from ssh
socket information, if available.

168 4 binary TCP connection ID (data connection). Set equal to
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Offset Length Format

Description

the control connection value.

Subtype 70 - FTP server transfer completion

 Sdlf defining section

The self-defining section identifies 6 triplets, although 7 are alocated. Thetriplets are:

TCP/IP identification

FTP server transfer completion

FTP server host name

FTP server first associated data set name
FTP server second associated data set name

FTP security

* FTP server transfer completion

Offset Length Format Description

0 1 binary FTP operation

1 3 binary reserved

4 4 EBCIDIC FTP command

8 4 EBCIDIC Local filetype

12 16 binary Remote | P address (data connection)

28 16 binary Local IP address (data connection)

44 2 binary Local port (data connection)

46 2 binary Remote port (data connection)

48 16 binary Remote | P address (control connection). Set equal to
the data connection value.

64 16 binary Local IP address (control connection). Set equal to
the data connection value.

80 2 binary Remote port (control connection). Set equal to the
data connection value.

82 2 binary Local port (control connection). Set equal to the data

connection value.
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Offset Length Format Description

84 8 EBCIDIC Client user id on server

92 1 EBCIDIC Datatype

93 1 EBCIDIC Transmission mode

94 1 EBCIDIC Data Structure

95 1 EBCIDIC Data set type

96 4 binary Transfer start time

100 4 packed Transfer start date

104 4 binary Transfer end time

108 4 packed Transfer end date

112 4 binary Transfer duration

116 8 binary Transmission byte count

124 4 EBCIDIC Last reply to client

128 8 EBCIDIC PDS member name

136 8 EBCIDIC Abnormal end information

144 8 EBCIDIC Second PDS member name

152 8 floating point hex = Transmission byte count (float)

160 4 binary TCP connection ID (control connection). Set to 0.

164 4 binary TCP connection 1D (data connection). Set to 0.

168 15 EBCIDIC Session id. Set to a generated value: jobname
followed by the last five digits of the processid.

183 1 binary reserved

Subtype 100 - FTP server transfer initialization (real-time SMF data
NMI record format)

Real-time transfer SMF records are not written by default. Refer to Miscellaneous options for information on setting
thei nteri m oggi ng option to enable this feature. Additionly, see Using the real-time Co:Z SMF interface for
information on accessing real-time SMF records.

 Sdlf defining section

The self-defining section identifies 6 triplets, although 7 are allocated. Thetriplets are:

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 105


http://coztoolkit.com/docs/sftp/options.html#options_misc
http://coztoolkit.com/docs/sftp/smf-support.html#smf-real-time

SMF Information

o FTP server transfer initiaization

TCP/IP identification

FTP server transfer initialization

FTP server host name

FTP server first associated data set name

FTP server second associated data set name

FTP security

Offset Length Format Description

0 1 binary FTP operation

1 1 binary Passive or active mode data connection. Set to X'00':
Active using default | P and port.

2 2 binary reserved

4 4 EBCIDIC FTP command

8 4 EBCIDIC Local filetype

12 16 binary Remote | P address (data connection)

28 16 binary Local IP address (data connection)

44 2 binary Local port (data connection)

46 2 binary Remote port (data connection)

48 16 binary Remote | P address (control connection). Set equal to
the data connection value.

64 16 binary Local IP address (control connection). Set equal to
the data connection value.

80 2 binary Remote port (control connection). Set equal to the
data connection value.

82 2 binary Local port (control connection). Set equal to the data
connection value.

84 8 EBCIDIC Client user id on server

92 1 EBCIDIC Datatype

93 1 EBCIDIC Transmission mode

94 1 EBCIDIC Data Structure

95 1 EBCIDIC Data set type
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Offset Length Format Description

96 4 binary Data connection start time. Set to the start time of
the session.

100 4 packed Data connection start date. Set to the start date of the
session.

104 4 binary Control connection start time. Set equal to the data
connection value.

108 4 packed Control connection start date. Set equal to the data
connection value.

112 8 EBCIDIC PDS member name

120 8 EBCIDIC Second PDS member name

128 4 binary TCP connection ID (control connection). Set to 0.

132 4 binary TCP connection ID (data connection). Set to 0.

136 15 EBCIDIC Session id. Set to a generated value: jobname
followed by the last five digits of the processid.

151 1 binary reserved

Subtype 101 - FTP client transfer initialization (real-time SMF data
NMI record format)

Real-time transfer SMF records are not written by default. Refer to Miscellaneous options for information on setting
thei nt eri m oggi ng option to enable this feature. Additionly, see Using the real-time Co:Z SMF interface for

infor

mation on accessing real-time SMF records.

 Sdlf defining section

The self-defining section identifies 6 triplets, although 7 are alocated. Thetriplets are:

TCP/IP identification

FTP client transfer initialization

FTP client associated data set name
FTPclient SOCKS- triplet set to zero
FTP security

FTP user name

* FTPclient transfer initialization
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Severa fields noted below are set from ssh socket information, if available. See section Enabling SMF recording

for additional information.

Offset Length Format Description

0 4 EBCIDIC FTP command

4 4 EBCIDIC Local filetype

8 16 binary Remote | P address (data connection). Set from ssh
socket information, if available.

24 16 binary Local IP address (data connection)Set from ssh
socket information, if available.

40 2 binary Local port (data connection)Set from ssh socket
information, if available.

42 2 binary Remote port (data connection)Set from ssh socket
information, if available.

44 16 binary Remote | P address (control connection). Set equal to
the data connection value.

60 16 binary Local IP address (control connection). Set equal to
the data connection value.

76 2 binary Remote port (control connection). Set equal to the
data connection value.

78 2 binary Local port (control connection). Set equal to the data
connection value.

80 8 EBCIDIC Server user id

88 8 EBCIDIC Local userid

96 1 EBCIDIC Dataformat

97 1 EBCIDIC Transfer mode

98 1 EBCIDIC Structure

99 1 EBCIDIC Data set type

100 4 binary Start time of data connection. Set to the start time of
the session.

104 4 packed Start date of data connection. Set to the start date of
the session.

108 4 binary Start time of control connection. Set equal to the data
connection value.

112 4 packed Start date of control connection. Set equal to the data
connection value.
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Offset Length Format Description

116 8 EBCIDIC PDS member name

124 1 EBCIDIC Passive or active mode data connection. Set to X'00':
Active using default | P and port.

125 3 binary reserved

128 4 binary TCP connection ID (control connection). Set from ssh

socket information, if available.

132 4 binary TCP connection ID (data connection). Set equal to
the control connection value.

Subtype 192 - Co:Z SFTP server log messages
 Sdf defining section
The self-defining section identifies 3 triplets, although 7 are alocated. Thetriplets are:
» TCP/IPidentification
* Socket connection
e Co:Z SFTP messages

» Socket connection

Offset Length Format Description

0 16 binary Remote | P address

16 16 binary Local IP address

32 2 binary Remote port number

34 2 binary Local port number

36 15 EBCDIC FTP session ID. Set to a generated value: jobname

followed by at most the last five digits of the processid.

51 1 binary reserved

* Co:Z SFTP messages

This section contains Co:Z SFTP messages, informational level or above, that were associated with the previous
transfer. One or more message sub-sections may be included, each with the following layout:

Offset Length Format Description

0 4 binary Time (in local time)
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Offset Length Format Description

4 4 Packed Date (in local time)

8 2 binary Length of message that follows
10 variable EBCDIC M essage text

Subtype 193 - Co:Z SFTP client log messages
» Sdlf defining section
The self-defining section identifies 3 triplets, although 7 are alocated. Thetriplets are:
» TCP/IPidentification
* Socket connection
e Co:Z SFTP messages
* Socket connection

Fields noted below are set from ssh socket information, if available. See section Enabling SMFE recording for
additional information.

Offset Length Format Description

0 16 binary Remote | P address. Set from ssh socket information, if
available.

16 16 binary Local IP address. Set from ssh socket information, if
available.

32 2 binary Remote port number. Set from ssh socket infor mation, if
available.

34 2 binary Loca port number. Set from ssh socket information, if
available.

36 15 EBCDIC FTP session ID. Set to blank.

51 1 binary reserved

* Co:Z SFTP messages

This section contains Co:Z SFTP messages, informational level or above, that were associated with the previous
transfer. One or more message sub-sections may be included, each with the following layout:

Offset Length Format Description

0 4 binary Time (in local time)
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Offset Length Format Description

4 4 Packed Date (in local time)

8 2 binary Length of message that follows
10 variable EBCDIC M essage text

Subtype 194 - Co:Z SFTP server interim transfer (real-time Co:Z
SMF interface)

Real-time transfer SMF records are not written by default. Refer to Miscellaneous options for information on setting
thei nteri m oggi ng option to enable this feature. Additionly, see Using the real-time Co:Z SMF interface for
information on accessing real-time SMF records.

 Sdlf defining section
The self-defining section identifies 7 triplets. The triplets are:
e TCP/IPidentification
e FTP server transfer initialization - Set equal to FTP server transfer initialization (subtype 100)
e FTP server host name
* FTP server first associated data set name
» FTP server second associated data set name
e FTP security
e FTPinterim transfer

e FTPinterim transfer section

Offset Length Format Description

0 8 binary Estimated file size (bytes). Set to -1 on put (write) or if
read and source file sizeis unknown.

8 8 binary Estimated file size (bytes float). Set to -1 on put
(write) or if read and source file size is unknown.

16 8 binary Interim transmission byte count

24 8 floating point hex = Interim transmission byte count (float)

Subtype 195 - Co:Z SFTP client interim transfer (real-time Co:Z SMF
interface)
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Real-time transfer SMF records are not written by default. Refer to Miscellaneous options for information on setting
thei nteri m oggi ng option to enable this feature. Additionly, see Using the real-time Co:Z SMF interface for
information on accessing real-time SMF records.

» Sdlf defining section

The self-defining section identifies 7 triplets. The triplets are:

TCP/IP identification

FTP client transfer initialization - Set equal to FTP client transfer initialization (subtype 101)
FTP client associated data set name

FTP client SOCKS- triplet set to zero

FTP security

FTP user name

FTPinterim transfer

* FTPinterim transfer section

Offset Length Format Description

0 8 binary Estimated file size (bytes). Set to -1 on get (write) or if
read and source file size is unknown.

8 8 binary Estimated file size (bytes float). Set to -1 on get
(write) or if read and source file size is unknown.

16 8 binary Interim transmission byte count

24 8 floating point hex = Interim transmission byte count (float)
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Appendix F. Client Authentication
Mechanisms

Running the Co:Z SFTP client and/or the Co:Z Launcher requires that the z/OS ssh client can authenticate with the
Target System ssh server. Several authentication choices are available from z/OS; site policies will usuadly dictate
which is best.

One of the following authentication mechanisms should be performed on z/OS from each userid that will be used to
execute the Co:Z SFTP or Co:Z Launcher jobs.

* Interactive password: Section F.1, “ Interactive password authentication”. Note: this mechanism requires user
keyboard interaction, so it will not work in batch. It should only be used for command line invocations of the
Co:Z SFTP client.

* OpenSSH ASK_PASS (read a password from a dataset): Section F.3, “ OpenSSH SSH_ASKPASS authentication” .

» Conventiona OpenSSH keypairs: Section F.2, “ OpenSSH keypair authentication” .

» RACEF Digital Certificates: Section F.4, “ RACF Digital Certificate authentication” .

F.1 Interactive password authentication

This is the simplest form of OpenSSH client authentication and requires no additional setup. It can only be used
from a termina (Unix TTY) connected shell where the user can supply the target system password. Due to this
requirement, it is not suitable for z/OS batch programs and is therefore not an option for running the Co:Z Launcher
or batch Co:Z SFTP. It is suitable for interactive shell invocations of Co:Z SFTP.

Note: The IBM z/OS OpenSSH ssh client tools are supported from a TSO OMV'S shell session, but do not allow a
password to be entered from a 3270 terminal.

F.2 OpenSSH keypair authentication

This is the conventional mechanism for performing OpenSSH client authentication. A public/private key pair is
generated on z/OS. The private key is kept (protected) in the user's ~/ . ssh directory. The public key is stored on
each target system in the user's ~/ . ssh/ aut hori zed_keys file. The following steps describe how to generate
and use an OpenSSH keypair:

Note: Proceed with caution if you have more than one userid mapped to the same ui d number (an unfortunately
common occurrence on z/OS USS). The default key storage home directory is hard to predict.

1. Generate akeypair using ssh- keygen:

$ nkdir ~/.ssh

$ chnod 700 ~/.ssh

$ ssh-keygen -t rsa -b 2048

CGenerating public/private rsa key pair.
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Enter file in which to save the key (/home/<userid>/.ssh/id_rsa): <enter>
Ent er passphrase (enpty for no passphrase): <enter>

Ent er same passphrase agai n: <enter>

Your identification has been saved in /hone/<userid>/.ssh/id rsa.

Your public key has been saved in /hone/<userid>/.ssh/id _rsa. pub.

The key fingerprint is:

dd: ff:00:87:43: 11: fa: 7b: 0d: 84: 3a: 19: 3b: 7f: 5d: 2e <useri d>@host >

The key's randomart image is:

+--[ RSA 2048]----+
| oEoO . |
|o.. + o . |
| . =0 . |
| . . 0=0. |
| . . O+, |
| o |
| o o |
| o o |
| |
focoocoooooooooooos +

The private key file i d_r sa will be generated without a passphrase so that Co:Z can run in batch. It is
therefore important that this file is protected with file permissions and/or ACLs that only alow the owning
userid to read thefile.

2. Moveacopy of the public key to the target system:

Z0S$ sftp -oPort=<port> cozuser@i nuxl. myco.com

Connecting to n.n.n.n...

cozuser @i nux1l. nyco. com s password: (FxExx*

sftp> ascii

Sets the file transfer type to ASClI.

sftp> cd .ssh

sftp> put -P id_rsa.pub authorized_keys

Upl oadi ng id _rsa.pub to /hone/ sgoet ze/ . ssh/ aut hori zed_keys

i d_rsa. pub 100% 601 0. 6KB/ s 00: 00
sftp> quit

Note: If you are adding more than one public key to aut hor i zed_keys, then you must log in to the remote
system and append the new public key line to authorized keys. Be careful that you don't replace an existing
authorized keysfile.

Note: Theaut hori zed_keys file, the. ssh directory, and the home directory must not be writable by any
user other than the owning userid. For details on required file permissions, see the section OpenSSH files Quick
Reference / User-generated filesin |BM 2/0OS OpenSSH User's Guide.

Note: For more information on using SSH key authentication, see our webinar archives: 1BM Ported Tools for
ZI0OS. OpenSSH - Key Authentication.
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F.3 OpenSSH SSH ASKPASS authentication

OpenSSH supports the use of the SSH_ASKPASS environment variable to point to a program that will read a
password, without keyboard interaction.

Using SSH_ASKPASS with OpenSSH requires that other ssh settings and environment variables are configured.
The SFTPSAMP and RUNSFTP sample JCL members illustrate how to do this with Co:Z SFTP; the RUNLNCHP
sample JCL shows how for Co:Z Launcher. With these samples, a dataset must be created
(e.g.)/ / HLQ PASSWD( SI TEL) that contains a single line with the password starting in the first column and
without line numbers. The dataset should be protected with RACF so that it cannot be read except by the required
jobs.

F.4 RACF Digital Certificate authentication

Traditional OpenSSH keypairs and SSH_ASKPASS are convenient, but some sites have strict policies about
keeping key material in RACF (or another security package), or even ICSF hardware. The zZOS Communcations
Server FTP command can exploit SAF/RACF Digital Certificates for authentication and encryption. z/OS OpenSSH
allowsyou to use keys that are stored in SAF/RACEF certificates.

An existing SAF/RACF key ring and client certificate set up for use with the z/OS FTP client may be used with
Co:Z Launcher and the Co:Z SFTP client.

The following steps describe how to create an RSA RACF Digital Certificate, export its public key in OpenSSH
compatible format, and transfer the public key to the target system.

1. CreateaKey Ring and RSA Digital Certificate:

Note: In order to create RACF Digital Certificates, certain RACF permissions must be held. This step is
typicaly performed by an administrator; the permissions required are not required for the user to access the
certificate (see below). For details, see the chapter RACF and Digital Certificates zZ/OS Security Server RACF
Security Administrator's Guide.

This JCL is located in RACDCERT member of the COZ.SAMPICL PDS. It will create an RSA Digital
Certificate labeled My- CERT held in the key ring MY- RI NG

It is also possible to skip creating a key ring - any certificate automatically belongs to the user's virtual key
ring, and may be referenced by using the special key ring name "*". For more information on using SAF/RACF
key rings with OpenSSH, see our webinar archives: IBM Ported Tools for ZOS OpenSSH - Using Key Rings.

/1 COZUSER] JOB (),'', MBGCLASS=H, NOTI FY=&SYSUI D
/1%

/1 EXEC PGMEl KJEFTO1

/1 SYSPRI NT DD SYSOUT=*

/1 SYSOUT DD SYSOUT=*

/1 SYSTSPRT DD SYSOUT=*

/1SYSTSIN DD *

/* Generate a self-signed RSA certificate to use */
/* for SSH client authentication. */
/* A certificate signed by your CA will also work. */
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RACDCERT | D{ COZUSER) GENCERT
SUBJECTSDIN(
CN(' First Lastnane' )
Q" W Conpany' )
QU(' Devel opnent ')
) ' us)

NOTAFTER( DATE( 2026- 12- 31) )
W THLABEL(' MY- CERT")
| CSF

Ooooogog O

+ + + 4+ + + + + +

O

/* Create a KEYRING for the user (skip for virtual keyring) */
RACDCERT | D( COZUSER) ADDRI NG( MY- Rl NG) O

/* Connect the certificate to the ring (skip for virtual) */

RACDCERT | D{ COZUSER) CONNECT ( + 0
| D( COZUSER) + 0
LABEL("' My- CERT") +
Rl NG MY- RI NG) +
DEFAULT + 0
USAGE( PERSONAL) )
/* Refresh if RACLI STed */
SETROPTS RACLI ST( DI GTCERT, DI GTRI NG REFRESH
/* List the user's certs */
RACDCERT | D{ COZUSER) LI ST O
1/
O  Change the string COZUSER to the MV S userid that will own and use the certificate.
0  Change the subject DSN fields according to your company's standards.
O  Specifiesthe expiry date of the certificate, otherwise it defaults to one year.
O Optiona keywords | CSF or PClI CC, may be specified. When not specified, the generated certificate is

stored in the RACF database as a non-ICSF RSA key. When one of | CSF or PCl CC is specified, the
certificate generated is stored in the ICSF PKA key data set. The | CSF and PCI CC keywords require
ICSF to be started as well as CSFKEYS authorities. For more information, see: "z/OS ICSF
Administrator's Guide SA22-7251" - "Using RACF to protect Keys and Services'.

Note: If using | CSF or PCl CC, you will only be able to use the Co:Z saf - ssh- agent, and not the
IdentityKeyRingL abel support in zZ/OS OpenSSH.

O  Makes this certificate the default in the ring. This allows the user to specify just the key ring name in
order to access the certificate.

2. Export an OpenSSH version of the certificate's public key:

Note: This and the remaining steps are performed by the user. In order to access the key ring and certificate,
the user must have the following SAF/RACF permissions:

* CLASS(FACILITY) I RR DI GICERT. LI STRI NG ACCESS( READ)

« CLASS(CSFSERV) CSFDSG ACCESS( READ)
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« CLASS(CSFSERV) CSFDSV ACCESS( READ)

Public key extraction is performed using IBM z/OS OpenSSH ssh- keygen:

$ _Z0OS SSH KEY_RI NG LABEL="My-RI NG My- CERT" ssh-keygen -y > cozuser_saf. pub

Note: An administrator may export the key of aanother user by prefixing the key ring name with USERI )/ . In
order to do this, the administrator must have UPDATE access to the | RR. DI GTCERT. LI STRI NG SAF
permission above.

Note: READ access to the CLASS( FACI LI TY) | RR. DI GTCERT. LI STRI NG resource allows the user to
use any key ring the he or she owns. It is also possible to use ring-specific authorization, using
CLASS( RDATALI B) . See the section "Managing key rings and restricting access to them" in 1BM z/OS
OpenSSH User's Guide for more information.

3. Moveacopy of the public key to the target system:

Z0OS$ sftp -oPort=<port> cozuser@inuxl. myco.com

Connecting to n.n.n.n...

cozuser @i nuxl. nyco.com s password: (FxExx*

sftp> ascii

Sets the file transfer type to ASClI.

sftp> cd .ssh

sftp> put -p cozuser_saf.pub authorized_keys

Upl oadi ng cozuser_saf.pub to /hone/ cozuser/.ssh/authorized keys

cozuser _saf. pub 100% 601 0. 6KB/ s 00: 00
sftp> quit

Note: If you are adding more than one public key to aut hor i zed_keys, then you must log in to the remote
system and append the new public key line to authorized keys. Be careful that you don't replace an existing
authorized keysfile.

Note: Theaut hori zed_keys file, the. ssh directory, and the home directory must not be writable by any
user other than the owning userid. For details on required file permissions, see the section "OpenSH files
Quick Reference / User-generated files' in |BM Z/OS OpenSSH User's Guide

4. Using a SAF/RACEF certificate for SSH authentication:

* with Co:Z SFTP client:

ZCS$ cozsftp -k MY-RI NG MY- CERT cozuser @i nux1l. myco.com

(see also the SFTPSAMP or RUNSFTPK sample JCL)
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« with Co:Z Launcher:

/| COZCFG DD *
saf - cert =MY- Rl NG MY- CERT

(see also the RUNLNCHK sample JCL)

Renewing RACF self-signed certificates

You may wish to renew/extend a certificate used with OpenSSH, using the same self-signed key. Note that
certificates must be renewed prior to expiration, or a new keypair will be generated, which will require that the new
public key be stored on the remote system in the user's aut hor i zed_keys file. The following commands can be
executed by the owning user before the certificate expires. The owning user must have FACILITY authorities. Refer
to "z/OS Security Server RACF Command Language Reference” for additional information.

DELETE ' SYSADM CERT. REQ

RACDCERT GENREQ( LABEL(' M- CERT')) +
| D( COZUSER)
DSN(' SYSADM CERT. REQ )

+

RACDCERT GENCERT(' SYSADM CERT. REQ )
| D{ COZUSER)
W THLABEL(' MY- CERT' )
NOTAFTER( DATE( 2016- 12- 31) )
SI GNW TH( LABEL(' MY- CERT" ))

+ + + +
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Appendix G. Client Compatibility

In genera, SFTP clients that implement the SFTP specification 1 correctly work well with Co:Z SFTP Server. The
following are general client functional areas that affect SFTP client compatibility with Co:Z SFTP server:

» Dataset listings

The SFTP "longname" field in the SSH_FXP_NAME packet is used by Co:Z SFTP to display z/OS specific
formats for data sets, PDS members, and JES spool files. According to the SFTP specification, this field is not
intended to be parsed by clients: "clients SHOULD NOT attempt to parse the longhame field for file attributes;
they SHOULD use the attrs field instead." Unfortunately, many clients do not follow these guidelines. The
uni x| s setting can be used to cause Unix-style longname fields to be returned for z/OS resources. Refer to
Miscellaneous options for more information.

» Data set name prefix (/)

Co:Z SFTP server accepts two prefix strings to identify z/OS datasets as absolute paths. The first (/) is consistent
with IBM's common usage. A secondary form (/-/) is also available. The secondary form is provided because
some SFTP clients do not alow double slash characters to be sent. When using clients that do not support double
slash characters, SFTP_ZOS INITIAL_DIR can be set to /-/. Refer to Section 2.2, * Configuring the Co:Z SFTP
Server” for more information on this optional setting.

» Using transfer options

Some clients do not support interactive transfer options because new SSH/SFTP sessions are created (causing the
interactive transfer options to be lost) when editing files on the server and/or when sending/receiving files. These
clients are usually GUI clients with a transfer queue. Often these clients display a "connecting to the server”
message when doing afile transfer, indicating that a new session has been created.

The recommended configuration for these clients is to define transfer options in session config files on the Co:Z
SFTP server (Appendix C, Session config files). Set the default transfer mode as text. This will ensure that the
client can edit JCL members and other text files. For other cases, use file patterns. For example, add a pattern for
*.pax to ensure that pax files are transferred with mode=binary. Refer to Specifying file pattern specific options
for additional information.

» Unknown and estimated file sizes

According to the SFTP specification, SSH_FILEXFER_ATTR_SIZE indicates whether the file attribute size field
is present. Co:Z SFTP server ensures that this flag is off in cases where the data set size is unknown. There are
aso cases where the file size must be estimated. Clients are expected to send and receive fileswhen thefile sizeis
unknown as well as when the size is an estimate. Clients that fail to support these cases may hang during the
transfer or report a "file size mismatch" error. Clients that support SSH_FILEXFER_ATTR_SIZE correctly but
do not support an estimated file size will work by setting the SFTP option NOestsize. Clients that do not support
SSH_FILEXFER_ATTR_SIZE will not work with Co:Z SFTP server.

IsFTp specification: http://tools.ietf.org/html/dr aft-ietf-secsh-fil exfer-02
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Client Compatibility

The following summarizes how the file sizeis determined based on the file type:

Posix file transfered with mode=binary: The actual file sizeis provided.

Posix file transfered with mode=text: The actual file size is provided; however, some SFTP transfer options
will cause the actua transfer size to differ. The transferred size will differ from the size provided when

« theclient and server codepages are not both multi-byte or not both single byte.
 thel i ner ul e option changes the number of line separator characters during the transfer
e anoptionsuchast ri mor pad is used to modify the file during the transfer

DASD data sets. An estimated file size is provided based on the used space, block size and logical record
length.

Tape data sets, GDG members (if NOgdgnt is set), and PDS members. The provided size is unknown so the
SSH_FILEXFER_ATTR_SIZE hit is not set indicating that the size is not specified.

JES Spool Files: An estimated file size is provided based on the number of records.
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Appendix H. Co:Z Environment
Variables

The following table describes the environment variables defined by the Co:Z Toolkit. These variables can be set to
override default behavior.

Table H.1. Environment variables

Variable Context Description

COZ_SERVER_KEEPALIVE

COZ_SERVER_TCP_KEEPALIVE

Co:Z Launcher

Co:Z Launcher

Interval in seconds Co:Z Server sends a NOOP packet.
This option sends out actual data packets at the
application level for situations where
TCP_KEEPALIVE does not work due to firewall
configuration. By default, this feature is not enabled.

Interval in seconds Co:Z Server setsthe
TCP_KEEPALIVE socket option. Note that this
setting must be lower than the time that any firewall(s)
may time out the connection. By default, this featureis
not enabled.

COZ_SSH_CMD Remote Dataset ~ Specifies an alternate executable for the SSH client
Pipes (Co:Z used to connect to z/OS. By default, thisisssh. For
Target System example, to usethe PUTTY command line client
Toolkit) pl i nk instead of ssh set
COZ_SSH_CNVD=/ pat h/ t o/ pl i nk.
COZ_SSH_OPTS Remote Dataset  Convenience setting for supplying SSH options,
Pipes (Co:Z including userid and host when making remote dataset
Target System pipes cals. For example, the command f r ondsn
Toolkit) -ssh user @ost // nydsn canbesmplified to
fromdsn //nydsnif COZ_SSH OPTSissetto
user @ost . Thisisvery handy for repeated use of
the remote dataset pipes commands.
COZ_SSH_SUBSYS Remote Dataset = Specifies an alternate SSH server subsystem name for
Pipes (Co:Z Dataset Pipes. By default, thisisdspi pes.
Target System
Toolkit)
COZ_CLIENT_CODEPAGE Remote Dataset = Changes the default client code page, which is used for
Pipes (Co:Z codepage trandation in text mode data transfers (i.e. if
Target System  the-t isnot supplied). By default, the default client
Toolkit) code page is set the result of the POSIX system call
nl _| angi nf o( CODESET) .
COZ DEFAULT LOGSTREAM  Co:Z Log (al Changes the default stream that the Co:Z Log facility
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Co:Z Environment Variables

Variable Context Description
contexts) writes its messages to. By default, thisisthe st der r
stream.
COZ_LOG Co:Z Log (all Sets default logging options for the Co:Z Log facility.
contexts)

COZ_STRICT_CERT_CHECK Co:Z Launcher, = Affectsthe level of RACF digital certificate checking
Co:Z SFTP performed when authenticating. If set to true (the
default), strict checking (e.g. certificate expiration
date) is performed.

SFTP_LOGFILE Co:Z SFTP Pathname of file to where Co:Z SFTP log/debug
messages are written. The default is
[trp/ sftp-server.<userid> <...>.10g

SFTP_LOGDIR Co:Z SFTP Directory name (without trailing slash) where Co:Z
SFTP log files are created, rather than /tmp or
$TMPDIR. Thisvariableisignored if
SFTP_LOGFI LE is set.

SFTP_ZOS OPTIONS Co:Z SFTP Used to set adefault Co:Z SFTP options string for the
user. Thereis no default. Example:
SFTP_ZOS OPTI ONS=npde=t ext, | =crl f.To
set Co:Z SFTP Server options, this variableis exported
intheuser'ssft p-server. rc file Toset Co:Z
SFTP client options, export this environment variable
prior to running cozsftp

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 122



Appendix I. Restricting OpenSSH users
to SFTP

The common technique for restricting ssh capabilities is to change the user's default shell (the "default program” in
the OMV'S segment) to a shell that only allows certain commands and no interactive access. The sample script
below can be customized and used as the user's "restricted shell”. Put this script somewhere in your Co:Z bin install
directory and make its permissions u=r wx, go=r x (i.e 755). Use the full path name of the script as the users shell.
Make sure that the script uses full path names. You can remove the dspi pes. sh entry from the list if you don't
want to allow remote Dataset Pipes commands via ssh.

#!/ bi n/ sh

# A shell script which can be set as a users default shell
# to only allow certain conmmands or ssh subsystens to run,
# disallowing full shell |ogins.

if test $# -ge 2 -a "$1" = "-c¢"

t hen

case $2 in

# Update this list to match what you have in /etc/ssh/sshd _config
# or add any other conmands that you would like to all ow
# from ssh.

/ opt/ dovet ai | / coz/ bi n/ sftp-server.sh) exec $2;

/ opt / dovet ai | / coz/ bi n/ dspi pes. sh) exec $2;

DR

esac
fi

# Wite out whatever nessages you want your users to see

# if they try sonething el se

echo "Only sftp and dataset pipes file transfers are allowed fromthis account."
exit 1

Note: thiswill not only restrict the user from using an interactive shell under OpenSSH, but will prevent them from
running an interactive shell under TSO as well. Also, any batch jobs that run with their userid will also use this as
the default Unix shell (BPXBATCH or COZBATCH).
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Appendix J. Setting up a test OpenSSH
system on z/OS

It's sometimes convenient to create your own z/OS SSHD server on an alternate port for testing purposes. Y ou can
do this without any special privileges, and the SSHD server will run fine, except that it will only alow logins for the
userid that it is running under.

This is especially handy if your Systems Programmer doesn't understand immediately that adding an SSH user
subsystem doesn't introduce any new security risks.

Procedure J.1. General outline for adding a test SSHD server

1. Createyour own ssh directory, say ~/sshd, and copy thefile/ et ¢/ ssh/ sshd_confi g intoit:.

zos$ nkdir ~/sshd
zos$ cp /etc/ssh/sshd_config ~/sshd

2. Inthisdirectory, generate your host keys, as directed in the z/OS OpenSSH User's Guide.

If you can copy the keys in /etc/ssh directory, then you will avoid "host key" mismatch problemsif you switch
your SSH client from the production to the test server. If you do copy the production host keys, make sure that
you change the file permissionsto 600 so that they can't be read by others.

3. Edit your copy of sshd_config:
a.  Uncomment the Por t line and set it to an available port

b.  Uncomment / add the following lines (to use the private keys generated in the previous step):

Host Key ./ssh_host _rsa_key
Host Key ./ssh_host dsa key

4. From az/OS shell, change to the directory that you created and start your copy of SSHD:

/fusr/sbin/sshd -e -D -f ./sshd_config

Note: If you are unable to execute / usr / sbi n/ sshd, you may be able to copy it to your local directory, add
the execute bit (chnod +x ~/ sshd/ sshd) and run the above command using this local copy.

5. To connect to your test SSHD server from a client, don't forget to use the - ssh -p port SSH option on
your ssh commands.
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Appendix K. Creating a Custom
Unicode Table from the IBM FTP
Translate Table

Co:Z SFTP provides transfer options for specifying client (cl i ent cp) and server (ser ver cp) code pages to be
used during file transfers. Additionaly, the t echni que option can be used to override the default Unicode
Services value of LMREC. The following are condensed instructions for adding the IBM FTP trandlate table to
Unicode Services. The IBM FTP trandlate table can be used as is or modified to meet your specific custom unicode
table requirements.

Note

The condensed instructions below are for illustrating how the Co:Z SFTP cl i ent cp, servercp
and t echni que transfer options are used. Refer to IBM's Unicode Services User's Guide and
Reference (SA22-7649) for complete information on the IBM supported method for adding new
conversion tables to Unicode Services.

Note

Alternatively, if using CoZ: SFTP 2.3.0 or higher, thet rt ab transfer option can be used to specify
the trandate table to use for text mode transfers. The IBM FTP translate table can be specified using
t rt ab=STANDARD in place of the cl i entcp, servercp, and t echni que options. Refer to
General transfer options for additional information onthet r t ab option.

Adding the IBM FTP trandate table to Unicode Services:

* Rather than modifying SYS1. SCUNTBL, create a new PDS with your own high level qualifier: HLQ. SCUNTBL
with RECFM=F, LRECL=256, BLKSI ZE=256

 Create new membersin HLQ SCUNTBL

Codepages IBM-850 and IBM-037 seem to be the closest to the IBM FTP trangdlate table. Using IBM's Unicode
Services User's Guide and Reference (SA22-7649), the two-character codes for IBM-850 and IBM-037 are EB
(850) and AA (037), respectively. Select a new conversion technique code, in this example, " 2" is used. This
information will be used to name the new members added to HLQ. SCUNTBL.

View TCPI P. STANDARD. TCPXLBI Nin hex and verify that the translation meets or is close to meeting your
requirements. TCPI P. STANDARD. TCPXLBI N has the following three records:

» acomment
* the 256-byte ASCII->EBCDIC table
« the 256-byte EBCDIC->ASCII table

Create a new member CUN2EBAA in the HLQ SCUNTBL dataset (850->037, TECH=2). Copy the first
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Table

non-comment record from TCPI P. STANDARD. TCPXLBI Ninto this member.

Create another new member CUN2AAEB (037->850, TECH=2). Copy the second non-comment record from
TCPI P. STANDARD. TCPXLBI Ninto this member.

e Add aCUNUNI xx member to PARMLIB (choose your preferred suffix).

REPLACE FROM 037) TQ(850) TECH(2) DSN(HLQ SCUNTBL)
REPLACE FROM 850) TQ(037) TECH(2) DSN(HLQ SCUNTBL)

 Activate the new CUNUNI xx PARMLIB member using the SET command. The following shows the command
and resulting messages.

SET UNI =XX

| EE252]
| EF1961
| EF196lI
| EF196I
| EF1961

MEMBER CUNUNI XX FOUND | N XXXX. PARM.| B

| GD103lI
| GD104I
DDNAVE=SYS00013

| GD103lI

SM5 ALLOCATED TO DDNAME SYS00013
RETAI NED,

HLQ. SCUNTBL

SM5 ALLOCATED TO DDNAME SYS00014

» Once you have tested the new trandate table, add UNI=xx to your | EASYSxx parmlib member so that table is
available permanently.

Testing the new table added to Unicode Services:

» The showtrtab command can be used to display the new trandate table. Refer for to the Co:Z Dataset Pipes

Command Reference for additional information.

>showt rt ab
00: 00 01
10: 10 11
20: 40 5A
30 FO F1
40: 7C C1
50: D7 D8
60: 79 81
70: 97 98
80: 00 01
90: 10 11
AO: 40 5A
BO: FO F1
Co: 7C Cl
DO: D7 D8
EO: 79 81
FO: 97 98

-S
02
12
7F
F2

82
99
02
12
7F
F2

82
99

| BM 850
03 37
13 3C
7B 5B
F3 F4
(O] 0]
E2 E3
83 84
A2 A3
03 37
13 3C
7B 5B
F3 F4
a3 c
E2 E3
83 84
A2 A3

- t
2D
3D
6C
F5
G5
E4
85
Ad
2D
3D
6C
F5
(03]
E4
85
A4

| BM 037 -q 2

2E 2F 16 05
32 26 18 19
50 7D 4D 5D
F6 F7 F8 F9
C6 C7 c8 @
ES E6 E7 E8
86 87 88 89
A5 A6 A7 A8
2E 2F 16 05
32 26 18 19
50 7D 4D 5D
F6 F7 F8 F9
C6 Cr c O
E5 E6 E7 E8
86 87 88 89
A5 A6 A7 A8

25
3F
5C
7A
D1
E9
91
A9
25
3F
5C
7A
D1
E9
91
A9

0B
27
4E
5E

92

0B
27
4E
5E
D2
AD
92

0C
22
6B
4C

93
4F
oC
22
6B
4C

EO
93
4F

0D
1D
60
7E

BD
94

0D
1D
60
7E

BD
94

OE
35
4B
6E

5F
95

OE
35
4B
6E

5F
95
Al

OF
1F
61
6F

6D
96
07
OF
1F
61
6F

6D
96
07
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Table

» Thefollowing commands can also be used to test the new trand ate table.

| zopt s node=t ext, c=lI BM 037, s=I BM 850, t echni que=2, | =none
put //HLQ TEST. DATA custom tabl e test.txt
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Appendix L. License

The Co:Z Co-Processing Toolkit for zZ/OS, comprised of Co:Z Launcher, Co:Z Dataset Pipes, Co:Z SFTP, Co:Z
Batch, Co:Z Utilities and Co:Z Target System Toolkit (in object code form only) is distributed under the Co:Z
Community License Agreement (see below). Note: This community license is superseded for Co:Z Toolkit
Enterprise License and Support customers. All components are distributed in binary form.

COVMUNI TY LI CENSE AGREEMENT

PLEASE READ THI S COVMWMUNI TY LI CENSE AGREEMENT (THI S "AGREEMENT") CAREFULLY. THI S
AGREEMENT SETS FORTH THE TERMS ON WHI CH DOVETAI LED TECHNOLOGQ ES, LLC

("DOVETAI L"), A M SSOURI LIMTED LIABILITY COVWANY, MAKES AVAI LABLE THE
COVMUNI TY EDI TION OF THE CO Z CO- PROCESSI NG TOOLKI T FOR z/ OS AT NO CHARGE FOR
DONNLCAD, | NSTALLATI ON AND USE BY THE COVMUNI TY. BY DOWNLOADI NG, | NSTALLI NG,

OR USI NG THE SOFTWARE, YOU ACKNOW.EDGE THAT YOU HAVE READ, UNDERSTAND,

AND AGREE TO BE LEGALLY BOUND BY TH S AGREEMENT.

1. DEFINITIONS. As used in this Agreenent, the followi ng capitalized terns
shal |l have the foll ow ng neani ngs:

"Conmunity Edition" neans the version of the Software that is made avail abl e
by Dovetail to licensees for downl oad under this Agreenent.

"Docunent ati on" neans Dovetail's acconpanyi ng user docunentation for the
Sof tware, as may be updated by Dovetail fromtime to time, in print or
el ectronic form

"Enterprise Edition" means any version of the Software that is nade avail abl e
by Dovetail to |licensees under the Enterprise License and Support Agreenent,
the Qutsourcing License and Support Agreement, or another paid |license and
support agreement between Dovetail and the |icensee.

" Sof t ware" means the Co:Z Co-Processing Tool kit for z/OS, conmprised of Co:Z
Launcher, Co:Z Dataset Pipes, Co:Z SFTP, Co:Z Batch, Co:Z z/CS Wilities and
Co: Z Target System Tool kit, in object code formonly, together with certain
sanpl e code and scripts in source form

"Updat e" neans any bug fix, enhancenent, or other nodification to or update for
the Software issued by Dovetail for general release to the Software community.

"You" means the person or entity downl oading, installing or using the
Software. |If you are downl oading, installing or using the Software on
behal f of a conmpany or organi zation, the term"You" refers to both you and
your conpany or organi zation, and you represent and warrant that you have
authority to bind your conmpany or organi zation to the provisions hereof.

2. SOFTWARE LI CENSE. During the termof this Agreenment, and subject to the
provi sions hereof, Dovetail hereby grants to You, and You hereby accept, a

non- excl usi ve, non-transferabl e, non-sublicensable, royalty-free license to
install and use the Community Edition of the Software on Your servers, solely
for Your internal business purposes, in accordance with the Docunmentation, in
conpliance with all applicable |aws and regul ati ons, and further subject to the
followi ng conditions and requirenents: (a) this Agreenment does not permt You
to downl oad, install, or use the Enterprise Edition of the Software. |If You

wi sh to use the Enterprise Edition, You nust be |licensed under an avail abl e
Enterprise License and Support Agreenent or Qutsourcing License and Support
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Agreement; (b) as provided in Section 3, this Agreenent does not permt You

to have the Software installed managed, operated, or supported by, nor does

it permt You to install, manage, operate, or support the Software for,

third parties. If You wish to del egate Software installation, managenent,
operation, or support to an outsourcing services provider or other third party,
You nmust be licensed for the Enterprise Edition under an avail able Enterprise
Li cense and Support Agreenent. |f You are an outsourcing services provider

or other third party that wishes to install, nanage, operate, or support

the Software for one or nore of Your custoners, You nust be |icensed for

the Enterprise Edition under an avail abl e Qutsourcing License and Support
Agreement.; and (c) this Agreement does not permit You to continue using

the Enterprise Edition following the expiration or term nation of your paid

i cense and support subscription for the Enterprise Edition. If You wish to
convert to the Community Edition, You must (i) nmeet Dovetail's then-current
eligibility requirenents for the Community Edition; (ii) uninstall, erase,

and cease all use of the Enterprise Edition, and (iii) downl oad, install,

and use the Community Edition subject to and in accordance with this Agreenent.

3. LICENSE RESTRI CTI ONS. You nmay not install or use the Software for any
purpose other than as expressly authorized under Section 2. Wthout limting
the foregoing, You shall not, nor shall You authorize any other person or
entity to: (a) download, install, or use any version of the Software other
than the Comunity Edition; (b) install, manage, operate, or support the

Sof tware for any customer or other third party, whether in an outsourcing,
consulting, or staff augnentation capacity or otherw se; (c) del egate
Software installation, managenment, operation, or support to, or otherw se
permit such activities to be perforned on Your behal f by, any outsourcing
services provider or other third party, whether in an outsourcing, consulting,
or staff augnentation capacity or otherw se; (d) otherw se distribute, rent,
| ease, lend, sell, sublicense or make the Software available to any third
party; (e) nodify, adapt, alter, translate, or create derivative works of
the Software; (f) otherw se extend the Software to or use or permt use

of the Software by or for the benefit of any third party, including in or

as part of a service bureau, tinmesharing, or outsourcing arrangenent; (g)
devel op an alternative to the Software that is based on or derived from

in whole or in part, the Software or Docunentation; (h) use the Software in
violation of any applicable |laws or regulations; (i) renobve or obscure any
copyright, trademark or other proprietary rights notices or designations
on the Software, the Docunentati on or any copies thereof; or (j) reverse
engi neer, deconpile, disassenble, or otherwi se attenpt to derive the source
code for the Software, except where such reverse engineering is expressly
pernmitted under applicable |aw, but then only to the extent that Dovetail
is not entitled to limt such rights by contract.

4. UPDATES. Fromtine to tine, Dovetail may nake avail abl e Updates for
the Community Edition of the Software. Al such Updates (whether posted by

Dovetail on the Dovetail website or included with the Software) shall be deened

part of the Software, and are |licensed to You under the |icense and ot her
provi sions of this Agreenent, together with any supplenentary |icense ternms
that Dovetail may provide for such Updates. Notwi thstandi ng the foregoing,
Dovetail reserves the right to anend, supplenent or replace the terns of this
Agreenent in connection with Updates to or new versions of the Software,

and in such case, the ternms acconpanying such Update or new version wll
control. You acknow edge that the Community Edition may not contain all of
the features and functionality of the Enterprise Edition and that Dovet ai l
has no obligation to make avail able Updates to the Conmunity Edition.

5. YOUR RESPONSI BI LI TIES. You are responsible for: (i) installation of the
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Sof tware and any Updates; (ii) selecting and maintaining all third party
hardwar e, software, peripherals and connectivity necessary to neet the system
requirements for the Software; (iii) creating a restore point for Your systens
and backing up and verifying all data; and (iv) adopting reasonabl e neasures
to ensure the safety, security, accuracy and integrity of Your facilities,
systens, networks and data. Dovetail shall have no responsibility or liability
arising out of or resulting in whole or in part from Your failure or delay
perform ng any such responsibilities, or for acts or onissions of third
parties, Internet or tel ecommunications failures, or force majeure or other
events beyond Dovetail's reasonable control.

6. SUPPORT. This Agreenent does not include, and Dovetail shall have no
obligation under this Agreenment to provide, any technical support or other
prof essional services for the Software. If You are interested in purchasing
support for the Software, You should visit the Dovetail website to review
Dovetail's then current |icense and support options for the Enterprise
Edition of the Software.

7. LI CENSE MANAGEMENT AND TI ME- OUT CAPABI LI TIES. The Software nmay contain
time-out, digital rights nanagenment, or other |icense nanagenent capabilities
that may be enployed by Dovetail to limt the period during which this version
of the Software may be used, to curb unlicensed use or abuse of the Software,
or for other purposes as permtted or required by law. By installing or using
the Software, You acknow edge and consent to the inclusion and enpl oynent of
such capabilities as described herein, without restriction. For the avoi dance
of doubt, neither the inclusion (or om ssion) of such capabilities, nor

any errors in the provisioning or operation thereof, shall be construed to
expand the scope or duration of the corresponding Software |icense, nor to
wai ve any Dovetail rights or renedies in connection therewth.

8. TERM TERM NATION. This Agreenment and Your |icense rights hereunder shall
continue unless and until termnated as set forth herein. You nmay term nate
this Agreenment for convenience at any tine by uninstalling, erasing all copies
of, and ceasing all use of the Software and Docunentation. This Agreenent shall
terminate i mediately and automatically: (a) at the conclusion of the tine-out
peri od established by Dovetail for this version of the Software or (b) if You
violate the license ternms or restrictions for the Software, or materially
breach any ot her provision of this Agreenent and fail to cure such breach
within ten (10) days after receiving notice thereof from Dovetail. Upon the
expiration or term nation of this Agreenent for any reason: (i) Your |icense
to the Software shall automatically and inmrediately term nate; and (ii) You
shal | di scontinue use of the Software, pronptly (within 5 days) uninstall and
renove any remmants of the Software and Documentation from Your computers,
network and systens, and destroy (or return to Dovetail) all tangible copies
of the Software and Documentation in Your possession. Term nation of this
Agreenent shall not relieve You of any liability incurred in connection with
the Software nor limt any of Dovetail's rights or remedies in connection
therewith. Sections 1, 3, 5, 7, 8, 9, 10, 11 and 12 of this Agreenent shall
survive the expiration or termnation of this Agreenent for any reason,

and shall be binding on and inure to the benefit of the parties and their
pernmitted successors and assigns.

9. DI SCLAI MER. THE SOFTWARE AND DOCUMENTATI ON ARE PROVI DED TO YOU UNDER

THI S AGREEMENT "AS | S" W THOUT REPRESENTATI ONS OR WARRANTI ES OF ANY KI ND,
EXPRESS OR | MPLI ED, AND ALL USE IS AT YOUR OWN RI SK. W THOUT LI M TI NG THE
FOREGO NG, DOVETAIL AND | TS SUPPLI ERS HEREBY DI SCLAI M ANY | MPLI ED OR STATUTORY
WARRANTI ES OF MERCHANTABI LI TY, FITNESS FOR A PARTI CULAR PURPCSE, TITLE, OR
NON- | NFRI NGEMENT. THE SOFTWARE |'S NOT | NTENDED OR LI CENSED FOR USE | N ANY
HAZARDOUS OR HI G+ RI SK ACTI VI TY. DOVETAI L DOES NOT WARRANT THAT THE SOFTWARE

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 130



License

W LL OPERATE UNI NTERRUPTED OR ERROR- FREE, OR MEET YOUR BUSI NESS, TECHNI CAL
OR OTHER REQUI REMENTS. NO EMPLOYEE OR AGENT HAS AUTHORI TY TO BI ND DOVETAI L
TO ANY REPRESENTATI ONS OR WARRANTI ES NOT EXPRESSLY SET FORTH I N THI S AGREEMENT.

10. PROPRI ETARY RI GHTS. Dovetail and its suppliers shall retain exclusive
right, title and interest in and to the Software, including the object code,
source code, program architecture, design, coding nmethodol ogy, Docunentation,
screen shots, and "look and feel" therefor, all Updates thereto, all goodw ||
associated therewith, and all present and future copyrights, trademarks, trade
secrets, patent rights and other intellectual property rights of any nature

t hr oughout the world enbodied therein and appurtenant thereto. Al rights and
licenses to the Software not expressly granted to You in this Agreenent are
reserved by Dovetail and its suppliers. Fromtine to tine, You may submit
suggestions, requests or other feedback for the Software. Dovetail shall

be free to commercialize and use such feedback, including for devel opi ng

i mprovements to its products and services, free of any clains, paynent
obligations, or proprietary, confidentiality or other restrictions of any kind.

11. LIMTATIONS ON LIABILITY. I N NO EVENT SHALL DOVETAI L BE LI ABLE FOR ANY

I NDI RECT, | NCI DENTAL, CONSEQUENTI AL, EXEMPLARY, SPECI AL, PUNI TIVE, OR SIM LAR
DAMAGES ARI SI NG OQUT COF OR RELATED TO THE SOFTWARE OR THI' S AGREEMENT, | NCLUDI NG
LOSS OF BUSI NESS, PRCOFI TS OR REVENUE, LOSS OR DESTRUCTI ON OF DATA, BUSI NESS

I NTERRUPTI ON OR DOVWNTI ME. THE TOTAL CUMULATI VE LI ABI LI TY OF DOVETAI L ARI SI NG
OUT OF AND RELATED TO THE SOFTWARE AND THI S AGREEMENT SHALL NOT, REGARDLESS OF
THE NUMBER OF | NCI DENTS OR CAUSES G VI NG RI SE TO ANY SUCH LI ABI LI TY, EXCEED
TEN U.S. DOLLARS ($10). THE LI M TATIONS ON LI ABILITY IN TH' S SECTI ON SHALL
APPLY TO THE MAXI MUM EXTENT PERM TTED UNDER APPLI CABLE LAW REGARDLESS OF THE
CAUSE OF ACTION OR BASIS OF LIABILITY (WHETHER | N CONTRACT, TORT (| NCLUDI NG
NEGLI GENCE AND STRICT LIABILITY IN TORT), | NDEMNITY, OR OTHERW SE), EVEN IF
ADVI SED OF THE POSSI BI LI TY OF SUCH DAMAGES. THESE LI M TATI ONS ON LI ABI LI TY
ARE AN ESSENTI AL PART OF THI S AGREEMENT AND SHALL BE VALI D AND BI NDI NG EVEN

I F ANY REMEDY IS DEEMED TO FAIL OF I TS ESSENTI AL PURPCSE.

12. M SCELLANEQUS Governi ng Law. This Agreenent shall be governed and
interpreted for all purposes by the |laws of the State of Mssouri, U S A,

wi t hout reference to any conflict of |aws principles that would require

the application of the laws of a different jurisdiction. The United Nations
Convention on Contracts for the International Sale of Goods and the Uniform
Conputer Information Transactions Act (as enacted in any jurisdiction) do not
and shall not apply to this Agreenent, and are hereby specifically excluded.

Jurisdiction; Venue. Any dispute, action or proceeding arising out of or
related to this Agreenent shall be comenced in the state courts of St. Louis
County, M ssouri or, where proper subject natter jurisdiction exists, the
United States District Court for the Eastern District of Mssouri. Each
party irrevocably submits to the personal jurisdiction and exclusive venue

of such courts, and wai ves any objections thereto, including based on forum
non conveni ens.

Notices. All notices under this Agreenent shall be in witing, and shall be
delivered personally, by electronic, mail, or by postage prepaid certified
mail or express courier service, return receipt requested. Notices to You
may be delivered to the npbst current address on file. Notices to Dovetail
shall be directed to the follow ng address, unless Dovetail has provided an
alternative notice address:

Dovet ai | ed Technol ogi es, LLC
305 WI Il owpointe Drive
St. Charles, MO 63304

Co:Z Co-Processing Toolkit for z/OS Co:Z SFTP - User's Guide 131



License

Enai | : | egal @oztool kit.com

Assi gnments. You may not assign or transfer this Agreenent, or any rights

or duties hereunder, in whole or in part, whether by operation of |aw or
otherwi se, without the prior witten consent of Dovetail. Any attenpted
assignment or transfer in violation of the foregoing shall be null and

void fromthe begi nning and without effect. Dovetail may freely assign or
transfer this Agreenment, including to a successor upon Dovetail's merger
acqui sition, corporate reorganization, or sale or other transfer of all or
substantially all of its business or assets to which this Agreenent rel ates.

Rel ati onship; Third Party Beneficiaries. The parties hereto are independent
contractors. Nothing in this Agreenent shall be deened to create any agency,
enpl oynment, partnership, fiduciary or joint venture relationship between
the parties, or to give any third party any rights or remedi es under

or by reason of this Agreenent; provided, however, the disclainers and
limtations on liability in this Agreement shall extend to Dovetail and its
directors, officers, sharehol ders, enployees, agents, and affiliates. Al
references to Dovetail in connection therewith shall be deened to include
the foregoing persons and entities, who shall be third party beneficiaries
of such contractual disclainers and linmtations and entitled to accept al
benefits afforded thereby.

Equi table Relief. The Software conprises the confidential and proprietary
informati on of Dovetail and its suppliers, and constitutes a val uabl e

trade secret. You acknow edge that Your breach of the |icense or ownership
provi sions of this Agreenent woul d cause irreparable harmto Dovetail, the
extent of which would be difficult and inpracticable to assess, and that
money damages woul d not be an adequate renedy for such breach. Accordingly,
in addition to all other renedies available at law or in equity, and as

an express exception to the jurisdiction and venue requirenents of this
Agreenment, Dovetail shall be entitled to seek injunctive or other equitable
relief in any court of conpetent jurisdiction

Questionnaires; Audits. You agree to conplete and pronptly return to Dovet ai
any Software usage questionnaires issued by Dovetail fromtinme to time, and
to pronptly provide Dovetail or its designated auditor with reasonabl e access
to Your facilities, systens, personnel, books and records for the purpose

of verifying Your conpliance with the license terns and restrictions of this
Agreement. All audits shall be conducted in a reasonabl e nmanner designed to
m ni mze disruption to Your normal business operations. Dovetail agrees to
initiate an audit no nmore than once during any twelve (12) nonth peri od;
provi ded, however, if Dovetail reasonably suspects, or any audit reveals,
non-conpliance with this Agreenent, Dovetail shall have the right to conduct
addi tional audits until conpliance is achieved

U. S. Governnent Restricted Rights. The Software and Docunentation are |icensed
with RESTRICTED RI GHTS as "Commercial lItens," as that termis defined at 48

C. F.R 82.101, consisting of "Commercial Conputer Software" and "Conmerci al
Conput er Software Docunentation,” as such terns are used in 48 CF.R 812.212
or 48 C.F.R 8227.7202, as applicable. Consistent with 48 CF. R 8§12.212

or 48 C.F. R 8§227.7202-1 through 227.7202-4, as applicable, the Commercia
Conput er Software and Conmerci al Conputer Software Docunmentation is |icensed
(if at all) to U S. Governnent end users only as Commercial lItens, and with
only those rights as are granted to other |icensees pursuant to this Agreenent.

Export Control. The Software and underlying information and technol ogy may not
be accessed or used except as authorized by United States and ot her applicable
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law, and further subject to conpliance with this Agreenment. The Software may

not be exported or re-exported into any U S. enbargoed countries, or to anyone

on the U S. Treasury Departnent's |ist of Specially Designated Nationals
or the U S. Departnment of Commerce Denied Person's List or Entity List. You
represent and warrant that You and Your end users are not |ocated in, under

the control of, or a national or resident of any country or on any such |ist.

Anendnent ; Waiver. This Agreenment may be anmended only by a witten

i nstrunent signed by an authorized representative of Dovetail. No rights
shall be wai ved by any act, onission, or know edge of a party, except by
an instrunment in witing expressly waiving such rights and signed by an
aut hori zed representati ve of the waiving party. Any waiver on one occasion
shall not constitute a waiver on subsequent occasions

Severability; Construction. If any provision of this Agreement is determ ned
to be invalid or unenforceabl e under applicable | aw, such provision shall be
amended by a court of conpetent jurisdiction to acconplish the objectives

of such provision to the greatest extent possible, or severed fromthis
Agreenment if such anmendment is not possible, and the remai ni ng provisions

of this Agreement shall continue in full force and effect. The captions

and section headings in this Agreenent are for reference purposes only and
shall not affect the meaning or interpretation of this Agreement. The term
"including" as used herein nmeans "including without limtation." The terns
"herein," "hereto," "hereof," and simlar variations refer to this Agreenent
as a whole, rather than to any particul ar section

Entire Agreement. This Agreenent sets forth the entire agreenent of the
parties and supersedes all prior agreenents and understandi ngs, whet her
witten or oral, with regard to the subject matter hereof. Any additiona
or conflicting terms proposed by You in any purchase order, request for
proposal , acknow edgenent, or other witing shall not be binding, and are
hereby objected to and expressly rejected.
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